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Abstract

As technology progresses, in figuring and broadcast communications, electronic images and video are
playing more important roles in today's data age. The Human Face is a key component of video and audio
databases utilized by observation frameworks. Recognizing and locating human features and face
highlights in a photograph or series of photographs is a difficult task in unusual scenarios, such as
recordings, when acoustic conditions, illumination, subject regions, and posture can vary dramatically
from edge to edge. A Human Face is an automated framework that a school uses to monitor the
engagement of its employees and students. Using the Real-Time Face Recognition utility, distinct
customer faces are identified and perceived with the information base to look after a company's
representatives and their activities. Although the cloud offers numerous advantages, it does have one clear
disadvantage: the level of protection required to access user data. The cloud poses the possibility of
unauthorized access to user data. The user data was taken from the cloud application due to a security
issue in the cloud. As a result, many people are concerned about their data. So, in this study, we'll use Face
Recognition Technology to solve the problem. Using Artificial Intelligence Face Recognition The user is
the only one who has access to the cloud. If someone else tries to access or steal data from the cloud, it
will notify the user. User data may be safeguarded and only the verified user can access the Cloud
utilizing real Face Recognition Technology.
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1. Introduction

In the immensely populated cloud computing world, establishing identification has become extremely challenging.
With rising worries about authentication and quick improvements in cloud computing, database access, and Internet
communication, the demand for a reliable cloud authentication mechanism has grown. Face recognition is a non-
intrusive technique, and facial traits are arguably the most prevalent biometrics features used by humans to identify
others. Face recognition authentication for cloud computing is based on security concerns about data access and
cloud databases. It can give users and service providers, cloud customers, and various businesses with a suitable
degree of security. Cloud security is a serious problem. The identifiable evidence of things in an image is likely to
begin with picture management processes, such as commotion evacuation, followed by (low-level) extraction to
locate lines, districts, and maybe regions with specified surfaces. Data is stolen or accessed by unauthorized
individuals. Using Al Face Recognition Technology to decrease data theft.
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Figure 1: Cloud Security Threats

How Facial Recognition Works?

e Image is captured.
o Eye locations are determined.
e The image is cropped and transformed to gray-scale.

e The image is transformed into a template that the search engine uses to generate face comparison results.

e A complex algorithm is used to compare the template to other templates on file, and the image is searched

and matched.
e Duplicate licenses are investigated for fraud.
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Figure 2: Al Face Recognition
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This study focuses on the systematic mapping of
cloud and edge computing security using Al and SC
under the topic facets, contribution facets, and research
facets, respectively, with security parameters intrusion
detection parameters and privacy protection research
parameters. Indicates that it is considered a criterion.

Vikas Agarwal, Nisha
Gupta, Arun Kumar

Al-Assisted Security
Controls Mapping for Clouds
Built for Regulated
Workloads

Mapping customer control to cloud provider control
records is done manually by an expert. This process
often takes months and needs to be repeated for each
new customer.

The received image is analyzed by AWS facial
recognition tools and the face ID is sent along with the
confidence of the algorithm used to analyze the face.
The prototype is tested on eight different sides, and the
system authenticates users 100 times more accurately
and navigates to each feed.

SiemGirmay, Faniel
Samson, Asad Masood
Khattak

Al based Login System using
Facial Recognition

3.Proposed System

The biggest downside of the cloud is that other people may access user data. As a result, we propose using Acrtificial
Intelligence Face Recognition Technology to improve Cloud security. When we try to access the cloud, it recognises
the person's face and authorises them; if the face isn't recognised, the Al will send a security alert to the user. As
well as ensuring cloud security. Data on the cloud may be safeguarded in this way.
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Figure 3: Implementation of Module

Only authorised users can access data from the cloud server due to the Face Recognition System (FRS).The
authorisation of the individual entering the sensitive area is then determined using face recognition. At the same
time, it keeps track of the observed movement's coordinates. Finally, if the intruder's face isn't recognised, the
approximated coordinates are sent to the tranquillizer gun, which targets the intruder automatically. Experiments
reveal that the suggested security solution, which uses face recognition to minimise unwanted access and increase
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dependability, is successful. When issuing identification documents, facial recognition is employed. Face match
compares the portrait on a digital biometric passport with the holder's face during border inspections.

We suggested using a biometric technology named "FACE RECOGNITION" to ensure sufficient security for user
authentication in cloud computing by using Artificial Intelligence. So that the user can access their data
confidentially without any threats in their personal cloud using this method.
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Figure 4: Data Extraction According to Image Size

4 Result and Discussion

In ideal settings, facial recognition systems exhibit near-perfect precision, with 99.97 percent identification
accuracy. [1]Defends enterprises from theft,[2]Makes medical therapy more effective, Increases the effectiveness of
security mechanisms. Face recognition, unlike any other identification method, recognises the distinct characteristics
of the human face and compares them to a database of images. Face forms are detected and identified by sensors
based on the colour of the eye, nose shape, and other factors. Identifying the human face entails focusing on distinct
traits such as the jaw, cheekbones, and facial shape, among others. The face is validated once the image in the
database matches the face of the individual in question. This solution's non-contact feature enables identifying and
verifying a person's identity considerably easier and requires far less processing than any other identification system.
At order to ensure that there is no risk of vandalism, facial biometrics systems have been implemented as a measure
of security in the most prestigious institutions and companies. This form of software eliminates the possibility of
human error and is a huge benefit. The programme performs geometric and photometric recognition in seconds
using only a handful of algorithms.

5.Conclusion

The sharing is essential to the structures of appropriated figure. Appropriate calculating offers a variety of services,
including laaS, SaaS, and PaaS. Because they are paid organisations, recognising confirmed clients in distributed
data is a significant concern. A security screening is necessary in online registration in order to provide cloud
services only to authorized customers. There are numerous check frameworks such as secret state, OTP, Voice
affirmation, finger affirmation, palm acknowledgement, and so on, but each has its own set of drawbacks, for
example, secret key systems are sometimes not possible, mystery expression can be easily taken by software
engineer, or if a customer uses a complex mystery state, the customer may ignore that mystery expression. By using
Al Face recognition technology cloud user data security is increased . The threat to user data access by others can be
reduced by this proposed system . This system authenticate and authorize the person face .If the face is not
recognized it deny the request to access the cloud and send alert to the user. while using this technology ,we
canavoid the other persons to access our cloud data. This will be more secure .This system gives more satisfaction to
users.

63
Doi : https://doi.org/10.54216/JCHCI.020204

Received: October27, 2021  Accepted:April9, 2022



Journal of Cognitive Human-Computer Interaction(JCHCI) 10l 2, No. 2, PP. 60-64, 2022

References

[1] SusheelaHooda, Vikas Lamba, AmandeenKaur,"Al and Soft Computing Techniques for Securing Cloud and
Edge Computing: A Systematic Review", 2021 5th International Conference on Information Systems and
Computer Networks (ISCON) , 22-23 Oct. 2021.

[2] Vikas Agarwal, Nisha Gupta, Arun Kumar, " Al-Assisted Security Controls Mapping for Clouds Built for
Regulated Workloads", 2021 IEEE 14th International Conference on Cloud Computing (CLOUD), 5-10 Sept.
2021.

[3] SiemGirmay, Faniel Samson, Asad Masood Khattak ," Al based Login System using Facial Recognition ",
2021 5th Cyber Security in Networking Conference (CSNet) , 12-14 Oct. 2021

[4] Dikaiakos, M. D., Katsaros, D., Mehra, P., Pallis, G., &Vakali, A. (2009). Cloud computing: Dis-tributed
internet computing for IT and scientific research. IEEE Internet Computing, 13(5), 10-13.
d0i:10.1109/M1C.2009.103

[5] M. Sumithra and Dr. S. Malathi, ” Modified Global Flower Pollination Algorithm-based image fusion for
medical diagnosis using computed tomography and magnetic resonance imaging”, International Journal of
Imaging Systems and Technology, Vol. 31, Issue No.1, pp. 223-235, 2021

[6] B.Buvanswari and T.Kalpalatha Reddy, “A Review of EEG Based Human Facial Expression Recognition
Systems in Cognitive Sciences” International Conference on Enenrgy, Communication,Data analytics and
SoftComputing(ICECDS),CFP17M55-PRJ:978-1-5386-1886-8",August 2017.

[7] M. Sumithra and Dr. S. Malathi, “3D Densealex NET Model with Back Propagation for Brain Tumor
Segmentation”, International Journal OfCurent Research and Review, Vol. 13, Issue 12, 2021.

[8] K. Sridharan , and Dr. M. Chitra "SBPE: A paradigm Approach for proficient Information Retrieval , Jokull
Journal” , Vol 63, No. 7;Jul 2013

[91 M. Sumithra and Dr. S. Malathi, “Segmentation Of Different Modalitites Using Fuzzy K-Means And Wavelet
ROI”, International Journal Of Scientific & Technology Research, Vol. 8, Issue 11, pp. 996-1002, November
20109.

[10] B.Buvaneswari and Dr.T. KalpalathaReddy,“EEG signal classification using soft computing techniques for
brain disease diagnosis”,Journal of International Pharmaceutical Research ,ISSN
1674-0440,Vol.46,No.1,Pp.525-528,2019.

[11] M. Sumithra and S. Malathi, “ A Survey of Brain Tumor Segmentation Methods with Different Image
Modalitites”, International Journal of Computer Science Trends and Technology (IJCST) — Vol. 5 Issue 2, Mar
— Apr 2017

[12] B.BuvaneswariandDr.T.Kalpalatha Reddy, “High Performance Hybrid Cognitive Framework for Bio-Facial
Signal Fusion Processing for the Disease Diagnosis”, Measurement,ISSN: 0263-2241, Vol. 140, Pp.89-99,2019.

[13] M. Sumithra and Dr. S. Malathi, “A Brief Survey on Multi Modalities Fusion”, Lecture Notes on Data
Engineering and Communications Technologies, Springer, 35, pp. 1031-1041,2020.

[14] K. Sridharan , and Dr. M. Chitra "Web Based Agent And Assertion Passive Grading For Information
Retervial”, ARPN Journal of Engineering and Applied Sciences, VOL. 10, NO. 16, September 2015
pp:7043-7048

[15] M. Sumithra and S. Malathi, “A survey on Medical Image Segmentation Methods with Different Modalitites”,
International Journal of Engineering Research and Technology (IJERT) — Vol. 6 Issue 2, Mar 2018.

[16] B.Buvaneswari and Dr.T. KalpalathaReddy, “ELSA- A Novel Technique to Predict Parkinson's Disease in Bio-
Facial” International Journal of Advanced Trends in Computer Science and Engineering, ISSN
2278-3091,Vol.8,No.1,Pp. 12-17,2019

[17] K. Sridharan , and Dr. M. Chitra , Proficient Information Retrieval Using Trust Based Search On Expert And
Knowledge Users Query Formulation System, Australian Journal of Basic and Applied Sciences, 9(23) July
2015, Pages: 755-765.

[18] B.Buvaneswari and Dr.T. Kalpalatha Reddy, “ACPT- An Intelligent Methodology for Disease
Diagnosis”,Journal of Advanced Research in Dynamical and Control Systems,ISSN
0974-5572,Vol.11,No.4,Pp.2187-2194,2019.

[19] Sumithra, M., Shruthi, S., Ram, S., Swathi, S., Deepika, T., "MRI image classification of brain tumor using
deep neural network and deployment using web framework", Advances in Parallel Computing, 2021, 38, pp.
614-617.

[20] P. Kavitha , R. Subha Shini , R. Priya, "An Implementation Of Statistical Feature Algorithms For The Detection
Of Brain Tumor", Journal of Cognitive Human-Computer Interaction, 2021, DOI:
https://doi.org/10.54216/JCHCI.010202.

Doi : https://doi.org/10.54216/JCHCI.020204 64

Received: October27, 2021 Accepted:April9, 2022


https://ieeexplore.ieee.org/xpl/conhome/9702150/proceeding
https://ieeexplore.ieee.org/xpl/conhome/9702150/proceeding
https://ieeexplore.ieee.org/xpl/conhome/9581278/proceeding
https://ieeexplore.ieee.org/xpl/conhome/9614640/proceeding

