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Abstract

In addition to being a game-changer for the cryptocurrency business, Blockchain was also a catalyst for
the fast rise of certain Distributed Ledger Technologies (DLTs). An important aspect of a DLT system's
design is a consensus mechanism, which ensures that almost all interviewees agreed on the integrity of
the data. As a result, a broad variety of consensus protocols have been developed, each with a distinct
notion and property (e.g., reduced energy usage, greater scalability). When moving from one blockchain
network to another, the main criteria for consensus mechanisms typically vary dramatically, so there is
no universal protocol. As a result, choosing the best consensus mechanism for a certain DLT system is
critical, but also difficult, since experts must balance competing demands. MCDM approaches are used
in this research to provide an approach for choosing the best consensus procedures based on criteria,
objectives, and other needs. A genuine bike-rental application is used to show the technology's potential,
as well as the preferred consensus mechanisms for 3 of the most popular kinds of current blockchain
systems. To top it all off, the information and technologies gathered are openly accessible for anybody to
use, allowing for maximum replication and future improvement.

Keywords: Blockchain; MCDM; VIKOR; Distributed Ledger Technologies

1. Introduction

Among the most significant innovations presented in Bitcoin [1] is the blockchain, which has lately
received many attention from the practitioners and academicians [2]-[5]. Beyond cryptocurrencies,
blockchain technology has already been used in a variety of unique ways [6]—[8]. Distributed ledger
technologies (DLTs) include a much larger space than blockchain alone[9]. However, although
distributed ledgers have been around before, Bitcoin is unique in that it allows data to be exchanged,
stored, and maintained without the involvement of a third party while also combining several current
systems (such as timestamping, P2P systems, data encryption, and the communicating of computing
capabilities[2].

As a result, blockchains are distinct from typical database systems in that they do not depend on a
centralized third party. Consensus protocols are the foundation of this technology[10]. It may therefore
be seen as a P2P DLT comprised of blocks, in which the consensus mechanism maintains data
dependability and consistency throughout the network of nodes. Encryption, on the other hand, provides
safe data transfer and enables data preservation in a decentralized system.

Blockchain and DLT in particular lack standards, hence it is difficult to classify all current DLTs.
Blockchains are often divided into three types based on how they operate: general populace, consortium
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(or federated), and secret. According to [2], [11]-[13] Measurements (e.g., energy usage, flexibility level,
time lag, higher the ratio, fault detection capabilities) must be taken into account for every group.

Choosing the right consensus protocol is critical to the overall measurements of a particular DLT system.
Nodes in a blockchain network must all accept the same transaction information without the aid of a
trusted central institution[14]. Various blockchain consensus systems with various ideas and attributes
have been developed since the Nakamoto protocol was introduced in Bitcoin [14], [15]Therefore,
choosing the best consensus protocol for a given DLT system is critical. Experts must balance competing
demands and face a high level of ambiguity, which makes their job difficult.

In the studies, consensus procedure choice challenges [16]—[19] are often mentioned [13], [20], [21]. But
the most popular strategy is to examine and classify consensus mechanisms given a set of blockchain
attributes and give insights and suggestions related to the performance data. As a result, more organized
and complex research techniques are required to make a sensible decision, as the consensus may greatly
affect the efficiency and availability of a blockchain system.

In a variety of sectors and applications, MCDM approaches are employed to solve main choice (or
ranking) issues [22]. Numerous papers have been published, particularly for platform selection in the
blockchain area, using MCDM techniques[23], the most essential factors and associated weights for
consensus mechanisms are highlighted, highlighting the potential of MCDM approaches for consensus
mechanism selection. The choice of a consensus protocol does not have an MCDM-enabled method.

This void is filled by our efforts here. The methodology we offer utilizes an end-to-end MCDM approach
to discover the optimal consensus procedure according to the criteria as well as weights and restrictions
(if needed). By MCDM][24], we follow all the phases of the problem-solving procedure. We begin by
defining the issue and selecting potential solutions, then specify criteria and their relative weights, gather
data on the effectiveness of those solutions, and finally arrive at a set of ordered (feasible) consensus
procedures. The VIKOR is one of the most widely used state-of-the-art MCDM approaches since each
has its advantages for comparing products. By establishing preferred consensuses for the 3 major kinds
of blockchain systems general, consortium, and private we illustrate the viability of the concepts we've
suggested. We've also used it in a real-world bike-rental system application. Please keep in mind that this
process may be used to choose any DLT element or the complete system, in which the factors and
associated weights could be reviewed.

The following are the paper's key contributions:

L It examines the many methods used to choose the best consensus mechanism for a particular
blockchain system or app.
II. In an accessible data repository, it gathers and combines statistical and qualitative information
representing the characteristics and system performance of 18 current consensus procedures.
I11. For the first time, academics and practitioners have a methodology for selecting the best

consensus mechanism (or other DLT system elements) for particular blockchain apps, thanks to
this approach.

Iv. An example of a general populace, consortium, and private blockchain built using the newly
proposed architecture.
V. It is based on a real-world bicycle rental scheme.

As for the rest of the study, it's structured as follows: a literature study of the topic of MCDM-based
consensus protocol selection is introduced in Section 2. Section 3 provides the methodology and
framework. Using three different kinds of blockchains, Section 4 demonstrates and proves the proposed
framework's efficacy by the application and provides results. The last section of our report is Section 5
provides the conclusion.

2. Related Work

It is the purpose of this part to evaluate the literature on blockchain consensus mechanisms. The major
strategy we used to find relevant material was a backward forward and overextending (Wohlin, 2014)
method. Exception of generic blockchain surveys in which evaluations of current consensus mechanisms
gained substantial attention, we rigorously evaluated only studies whose major emphasis was on
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consensus mechanisms in our evaluation. Because of this, papers that concentrated more on blockchain
system choice than consensus mechanisms were removed.

Most typically, benchmarking is used to assess consensus mechanism, which involves comparing and
measuring the performance of two or more protocols against a predetermined set of standards. The first
section of this chapter reviews research that used benchmarking as the major method for determining
blockchain consensuses, as stated above. MCDM approaches have been used to solve consensus
assessment and selection issues in the second half of this paper. Reviewing consensus mechanism, criteria,
and a decision-making strategy for blockchain technology comparisons and selection are the primary
goals of this research (if any).

Utilizing 7 criteria, [25]compared the five most prevalent consensus model types. On the basis of this, the
authors argued that consensus should be obtained among a significant number of untrusted peers for
permissionless systems (for example, utilizing robust computationally or storage difficulty),
compromising transaction permanence and performance in the process. It is less scalable, but quicker
transaction closure and greater throughput make the public blockchain collaboration from blockchains
more desirable. When deciding on a consensus model for business, the size of the network, the
relationships between members, and both functional and non-functional characteristics must all be taken
into account (e.g., performance and confidentiality).

It was found that [12]compared the performance of five consensus mechanisms based on 5 different
criteria. The authors of this study provided technical advice on appropriate consensus processes for three
distinct circumstances, according to their research (public, private, and permissioned blockchains).
Distributed Proof of Stake (DPoS) and Proof of Work (PoW) consensuses are popular options for public
blockchains since they are completely open and decentralized and do not need any central authority. Due
to the confined nature of private blockchains, solving crash faults is more critical than resolving Byzantine
faults. Crush-tolerant consensus techniques such as PBFT and RAFT show promise in this regard.
Permissions are semi-private networks developed by many businesses. Certain nodes may turn become
malevolent nodes if there are disagreements between various companies in the network. PBFT seems to
be a viable alternative in this situation.

There were two independent comparisons of consensuses given by[26]. Before doing this, they conducted
a comparison of three primary groups based on six different variables. Second, a comparison of Vote-
based and Proof-based consensus methods was made using eight criteria. Each category's benefits and
downsides were discussed by the writers. Vote-based consensus mechanisms, as opposed to Proof-based
consensus mechanisms, have a lot of promise in the newly formed consortium and private blockchain,
according to the study's findings. Rather than evaluating individual techniques, the authors in this study
evaluated their broad categories. However, the findings of every category were combined using a huge
variety of particular consensus techniques.

MCDM techniques have previously been employed in the blockchain area in various papers. There are a
lot of them dedicated to choosing a blockchain platform. For a comprehensive review of previous work
including MCDM approaches for blockchain system choice, see Section III in[24]. Our focus here is on
examining papers in which MCDM approaches were used to analyze blockchain consensus.

An algorithm choice formalization method that uses MCDM was developed by[15]. The first step was to
do a thorough assessment of the research on blockchain consensus. They found a wide range of criteria
for analyzing blockchain consensuses, all of which were implemented and employed. Some of the studies
we looked at weren't included since they were more centered on blockchain than consensus procedures.
The most significant factors and subcriteria that impact the effectiveness of consensus methods were
highlighted in this study. Before this, criteria were evaluated using a comparison matrix approach[27]. A
performance assessment methodology for blockchain consensus algorithms was created as a result. For
this purpose, the standard benchmarking approach was used. There were seven criteria used in the first
phase, and ten criteria used in the second part, to compare 10 consensus methods based on their
represented currencies. To sum up, this research can only serve as a starting point for the creation of a
full-scale MCDM method. It's still necessary to specify the specific criterion values for each option,
choose and apply the relevant MCDM approaches, evaluate the findings, and summarise the useful
information for operators.

Researchers have developed a 4-category (origin, architecture, effectiveness, and safety) categorization
system for 28 novel consensus mechanisms, which incorporates information from past studies as well as
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new features. They compared 28 treatments utilizing 22 different criteria in this framework. Organizations
seeking guidance in selecting an appropriate consensus for their app were given a methodology based on
the Boolean Decision Tree (BDT) approach, which the authors described in the last section. To take
benefit of the reasoning and goals underlying an organization's decisions, the process was created
"manually." Starting with the blockchain's accessibility (i.e., does the business want a permissioned or
permissionless environment?) and moving on to considerations of design, performance, and security is
the suggested decision process. As a result, the organization's newly proposed flowchart will show a
reasonable consensus based on its goals for a particular application.

3. Research Methodology

To assist decision-makers being unable to make precise choices, Wang and Tzeng [28] developed the
VIKOR technique. A mechanism like VIKOR must be used to handle the particular conflicts in this
paper's decision criteria system, like the charging range of a ship and the power system distance. This
approach normalizes the outcomes, increases community benefit while reducing individual regret, and
ultimately leads to a workable compromise. The options are ranked using this technique. Figure 1 shows
the framework of the study.

Collection of criteria data and apply the
Literature study Experts interview VIKOR method

A 4

Build the decision matrix
Data collection (criteria and

alternatives)

A 4

Normalize the decision matrix

y

4

Calculate the positive and negative value

L3
Sub criteria Fuzzy measure
Compute the results
» .
Weights of criteria Main criteria Rank the alternatives

Figure 1. The framework of the study
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A=05

This article uses both quantitative and qualitative criteria to assess its findings. Specific data may be
gathered for quantitative criteria such as yearly direct and diffuse irradiance and average yearly
temperature. Because of their ambiguity and uncertainty, precise statistics cannot be collected for
qualitative factors such as environmental formations, the influence on the local economy, and support
from the public. Expert rating and the use of set-valued stats may instead be used to quantify features.

The triangular intuitionistic fuzzy numbers can be defined as:
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4. Results and Discussion

Using a real bike rental app, this part shows the structure suggested in the preceding section. In this study,
we used five main criteria, 12 sub-criteria, and ten alternatives as below

Throughput Transactions per second BCA1
Transaction latency BCA2
Finalization BCA3

Decentralization Number of consensus nodes BCA4
Number of network nodes BCAS

Incentivization fees BCAG6
Reward BCA7

Sustainability Power consumption BCA8
Hardware dependency BCA9

Security Fault-tolerance BCA10
attack

Double spending
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A consensus procedure for renting a bike was determined by following the architecture presented in the
paper, which describes how the weights for the various criteria and groupings of criteria representing bike
rental system needs were calculated. The results are displayed in figure 2.

Weights

weights

Weights |0.117/0.068|0.022/0.0840.031/0.108/0.053|0.097|0.067(0.131/0.097|0.124

criteria

Weights
Figure 2. The weights of criteria.

Let three decision-makers build the decision matrix. Tables 1,2,3 show the decision matrix. Then
aggregate the opinions of experts in table 4.

Table 1. The opinions of experts 1.

B B B B B B B B B B B B
C C C C C C C C C C C C
C C C C C C C C C C C C
1 2 3 4 5 6 7 8 9 10 11 12
B 0 0 0. 0. 0 0. 0 0. 0. 0. 0. 0.
C . . 1 2 . 0 . 1 1 0 1 2
A 1 1 0 1 1 8 2 7 5 8 7 1
1 5 5 0 5 5 3 1 5 1 3 5 5
1 1 2 8 1 1 5 5 1 8
5 5 5 3 5 6 8 6 3
7 3 7
B 0 0 0. 0. 0 0. 0 0. 0. 0. 0. 0.
C . . 1 2 . 1 . 1 1 1 1 1
A 2 2 0 1 1 0 2 7 0 5 7 0
2 1 1 0 5 7 0 1 5 0 1 5 0
5 5 2 8 5 2 5 2 5 2
8 8 5 3 5 8 5 5
3 3 3
B 0 0 0. 0 0 0 0 0. 0. 0. 0. 0.
C . . 0 1 . 1 1 1 2 1 1
A 1 1 8 5 1 7 1 0 0 1 0 7
3 0 7 3 1 7 5 7 0 0 5 0 5
0 5 1 5 5 5 2 2 8 2
2 6 5 5 3 5
5 7
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Normalize the decision matrix in table 5. Then compute the positive and negative values. Then rank the
alternative base on the lowest value of V.. Figure 3. Shows the rank of alternatives. From figure 3. The

BCA; is the highest rank and BCA4 is the lowest rank.

12

SO <t ®©

10

O A

==\ W'e}

oS O en o

ScoaNo

Table 5. The normalization combined the opinions of experts.

U<

MO < «

U<

U<

<

U<

U<

o

U<

30

doi.org/10.54216/AJBOR.070102

Received: February 02, 2022 Accepted: June 11, 2022

DOI: https:

T




American Journal of Business and Operations Research (A]BOR) Vol 07, No. 01, PP. 19-33, 2022

© >0 W
NI N N e
N = WwWuwmo O
AULWoOoOWoO

v > 0Ow
WWWAOoOollon hwWwo

s - »pQOQw

COUNI— Ol WLWULhoCubuuwwo O
WWNhNRARWoOlLuw—uoolluabhowao o
OCNDUnN— —oQCu~—obhh—~oC oo oo
rOoOOoO OO OO

WO OL2oULmBPDOoO DO OO

AN NSO~ OoOCluabraarno O
NN VWOoOLNNAa—~,OL

BN SN S R )

Do owaolLhhoNNOS

W~ WAOLPROWR,R ULVNOO —ULuLuao oo
N — N JOCP IO O~ WOSO
A=, OWN—~L2NNOOONOOwnD O

m Series 1 0.4967790.6487980.115787 1  0.736486D.841683.5887510.3093340.238588.813416

Figure 3. The rank of alternatives
5. Conclusion

The number of consensus mechanisms is outpacing the worldwide interest in blockchain technology.
When reviewing related work in detail, it was discovered that all of the studies try to classify current
consensus procedures including a set of operational assessment criteria, and provide suggestions based
on the gathered data. For the most part, MCDM approaches have not been used in the choice of a
comprehensive consensus mechanism, which would have made the process considerably more effective.
As aresult, we devised a new MCDM methodology to help blockchain systems choose the best consensus
mechanism for their needs. Decision-makers evaluate a collection of alternatives (protocols) in light of
the decision matrix (features) and prioritize them based on the weights (priorities) they've assigned to
them. The consensus mechanism ranking method was patterned after this MCDM dilemma (experts). All
of the relevant quantitative and qualitative information on 18 current consensus mechanisms' features and
performance measures was gathered from multiple sources in an accessible data repository. The platform's
promise has been proved by discovering the best consensuses for the 3 major kinds of blockchain systems,
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consortium, and secret. In addition, a blockchain-based bike rental business used the framework to find
the best consensus process. Because the data and technologies are openly accessible, they can be easily
replicated, repurposed, and improved upon in the future. The proposed MCDM-based systematic
functional may be an efficient consensus evaluation tool for constructing different real-world blockchain
systems based on expert opinions and system needs to give worldwide interest in the bitcoin blockchain.
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