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Abstract 

Large numbers of devices with varying hardware capabilities and data traffic patterns make up what we call 

the Internet of Things (IoT). Furthermore, various IoT services, like knowledge economy, e-health, e-

business, parking management, etc., display dynamically varying QoS (Quality of Service) needs inside the 

IoT network. As a consequence of the inconsistency in service delivery, it is difficult to attain spectrum 

efficiency in the Internet of Things (IoT). There will be a shortage of spectrum for critical IoT services as a 

result. In this study, we suggest using a Multi-Criteria Decision Making (MCDM) technique to coordinate 

spectrum sharing across IoT devices. To ensure that the capacity and quality-of-service requirements of IoT 

devices are met, this framework prioritizes the accessible spectrum bands based on their numerous spectral 

properties. When all relevant information for reaching a choice is supplied by decision-makers, as is the 

case in both the trapezoidal and bipolar neutrosophic environments, this research presents a novel, effective 

approach to tackling these challenges. Conceptually related, the bipolar trapezoidal neutrosophic set's 

governing principles and rules of operation are laid forth. We cover several important accumulation 

operations for accumulating bipolar trapezoidal neutrosophic data. The ARAS technique is combined with 

the bipolar trapezoidal neutrosophic sets to compute the weights of principles and rank the substitutions.  
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1. Introduction 

 

The Internet of Things (IoT) denotes a network of organized physical substances that may be either 

wireless or hardwired. The rapid growth of the Internet of Things devices has been seen in the market in 

recent years. By 2020, it's predicted that there will be over 50 billion connected gadgets. 

 

As the amount of physical nodes in an IoT network grows, so does the volume of IoT data, necessitating 

the introduction of cloud storage. However, you can't completely rely on the cloud server. Thus, it is 

imperative that the IoT data be encrypted prior to being sent to a cloud server. A data search service that 

protects user anonymity must be made available if an authorized user needs to access the information. 

Many searchable encryption techniques have been developed by researchers to suit this need[1]–[3]. 

 

User roles in a functional IoT system are constantly shifting. In a business or organization, for instance, 

data search privileges may be granted to newly hired employees and revoked from departing ones when 
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personnel changes occur[4]–[6]. Thus, the customers' search permissions are post-activation, including 

research right permission and revocation, which may be performed by key generation or data index update 

inaccessible encryption techniques. In prior research, users had the option of being granted full or partial 

search rights, making the administration of these privileges user-centric[7], [8]. 

 

The search system for IoT data, however, requires more nuanced search right management. For instance, if 

a person within the same organization switches between projects, his or her manager may revoke access to 

the old project's data search and provide access to the new one. A worker, for instance, may transfer from 

Workbench A to Workshop B in an industrial production facility. The worker should now be granted access 

to search IoT data in workplace B once the permission to search IoT data in workplace A has been revoked. 

Such searching right administration is not addressed in the prior systems. Therefore, searching right 

cancellation at the data level should be established[9], [10]. 

 

Many qualitative factors are often used to evaluate frog IoT implementations. It is really difficult for DEs to 

assign precise numerical numbers to these criteria. Zadeh developed the fuzzy set (FS) theory, whereby a 

degree of belongingness is used to express a collection of values, to deal with such issues (BD). Many 

researchers from many fields have poured time and energy into studying the many facets of the FS concept. 

In the literature, both the intuitionistic fuzzy set (IFS) and the Pythagorean fuzzy set (PFS) have been 

presented as generalizations of FS. The neutrosophic sets are generalized to address the shortcomings of 

IFS and PFS. 

 

Invented by Zavadskas and Turskis, the ARAS technique is a cutting-edge strategy predicated on the idea 

that complicated domains with contradicting qualities may be proved via the use of simple comparative 

examples[11]–[13]. Specifically, the method ranks solutions based on the idea of optimality degree[14]–

[16]. The main benefits of the ARAS strategy are that I it has a direct and measurable connection with 

criterion weights; (ii) it can deal with immensely complicated troubles; and (iii) it is comprised of 

straightforward and straightforward processes that produce satisfactory, realistic, and pretty accurate results 

in analyzing and prioritizing different alternatives. Much recent research has explored how the traditional 

ARAS framework might be broadened[17]–[20]. 

 

 

 
Figure 1: Fog assisted IoT 
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2. Fog Computing and IoT 

 

The Internet of Things (IoT) requires the development of a robust fog-assisted search functionality with 

variable search right guidance at the document level to ensure the security and confidentiality of IoT data. 

To achieve this goal, as seen in Figure 1, a fog-assisted private information IoT query processing 

model was designed. In this architecture, data from all IoT devices is gathered by a fog node, saved in a 

predetermined document, and then dispatched to the cloud. 

 

Responsible party for the data. The right to do a search on the owner's IoT data is managed by the data 

owner. For authorised users, he generates searches keys and saves these on the fog layer at the user end, 

while for IoT nodes, he uses the fog network to keep the index generating key. 

 

Connected device hubs. The data collected by the IoT nodes is encrypted, along with any associated 

keywords, before being sent to the fog devices for IoT. Most nodes in the Internet of Things are limited in 

some way by their limited resources. 

 

Dense patches of fog. In order to lessen the burden on the Iot networks and the user endpoints, two distinct 

types of trustworthy fog nodes are established in the corporate network. The IoT fog node collects data and 

ideas from IoT nodes, then computes phrase indexes and sends them off to a remote server. The user-facing 

fog node is responsible for storing newly generated search credentials from of the data controller and 

collecting users' encrypted keyword input to use in creating search garage doors. After that, it transfers the 

query backdoors to the remote server and delivers the cloud customer's search results to the relevant users 

in a honest fashion. 

 

Remote server. Storage and retrieval of IoT data is handled by a server in the cloud. It is expected that the 

cloud server would be both trustworthy and inquisitive, answering users' inquiries truthfully and without 

maliciously altering their data while yet maintaining an interest in their right to search in private. Plus, it 

doesn't work with others to try to figure out what people are searching for based on the data in the indexes 

and searches. 

 

Users. An entered by the user rights come straight from the data's creator. In order to conduct a search, 

users encrypt their terms before sending them towards the fog layer for client endpoints. 

 

There are four criteria, which be evaluated in this work  

 

Bit Failure Rate (BER) through the connection to reach the frequency band is what this term refers to. 

 

It is the smallest amount of time during which a spectrum is usable. 

 

Transfer Rate 

It represents the very minimal of capacity that may be offered to serve requests. 

 

A Powerful Plan 

It's the maximum allowable output in terms of neighbouring channel utilisation or neighbouring channel 

external interference. 

  

2. Mathematical Model 

Definition 1[20]–[22]:  

 

A set O is bipolar trapezoidal neutrosophic set (BTNS) if  
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Definition 2[23]–[25]: 
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Definition 3[26]–[28]: 

 

(BTN subset)             
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Definition 4:  

 

(BTN union)          
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3. The ARAS method 

 

Step 1: Build the decision matrix 

 

Let experts assess the standards and options, which are collected from the previous studies. Then calculate 

the weights of factors by the mean method.  

 

Step 2: Compute the positive and negative criteria 

 

             for profit criteria  

 

             for cost criteria  

 

Step 3: Normalize the decision matrix  
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Step 4: Calculate the weighted normalized decision matrix 

 

                

 

Step 5: Calculate the value of the optimality  

 

    ∑      
 
     

 

Step 6: Compute the value of the utility  

 

 

   
  

  
  

 

Step 7: Rank the alternatives 
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Figure 2: The weights of the criteria 

 

 

4. An Illustration Example  

 

Step 1: Build the decision matrix 

 

There are four criteria such as type1,2,3,4 and three alternatives. Let experts evaluate the criteria and 

alternatives and compute the weights of criteria as shown in figure 2. Experts evaluate the criteria and the 

alternatives to build the decision matrix by the bipolar trapezoidal neutrosophic numbers. Criterion 3 is the 

uppermost weight and criterion 2 is the lowermost weight.  

 

Step 2: Compute the positive and negative criteria 

 

 

Step 3: Normalize the judgment background  

 

Table 1. shows the normalization judgment background. 

 

Table 1: The normalization matrix 

 FrogC1 FrogC2 FrogC3 FrogC4 

FrogA1 0.628571 0.092199 0.117647 0.175676 

FrogA2 0.238095 0.255319 0.168067 0.297297 

FrogA3 0.133333 0.652482 0.714286 0.527027 

 

 

 

Step 4: Compute the weighted normalized judgment background 

 

Table 2: demonstrates the weighted normalized judgment background 

 FrogC1 FrogC2 FrogC3 FrogC4 

FrogA1 0.049905 0.004534 0.005204 0.009934 

FrogA2 0.018903 0.012555 0.007434 0.016811 

FrogA3 0.010586 0.032086 0.031594 0.029801 

 

 

Step 5: Calculate the value of the optimality  

 

 

Step 6: Calculate the value of the utility  

 

 

Step 7: Rank the alternatives 
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Figure 3 shows the rank of alternatives.  Alternative 3 is the best alternative and alternative 1 is the worst 

alternative. 

 

 

 
Figure 3: The rank of alternatives. 

 

 

 

5. Conclusion  

 

When making decisions based on several criteria, neutrosophic sets and their information aggregation 

operatives follow a crucial criterion. Using Dombi norms and conorms, we addressed the bipolar 

trapezoidal neutrosophic set, its extended version, and the information aggregation operators that operate 

inside it. We also introduced ARAS algorithms to address a wide range of challenges encountered in 

bipolar trapezoidal neutrosophic MCDM procedures. An innovative approach to spectrum management is 

offered to meet the Quality of Service needs of IoT networks. There is a moderator in the spectrum 

management framework that keeps track of the spectrum bands available in its geographic area and 

recommends the best ones to use for each kind of Internet of Things service. The suggested Service-based 

ARAS method models efficient spectrum selection as an MCDM issue. 
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