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Abstract  

This paper proposes a privacy-preserving federated learning approach to enhance cyber threat intelligence sharing. 

Cyber threats are becoming more sophisticated and are posing serious security risks to organizations. Sharing threat 

intelligence information can help to detect and mitigate these threats quickly. However, privacy concerns and data 

protection regulations hinder the sharing of sensitive information. Federated learning is a promising approach that 

allows multiple parties to collaborate in building a global model while preserving data privacy. We propose a 

framework that utilizes federated learning to train a global threat intelligence model without compromising the privacy 

of individual organizations' data. Our approach also includes a differential privacy mechanism to ensure the anonymity 

of the participating organizations. We demonstrate the effectiveness of our approach through experiments conducted 

on real-world datasets, showing that it achieves high accuracy while maintaining data privacy. The proposed approach 

has the potential to facilitate more effective and secure cyber threat intelligence sharing among organizations. 
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1. Introduction 

Cyber threat intelligence (CTI) is the information that is collected, analyzed, and disseminated about potential or actual 

cyber threats. CTI provides organizations with the necessary intelligence to identify, prevent, and respond to cyber-

attacks. This information includes details about the tactics, techniques, and procedures (TTPs) used by threat actors, 

as well as indicators of compromise (IOCs) that can be used to identify and block malicious activity. CTI can be 

gathered from a variety of sources, including open-source intelligence (OSINT), commercial threat intelligence feeds, 

and internal sources such as network and system logs. CTI is typically used to inform security operations and to help 

organizations prioritize their cybersecurity investments and actions. CTI analysis involves gathering and analyzing 

data to identify patterns and trends in cyber-attacks. This analysis helps organizations to understand the motives and 

capabilities of threat actors, their targets, and the types of attacks that are most likely to succeed. CTI is used to inform 

a wide range of cybersecurity activities, including threat detection, incident response, and vulnerability management. 

Federated learning is an approach to machine learning that allows multiple parties to collaborate in building a global 

model while preserving the privacy of their individual data. This approach has significant potential for CT) because it 

can help to overcome the challenges associated with sharing sensitive information while ensuring data privacy. In a 

federated learning approach for CTI, participating organizations would train a global CTI model collaboratively while 

keeping their data private. Each organization would contribute to the training of the model by using its local data to 

improve the model. The model would then be updated and shared with all participating organizations, enabling them 

to benefit from the collective intelligence while preserving their data privacy. 

This approach offers several advantages for CTI. Firstly, it can help to overcome the challenge of sharing sensitive 

information by allowing organizations to participate in the development of a global CTI model without having to share 

their data. Secondly, it enables organizations to leverage the collective intelligence of multiple parties, thereby 
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improving the accuracy of the CTI model. Finally, the federated learning approach allows organizations to maintain 

control over their data while still benefiting from the collective intelligence of the group. To implement federated 

learning for CTI, organizations would need to agree on a common CTI model and establish a secure and trusted 

infrastructure for sharing the model updates. They would also need to ensure that appropriate privacy and security 

measures are in place to protect their data. 

Designing a federated learning approach for CTI poses several challenges. Firstly, it is essential to ensure that 

participating organizations can trust each other, as they will be sharing information and jointly training a global model. 

Establishing trust can be challenging, particularly when dealing with competitors or organizations with different 

security cultures. Secondly, organizations must ensure that the federated learning approach does not compromise the 

privacy of their data. This requires careful design of privacy-preserving mechanisms, such as differential privacy or 

homomorphic encryption. Thirdly, organizations must agree on a common CTI model and data format to ensure that 

the model can be trained collaboratively. This can be challenging, particularly when dealing with organizations with 

different data structures or CTI requirements. Finally, there is a need to ensure that the federated learning approach is 

scalable and can accommodate new participants or changes in the data without disrupting the training process. Meeting 

these challenges requires careful planning and coordination between participating organizations, as well as expertise 

in CTI, data privacy, and machine learning. 

This study proposes a framework that utilizes privacy-preserving federated learning to enhance cyber threat 

intelligence sharing. We make several contributions to the field of CTI and federated learning. Firstly, it proposes a 

novel approach that utilizes federated learning to train a global CTI model while preserving the privacy of individual 

organizations' data. The proposed approach also includes a differential privacy mechanism to ensure the anonymity of 

participating organizations. Secondly, we demonstrate the effectiveness of the proposed approach through experiments 

conducted on real-world datasets, showing that it achieves high accuracy while maintaining data privacy. Thirdly, we 

highlight the potential of federated learning to overcome the challenges associated with sharing sensitive information 

while ensuring data privacy.  

2. Background and Related Work 

Federated learning allows multiple parties to train a shared model without sharing their individual data. This makes 

FL a promising approach for sharing cyber threat intelligence (CTI), as it can help to protect the privacy of sensitive 

data. There is a growing body of literature on the use of FL for CTI. For example, the paper [2] introduced a proposal 

of a privacy-preserving smart home architecture utilizing federated learning to improve machine learning models in a 

secure and privacy-preserving manner. It presented an approach that allows multiple devices in a smart home to 

participate in federated learning without revealing any sensitive information to each other or to a central server. The 

proposed approach utilized differential privacy mechanisms to ensure that participating devices' data remains 

anonymous and private, while a global model is trained to improve the accuracy of machine learning models used in 

smart homes. The paper [3] presented a privacy-preserving federated learning approach utilizing blockchain 

technology for traffic flow prediction. It proposes an approach that utilizes differential privacy and secure multi-party 

computation techniques to enable multiple parties to participate in the federated learning process without revealing 

sensitive information. It also utilized blockchain technology to ensure the integrity and transparency of the federated 

learning process. The experimental findings demonstrated the effectiveness of the proposed approach in improving 

the accuracy of traffic flow prediction while preserving data privacy. The paper [4] presented a privacy-preserving 

federated learning approach utilizing blockchain technology for cyberattack detection in Industrial Edge of Things 

(IEoT) environments. It proposed a novel approach that allows multiple edge devices to participate in federated 

learning without revealing any sensitive information to each other or to a central server. It utilized blockchain 

technology to ensure the integrity and transparency of the federated learning process and provides differential privacy 

mechanisms to ensure that participating devices' data remains anonymous and private. The paper [5] introduced a 

comprehensive survey of the current state-of-the-art privacy-preserving aggregation techniques used in federated 

learning. The review addressed the privacy concerns in federated learning and the existing solutions to address these 

concerns, with a focus on the privacy-preserving aggregation techniques. It classified the existing privacy-preserving 

aggregation techniques into different categories based on their mechanisms and analyzes their strengths and 

limitations.  The paper [7] proposed a new method for sharing MIoT data under an edge computing framework based 

on federated learning and blockchain technology. The proposed method ensured the privacy of nodes by combining 

the special distributed architecture of federated learning with the MIoT edge computing architecture. The blockchain 

served as a decentralized way to store federated learning workers to achieve nontampering and security. The paper [9] 

https://doi.org/10.54216/JCIM.090205


Journal of Cybersecurity and Information Management (JCIM)                                     Vol. 09, No. 02, PP. 51-59, 2022 

 

53 
Doi: https://doi.org/10.54216/JCIM.090205  
Received: January 23, 2022    Accepted: April 01, 2022 

 

developed federated learning approach for decentralized fault diagnosis with biometric authentication, in which the 

issue of class-imbalance in FL is addressed while ensuring the privacy and security of the fault diagnosis system. 

Biometric authentication was utilized to ensure the authenticity of participating clients and employs a class-imbalance 

compensation mechanism to improve the accuracy of the federated learning model.  The paper [11] developed a 

federated learning approach for multiparty data sharing in social IoTs, which allows multiple parties to participate in 

federated learning without revealing any sensitive information to each other or to a central server. It utilized a 

homomorphic encryption-based decentralized federated learning framework to ensure the privacy and security of the 

social IoT system. The paper [20] proposed a novel approach that uses homomorphic encryption and secret sharing to 

protect the privacy of the data shared by industrial devices during the federated learning process. The proposed 

approach also employs an efficient weight updating algorithm to minimize the communication overhead between the 

devices and the server. The paper provides experimental results showing that the proposed approach can achieve high 

model accuracy while preserving data privacy and minimizing communication overhead. The paper [24] proposed a 

privacy-preserving federated traffic flow prediction approach that used homomorphic encryption to protect the privacy 

of traffic data, and the federated learning approach is utilized to leverage the distributed traffic data from multiple 

sources. This approach was evaluated on a traffic dataset and showed that the proposed method achieved comparable 

prediction accuracy with traditional non-privacy-preserving methods. 

3. Proposed Methodology 

The system model for our FL system for detecting CTI is typically includes the following components (See Figure 

1): 

1. Server: The server is responsible for managing the FL process and coordinating the training of the machine 

learning model. The server receives the model from the clients, aggregates the model updates, and 

broadcasts the updated model to the clients. 

2. IoT Clients: The IoT clients are the devices that participate in the FL process by performing local training 

on their own data and sending the model updates to the server. The IoT clients can be a variety of devices, 
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such as smartphones, sensors, or other edge devices. The IoT clients communicate with the server using a 

communication protocol such as HTTP, MQTT, or WebSocket. 

3. Data Partitioning: The training data is partitioned among the IoT clients based on a specific strategy, such 

as random partitioning or stratified partitioning. Each client performs local training on its own data using 

the current model. 

4. Local Model Training: Each IoT client performs local model training using its own data and sends the 

updated model weights to the server. The local training can be done using hybrid ML algorithms. 

CNN (Convolutional Neural Network) is a type of neural network that is commonly used for image processing but 

can also be used for modeling CTI data. CTI data can be represented as a sequence of events or features, which can 

be fed into the CNN as a 1D input signal. The CNN architecture consists of multiple layers, including convolutional 

layers, pooling layers, and dense layers. Convolutional layers perform feature extraction by applying filters to the 

input signal, and pooling layers reduce the dimensionality of the feature maps. This can be mathematically expressed 

as: 

𝜃
𝑗

𝑧𝑚𝑎𝑝 = 𝑡𝑎𝑛ℎ(𝜔𝑧𝑚𝑎𝑝𝑥𝑗:𝑗+𝑧−1 + 𝑎) (1) 

𝜃 = [𝜃1, 𝜃2, … , 𝜃𝑛−𝑧+1] (2) 

𝑥1 = 𝐶𝑜𝑛𝑣3 (𝑝𝑜𝑜𝑙2 (𝐶𝑜𝑛𝑣3(𝑥0))) (3) 

 

Figure 1: Illustration of the architecture of the proposed framework. 
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In parallel to convolutional block, LSTM (Long Short-Term Memory) is applied as a well-suited method for modeling 

sequences of CTI data. CTI data can be denoted as a sequence of events or features over time, and LSTMs can be used 

to learn the temporal dependencies and patterns in the data. This can be mathematically expressed as: 

𝐹𝑇 = 𝜑(𝑊𝐹 · [𝐻𝑇−1, 𝑋𝑇] + 𝑏𝐹), (4) 

𝐼𝑇 = 𝜑(𝑊𝐼 · [[𝐻𝑇−1, 𝑋𝑇] + 𝑏𝐼), (5) 

𝑆̃𝑇 = 𝑡𝑎𝑛ℎ(𝑊𝐶 · [[𝐻𝑇−1, 𝑋𝑇] + 𝑏𝐶), (6) 

𝑆𝑇 = 𝐹𝑇 ∗ 𝑆𝑇−1 + 𝐼𝑇 ∗ 𝑆̃𝑇 , (7) 

𝑂𝑇 = 𝜑(𝑊𝑂 · [[𝐻𝑇−1, 𝑋𝑇] + 𝑏𝑂), (8) 

𝐻𝑇 = 𝑂𝑇 ∗ 𝑡𝑎𝑛ℎ(𝐶𝑇), (9) 

where  𝑊𝐹 , 𝑊𝐼 , 𝑊𝐶 , 𝑊𝑂 denote weight parameters for different gates. 𝑏𝐹 , 𝑏𝐼 , 𝑏𝐶 , 𝑏𝑂 denote bias parameters for different 

gates. The above computation is repeated for two layers of LSTM, defined as follows: 

𝐻′ = 𝐿𝑆𝑇𝑀1(𝑋0), (10) 

𝜇 = 𝐿𝑆𝑇𝑀2(𝐻′) (11) 

By concatenating the output of both the above blocks, 𝐶’, we are ready to calculate the final decision as follows: 

𝑀 = 𝐷𝑒𝑛𝑠𝑒(𝜇) (12) 

𝑀′ = 𝐷𝑟𝑜𝑝𝑜𝑢𝑡(𝑀) (13) 

𝑌 = 𝑂𝑢𝑡𝑝𝑢𝑡(𝑆𝑜𝑓𝑡𝑚𝑎𝑥(𝑀′)) (14) 

 

 

5. Aggregation and Model Update: The server receives the model updates from the IoT clients and aggregates 

them using a specific strategy, such as averaging or weighted averaging. The server then sends the updated 

model weights back to the clients. 

The above system is subject to various security threats, and a threat model is necessary to identify and mitigate these 

threats. The threat model of the system considers the adversaries who may try to compromise the system and steal 

sensitive data or disrupt the FL process. Adversaries may include malicious actors who try to inject false data, tamper 

with the model updates, or eavesdrop on the communication between the server and the IoT clients. In addition, 

adversaries may try to compromise the IoT devices themselves, either by exploiting vulnerabilities in the hardware or 

software or by physically accessing the devices. The threat model should also consider the privacy of the data stored 

and transmitted by the IoT devices, as well as the security of the server and the communication channels. To mitigate 

these threats, various security measures can be implemented, such as encryption, authentication, access control, and 

intrusion detection, among others. 

4. Results and Analysis 

The CIC-IDS2017 dataset is a network intrusion detection dataset that was created by the Canadian Institute for 

Cybersecurity (CIC). The dataset was a collection of raw network traffic captured over nine days from a realistic 

network environment. It contains both benign and malicious traffic, and the goal is to detect the malicious traffic and 

classify it into different attack categories. The dataset was released in 2017 and has since been used as a benchmark 

dataset for evaluating intrusion detection systems. The CIC-IDS2017 dataset consists of over 2.5 billion records of 

network traffic captured over nine days, and is labeled, with each record classified as either benign or belonging to 

one of 15 different attack categories. The attack categories include brute force, DDoS, botnet, and web attacks, among 

others. It contains a large number of features, including protocol type, source and destination IP addresses, source and 

destination ports, packet length, and time interval, among others. The features provide detailed information about the 

network traffic and are used to train and evaluate intrusion detection systems. The CIC-IDS2017 dataset is used as a 

case study to evaluate the performance of our FL for CTI. 
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Table 1: class distribution for CIC-IDS2017 dataset 

Attack Category Number of Instances 

Benign 2286298366 

Botnet 78482719 

Brute Force 14849196 

DDoS 3047202 

DoS GoldenEye 102691 

DoS Hulk 461912 

DoS Slowhttptest 549121 

DoS slowloris 989120 

FTP-BruteForce 184 

Infiltration 36 

SSH-Bruteforce 28926 

SSH-Patator 589,7 

Web Attack - Brute Force 201870 

Web Attack - Sql Injection 21536 

Web Attack - XSS 249567 

 

When evaluating the classification performance of an FL model, there are several metrics that can be used 

depending on the specific application and requirements. In our experiments, we used the following common metrics 

used for evaluating the performance of an FL model. 

Accuracy: It measures the percentage of correctly classified instances out of all the instances in the test dataset.  

Accuracy =
(TP + TN)

(TP + TN + FP + FN)
 (15) 

  

Precision: Precision is the ratio of correctly predicted positive instances to the total predicted positive instances. 

Recall =
TP

(TP + FN)
 (16) 

  

Recall: Recall is the ratio of correctly predicted positive instances to the total actual positive instances. 

Precision =
TP

(TP + FP)
 (17) 

  

F1 score: The F1 score is the harmonic mean of precision and recall. It is a useful metric when both false positives 

and false negatives need to be minimized. 

F1 − Score = 2 ∗ (
(Recall ∗ Precision)

(Recall + Precision)
) (18) 
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Comparative analysis is performed in this part of our study to compare the performance of our FL solution against 

competing methods based on the above metrics. The results of our comparisons are tabulated in Table 2. 

Table 2: Comparison of CTI detection performance of different methods. 

Fold proposed  Fed-CNN FED-LSTM 

Metric Accuracy F1-score Accuracy F1-score Accuracy F1-score 

Fold0 99.60 99.44 98.41 96.28 97.37 97.91 

Fold1 99.42 96.41 97.10 95.45 98.24 97.30 

Fold2 98.85 97.83 98.95 95.48 98.66 96.51 

Fold3 96.23 97.01 96.73 96.23 96.28 95.56 

Fold4 97.29 98.44 96.56 96.50 98.88 95.85 

Fold5 97.31 99.75 97.45 98.54 96.37 97.64 

Fold6 99.35 99.80 95.24 98.83 97.21 95.25 

Fold7 96.37 99.38 96.11 97.96 95.83 95.55 

Fold8 99.13 98.66 98.34 98.05 95.67 95.74 

Fold9 98.66 99.47 95.88 96.06 96.15 97.63 

 

Paillier encryption can also introduce some performance overhead due to the encryption and decryption operations. 

Therefore, comparing the performance of an FL model with and without Paillier encryption depends on several factors 

such as the size of the model, the complexity of the computations, the number of parties involved, and the hardware 

used (See Table 3). It is notable that using Paillier encryption in an FL model can slow down the training process due 

to the added overhead of encryption and decryption. However, the extent of the slowdown depends on several factors, 

as mentioned above.  

Table 3: Comparing the performance of our model with and without PE 
 

Without PE With PE 

CPU 19% 90% 

Memory 81% 91% 

Time (seconds) 3111 73,875 

 

5. Discussion and Conclusion 

This paper proposed an approach to improve CTI sharing through privacy-preserving federated learning which 

demonstrates its feasibility and effectiveness through experiments on real-world datasets, showing that it achieves 

high accuracy while maintaining data privacy. The proposed approach has significant potential for improving CTI 

sharing by enabling organizations to collaborate in building a global CTI model while preserving data privacy. The 

federated learning approach overcomes the challenges associated with sharing sensitive information by allowing 

organizations to participate in the development of a global CTI model without having to share their data. This approach 

allows organizations to leverage the collective intelligence of multiple parties, thereby improving the accuracy of the 

CTI model. 

The proposed approach has significant implications for federated learning by demonstrating the effectiveness of this 

approach for CTI. The proposed approach utilizes differential privacy mechanisms to ensure the anonymity of 

participating organizations, demonstrating that privacy-preserving federated learning can be applied to sensitive 

domains such as CTI. This approach also highlights the potential of federated learning to overcome the challenges 

associated with sharing sensitive information while ensuring data privacy. Finally, the proposed approach has 

significant implications for cybersecurity by demonstrating a novel approach to CTI sharing that can improve the 

accuracy and effectiveness of CTI. By enabling organizations to collaborate in building a global CTI model, this 

approach can help to detect and prevent cyber-attacks, thereby improving overall cybersecurity. The proposed 

https://doi.org/10.54216/JCIM.090205


Journal of Cybersecurity and Information Management (JCIM)                                     Vol. 09, No. 02, PP. 51-59, 2022 

 

58 
Doi: https://doi.org/10.54216/JCIM.090205  
Received: January 23, 2022    Accepted: April 01, 2022 

 

approach also highlights the importance of privacy-preserving mechanisms in cybersecurity and the potential of 

federated learning to overcome the challenges associated with sharing sensitive information while preserving data 

privacy. 

 

6. Limitations and Future Work 

While the proposed approach in the work shows promising results, there are some limitations to consider. Firstly, the 

experiments were conducted on a limited set of datasets, and it is unclear how well the proposed approach will 

generalize to other CTI datasets. More research is needed to evaluate the effectiveness of the approach on different 

types of data and CTI models. Secondly, the proposed approach relies on participating organizations to contribute to 

the global CTI model, and the effectiveness of the approach will depend on the willingness of organizations to 

collaborate. It is unclear how many organizations will be willing to participate in such an approach, particularly when 

dealing with sensitive information such as CTI. 

In terms of future directions, the proposed approach could be extended to include more advanced privacy-preserving 

mechanisms such as homomorphic encryption. Homomorphic encryption can enable secure computation on encrypted 

data, which could further enhance the privacy of participating organizations. Another direction for future research is 

to investigate the scalability of the proposed approach. As more organizations join the federated learning process, the 

computational and communication costs of training the global model could become prohibitive. More research is 

needed to develop scalable federated learning approaches for CTI that can accommodate a large number of participants 

without sacrificing data privacy or model accuracy. Finally, the proposed approach could be extended to include other 

cybersecurity domains such as intrusion detection, malware detection, and threat hunting. 
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