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Abstract

Wireless sensor networks (WSNs) are increasingly used in a wide variety of settings, including defence,
industry, healthcare, and education. Hundreds or even thousands of sensor nodes are spread out across a
given area and linked to a central Base Station (BS) in order to keep tabs on the environment. The BS then
sends the data out to the users over the internet. The sensor network's adaptability, portability, dependability,
and quickness are driving its widespread use across industries. The suggested SHS evaluates the efficiency of
well-established symmetric algorithms to see where it stands in the spectrum of security. The Blowfish
encryption algorithm was proven to require the least amount of processing power after extensive
benchmarking. Therefore, the Blowfish algorithm is selected to protect sensitive medical information. The
medical database receives the encrypted health records. Only those with proper permissions should be able to
access them. Therefore, the CP-ABE is implemented to regulate access to patient records. The SHS's results
on the dataset are compared to those of other existing systems. With SHS, health data may be transmitted to
doctors rapidly and securely because it requires less computing time and energy. In addition to these benefits,
SHS also offers privacy, authentication, and authorization.
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1. Introduction:

Fitness observing, military investigation, manufacturing observing, mudslide recognition, and so on are all
examples of open and sensitive environments ideal for WSN deployment. There are two primary kinds of
nodes in it: 1) Sensor nodes, and 2) Sink nodes. The sensor nodes resemble minicomputers in many ways,
although they are significantly less powerful and have shorter battery lives [1]. When data is gathered and
processed centrally, it all ends up at the sink node, also known as the base station (BS). Aggregators (cluster
heads) are often the most powerful sensor nodes, but normal nodes can also play this role. These aggregators
compile and analyse information from the network's various sensors. Calculating temperatures, for instance,
can benefit from the application of aggregation operations such as sum, min, and max. The aggregator takes
in information from multiple sensors, adds up the results, and sends the final tally on to the sink node [2]. By
reducing the number of data transfers between nodes, the lifetime of the network is extended.

When data is aggregated, it means that information is pooled from a number of different sensor nodes and
then delivered to the BS in the appropriate format. Either new data will be injected into the network, or the
aggregation will fail due to the compromised node's influence. The currently available techniques do not
offer a cohesive solution to the challenge of data aggregation that is both energy-efficient and secure [3].
Complex security algorithms require a greater amount of electricity from each sensor node, which reduces
the overall lifespan of the network. The application of WSN in the field of health monitoring systems is
particularly fruitful. The disclosure of confidential material can result in personal and professional
repercussions as well as legal difficulties.
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Figure 1: Architecture of Sensor Node.

An intrusion detection system is one of the top-tier security mechanisms in WSN. This system can identify
potential dangers that were missed by the preventive system. The vast majority of solutions for intrusion
detection systems (IDS) exclusively search for threats on the network layer and ignore other layers [4].

The military uses sensor networks for a variety of objectives, some of which include border surveillance,
soldier tracking and threat recognition, identifying enemy movements, discovering land mines, discovering
unmanned surveillance vehicles, discovering forest fires, and other similar activities. As a consequence of
this, the utilisation of sensor networks within the defence industry enables the quick transfer of urgent
information to the BS [5].

The use of sensor networks allows for the tracking of the health of sportsmen as well as the elderly, both of
whom require continuous monitoring. Patients would see an improvement in their quality of life in addition
to financial savings brought about by sensor-based health monitoring. The incorporation of sensor networks
into production facilities makes it possible to do continuous inspections of machinery, hence reducing the
amount of time that workers need to spend doing so [6]. With the assistance of the sensor network, one is
able to monitor a wide variety of factors, including but not limited to temperature, humidity, water content,
pollution, fire, smoke, detection of landslides, and so on. When we talk about keeping sensitive information
hidden from prying eyes while it is being transmitted by sensor networks, we are referring to the concept of
data confidentiality. In two circumstances, it is required that it be guaranteed:

i) The sensor data are private and confidential; hence, they should only be accessible to approved users.

ii) In order to prevent traffic analysis attacks, it is necessary to encrypt sensitive data such as sensor identities
and public keys.

The term "data integrity" refers to the certainty that the data received from the sender has not been tampered
with in any way [7]. There are two possible causes of tampered sensor data:

i) Unofficialoperatorsinterferingthrough the statistics
ii) Information may be lost due to the extreme conditions.
2. Related Work

The authors utilised a method called as efficient provably secure aggregation of encrypted data in WSN so
that they could accomplish their goal. An additive homomorphic cryptosystem was utilised in order to
encrypt the data. The checksum ensures that the message has not been altered in any way, and the header
provides a list of the IDs of all of the reporting nodes. The sink node receives all three values. In order to
protect themselves from the node exclusion attack, all of the nodes in the network generate a Message
Authentication Code tag for their HDR. The high-dimensional result will be accepted by the sink [8] if the
result is consistent with the tag. The strength of the method is based on the fact that the keys are created with
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the assistance of a completely untraceable pseudorandom generator. However, the approach does have a few
drawbacks, such as the fact that it is less secure against internal assaults and that the calculation cost rises as
a result of the usage of Message Authentication Code (hdr) [9-11]. These are just two of the limits of the
method.

Secure End-to-End Data aggregate, also known as SEEDA, is a protocol that utilises additive homomorphic
encryption to ensure the safety of data aggregate. At each node, the message is first encrypted utilising a
private key, and then it is transmitted to the h-1 nodes that are above them [12]. The information that has
been compiled is transmitted to the h-2 level of nodes, together with a count value that indicates the number
of nodes that did not react. Following the encrypting of the count value, the sink node will next proceed to
decode the message in order to calculate an average. It is an upgrade over the methods that came before it
because it utilises the most advantageous aspects of both hop-by-hop encryption and end-to-end encryption.
The method has the issue that it does not take into consideration any verification mechanism to demonstrate
data authentication [13-15]. This is a significant limitation of the method.

Recent developments in WSN have spawned a wide variety of application domains relating to healthcare,
which has resulted in an overall improvement in the standard of living for humans. It was the impetus for the
development of the field of WMSN. It is possible to monitor and keep track of human health using any of the
existing biosensor devices, regardless of whether or not the devices are worn. The use of WMSN can be
beneficial for athletes as well as patients who require continuous monitoring either at a medical facility or at
home [16-18]. The data from the biosensors are then transmitted to the medical facility over the wireless
network so that it may be analysed. When it comes to the transmission of sensitive health information,
wireless networks provide a potential security issue. There is a possibility that the information on the person
will be mismanaged while it is being transmitted, which could put their life in danger. As a consequence of
this, privacy and security need to be given top priority in healthcare applications [19-22].

The authors have utilised a two-pronged strategy in order to detect attacks in the network that involve the
dropping of packets and the injection of counterfeit packets. To begin, measures that are based on thresholds
are used to identify behaviour that is not typical. In conjunction with the threshold technique [23-25], the use
of characteristics of traffic that include the packet reception rate and the packet inter arrival time are
encouraged. In the second stage, you will identify whether or not an assault is currently taking place by
employing a fuzzy inference method. The strategy is implemented on the network's neighbours that are
accessible through a single hop. If the node discovers that one of its neighbours is being targeted by an
adversary, it will remove that neighbour from its list of neighbours and send an alert to the BS [26].

Researchers have suggested developing intrusion prevention and detection systems for use in commercial
settings. The Intrusion Prevention System (IPS) is responsible for the provision of the data, the authentication
of the nodes, and the prevention of eavesdropping. The intrusion detection system (IDS) is a secondary line
of defence that is intended to stop any attacks on the network that the intrusion prevention system (IPS)
missed [27]. In addition to this, we employ physical motes to highlight the significance of one-hop clustering
and give a hierarchical framework for detecting additional attacks. This is done by analysing the relationships
between the motes.

At the physical, MAC, and network layers of the system, the investigators have placed agents that are capable
of recognising any breaches that may have occurred. When an unauthorised node in the network receives a
request to send a frame, the detection system uses two separate methods to verify the request's legitimacy: i)
the node's availability in the routing table to ensure that the Request to Send frame was sent by a trusted
neighbour, and ii) the received signal strength indicator value [28]. Both of these methods are used to ensure
that the Request to Send frame was sent by a trusted neighbour. These two approaches are utilised in tandem
to confirm that the Request to Send frame was transmitted by a reliable neighbour. An innovative solution to
the challenge of detecting cross-layer attacks, such as the hello flood attack, the cloning attack, and the sink
hole attack, has been developed by the intrusion detection system (IDS). The most significant benefit of the
system is that it only needs a single detection system to be able to detect assaults on numerous layers, which
eliminates the requirement of designing separate IDS for each layer [29]. This is the most significant benefit
of the system.

The authors suggest an intrusion detection and prevention system suitable for use in manufacturing settings.
The data, node authentication, and eavesdropping prevention are all provided by the Intrusion Prevention
System (IPS). The IDS is a secondary layer of defence meant to prevent any attacks on the network that the
IPS missed. Furthermore, a hierarchical framework is proposed for detecting the other attacks, and real motes
are used to demonstrate the significance of the one-hop grouping.
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Additionally, studies have reported that there are three stages to the Hybrid IDS. A rule-based anomaly
detection model initially eliminates information that doesn't fit the norm. The second phase involves sending
the filtered aberrant data to a misuse detection model, which then classifies the data based on known attacks
to remove them. After the anomaly detection model and the misuse detection model have combined their
findings, the rule based decision making model may identify the attacks and the specific type of attack, and
then notify the administrator. The scheme's benefit is that it saves energy by just sending filtered data to the
abuse detection model and by speeding up decision making thanks to rules in the model.

It has been noted in the literature that a central agent employs decision tree approaches at the BS, whereas a
local agent makes use of threshold-based metrics at the mote. The local agent will alert the main agent if it
notices something out of the ordinary. If the warning information provided by the local agent is verified, the
central agent will relay its decision to all of the local agents. Sinkhole and sleep deprivation attacks can be
uncovered with the use of the centralised agent.

Researchers have taken a similar two-pronged approach to detecting assaults that involve the discarding of
packets or the injection of bogus packets into the network. First, threshold-based measurements identify the
out-of-the-ordinary activity. Attributes of traffic such as packet reception rate and packet inter arrival time
are used in conjunction with the threshold technique. The second stage involves using a fuzzy inference
method to determine if an attack is in progress. The approach is deployed to the network's one-hop
neighbours. In the event of an attack, the node will report the offending node to the BS and remove it from
the neighbouring list.

3. The Proposed Work

It may be necessary to connect one or more sensors to a patient's body in order to properly diagnose their
condition. These sensors may include a heart rate monitor, a blood pressure monitor, an electrocardiogram
sensor, or a body temperature sensor. Before it is sent, the information gathered by the sensors is encrypted
on the central controller unit (the mobile phone) using the Blowfish algorithm. The sensitive nature of the
data that healthcare apps manage requires them to conform to the highest possible standards of encryption.
There would be a wide variety of user types that could access the medical information. Other users, such as
family members and patients, need access to only certain elements of the record. However, in the event of an
emergency, medical professionals require access to the entirety of a patient's medical record. A breach of
confidentiality involving highly confidential medical information could have lethal repercussions. It is of the
utmost importance to maintain strict control over who can view private patient information. Through the use
of access control, individuals' employment determine the permissions that are granted to them.

Cryptographic mechanisms are used to control who has access to the data. A collection of users who
collectively possess expressive capabilities in order to produce an access key that may be utilised as a secret.
When it comes to methods of access control that are based on cryptography, medical and military
applications typically make use of something called attribute-based encryption, or ABE for short.

The components of ABE systems might vary from one another in a variety of ways. ABE systems can be
divided into four primary categories: those that use threshold-policy access control, those that use key-policy
access control, those that use cypher text-policy access control, and those that use non-monotonic policy
access control. Control of access to encrypted text that is determined by policy. For each of the qualities in
the cypher text policy, there is a key that corresponds to a certain access structure. The freedom of the owner
of the data to determine who can decrypt the encrypted data is enhanced. This flexibility was previously
limited. The policy provides for a greater degree of flexibility with regard to the modification of the access
model. As a consequence, the ABE cypher text policy has been put into effect at SHS.

The information can be transmitted in an encrypted form to the diagnostic centre via either Wi-Fi or 3G. This
central location is responsible for storing and processing all of the data that was gathered by the sensors.
When a patient visits a diagnostic centre, the information they provide can be entered into a database, which
can then be used to monitor the patient's health over time. Using the CP-ABE approach, authorised members
of the medical community, such as physicians, nurses, and technicians, are able to access patient records.
When a patient's condition is life-threatening, the helicopter ambulance can use GPS to locate the patient's
precise location and fly straight to them. An illustration of the proposed system is provided for our perusal in
Figure 2.
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Figure 2: The Projected System Model.

3.1. Blowfish technique:

Medical records are encrypted using the Blowfish technique in the current study, and only the encrypted
records are sent to the diagnostic facility. Key sizes in the Blowfish algorithm range from 32 bits to 448 bits,
while the block size is 64 bits. This Feistel cipher has 16 rounds and makes use of big key-dependent S-
boxes. The F-function takes a 32-bit input and splits it into four eight-bit halves that are then fed into the S-
boxes. The S-boxes take 8-bit data as input and output 32-bit data. This process is recurringtill the
wantedresult is attained. After round 16, there is a reversal of the final swap, and by round 18, you will be
able to XOR R with K17 and L with K18. The processes involved in decryption are identical to those
involved in encryption; the only difference is that the order of the prime integers P1, P2,..., P18 is switched
around. The gradient appearance is defined as:

Vf(X) = Hl (HXH, — Y)H/ 1)
Eq. (2) expressed in following form
X" = p, (X' —qH]H.X'H.H] + C) )

Initiation function ¥ is well-defined as a linedgrouping of K DoG and lined function is demarcated in
equation 3 and 4.

() = K, P (), u € R, ©)
Where,
$i(w) = uexp (-2 (4)
12
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The data D comprises N instances{(Yq,Xq)}:zl, where Y, = H.X,HJ + &,-Arbitrary vectors &, are

measured to be correspondinglydisseminated as well as sovereign. Let ¢! € RX,1 = 1 be measurements. By
plummeting squared approximation error over altogether training instances, optimum set of
initiationstipulations c* is attained (5)

J@©) = 23N I XE(Yy €)= Xq 13 ®)

Incline of J(c) with deference to ¢ is mandatory for optimization. If a very miniature step size is quantified,
optimization of J(c) applying vanilla GD inclines to deviate.

CP-ABE: Many people, including loved ones, medical staff, and hospital staff, would need access to patient
information. To ensure that only authorized personnel have access to sensitive patient information, the
diagnostic centre uses cipher text-policy access control.

Parameters setting
for Algorithm

I

Secret Key
Generation

I

Encryption
Algorithm

d

Decryption
Algorithm

Figure 3: The CP-ABE algorithm flow-chart.

Public key parameters, an access structure, and a message are encrypted using the cipher text policy. Each
user's private key has its own unique collection of attributes that signify the user's level of access. The
message is encrypted so that only those users with the necessary qualities can read it. When creating a secret
key in SHS, the patient id is one of the attributes used. There are four stages to the CP-ABE algorithm.

i). Secret key and authentication key is created.

ii). The message M, the entréearrangement A over the creation of characteristics, and the public parameters
MPK are the inputs to the encryption algorithm, which generates a cipher text CT related to the attribute set
as the output.

iii). Similarly, the decryption method requires three inputs before it can produce a message: the public
parameter MPK, the cipher text CT linked to the access structure A, and the private key SK with the attribute
set S. The procedure will produce an empty set if S does not conform to the access structure.

The SHS technique is secure against dictionary attacks, brute force assaults, and collusion attacks since it
combines the blowfish encryption algorithm with ABE.
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4, Results

When compared to their asymmetric counterparts, symmetric key algorithms are superior in terms of key
size, memory requirements, and computational time. Since the intended recipients of the medical information
are likely to be limited to a small group, including the patient's doctor, nurse, technician, and possibly some
family members, the adoption of symmetric key methods makes sense. In SHS, symmetric algorithms are
deemed to be the most appropriate algorithms for protecting the confidentiality of patient information. In
asymmetric key algorithms, the encryption and decryption keys are different, but in symmetric key
encryption they are the same. There are two subcategories of symmetric key algorithms: stream ciphers and
block ciphers. Stream ciphers typically encrypt data bit by bit, using separate keys for each encrypted byte.
The blocks of data or files (often between 64 and 128 bits in length) are encrypted using block ciphers with
the same key. After the patient has been observed for a set amount of time, a block or file containing their
health records is sent to the hospital. In SHS, a symmetric block cipher is used to encrypt sensitive medical
information.

The SHS algorithm is deployed in the computer system via the dataset and the Net Beans IDE. Encryption
time, decryption time, and total calculation time are used to evaluate algorithm performance.

Table 1: Scheming of Encryption time for various file sizes.

Methodology Size of the File
50 kB 200 kB 400 kB 1000 kB 3000
kB
Advanced 1 2.3 3.6 9.2 124
Encryption
Standard (AES)
and Message
Digest 5 (s)
CP -ABE and 3.4 4.6 6.7 12,5 14.6
Advanced
Encryption
Standard (s)
Blowfish and 0.9 1 24 7.5 8.6
CP-ABE (s) -
SHS
16
14
E 12
E 10
o
2 3
S 6
Q
S 4
2
0
50... 200 kB 400 kB 1000 kB 3000 kB
File Size
Il AES and MD5 (s) [l CP -ABE and AES (s) [ Blowfish and CP-ABE (s) -SHS

Figure 3: Scheming of Encryption time for various file sizes.
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The encryption times for the various algorithm mixtures are shown in Table 1 and Figure 3. From table 1 and
Figure 3, it can be concluded that, encryption time of the proposed algorithm the combination of Blowfish
and CP-ABE is least among the all-existing algorithms. Which proves the success of the proposed algorithm.

Table 2: Scheming of Decryption time for various file sizes.

Methodology Size of the File
50 kB 200 kB 400 kB 1000 kB 3000
kB
Advanced 4.2 5.4 7.6 8.9 11.2
Encryption
Standard (AES)
and Message
Digest 5 (s)
CP -ABE and 7.4 8.6 10.8 13.2 14.6
Advanced
Encryption
Standard (s)
Blowfish and 2.2 35 4.3 6 6.2
CP-ABE (s5) -
SHS
16
14
, 12
E 10
| =
2 8
j=h
>
5 6
&
4
2
0
50... 200 kB 400 kB 1000 kB 3000 kB
File Size
M AES and MD5 (s) [l CP-ABE and AES (s) [ Blowfish and CP-ABE (s) -SHS

Figure 4: Scheming of Decryption time for variousfile sizes.

The decryption times for all algorithm combinations are displayed in table 2 and figure 3, respectively. The
Decryption time of the proposed algorithm the combination of Blowfish and CP-ABE is least among the all-
existing algorithms. Which proves the success of the proposed algorithm.

Since the session key must be encrypted and decrypted prior to the encryption and decryption of actual
messages, CP-ABE and AES have much longer encryption and decryption times than AES and MD5. When
compared to the AES and MD5 algorithms, this one is very resource intensive.
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Table 3: Computationof Whole Calculation time for various file sizes.

Methodology Size of the File

50 kB 200 kB 400 kB 1000 kB 3000
kB

Advanced 8.6 10.7 15.9 20.7 24.8
Encryption
Standard (AES)
and Message
Digest 5 (s)

CP -ABE and 11.6 13.8 17.6 28.9 32.7
Advanced
Encryption
Standard (s)

Blowfish and 5.2 7.5 8.3 12.7 14.8
CP-ABE () -
SHS

35

30

25

20

15

10

Whole Calculation Time

50... 200 kB 400 kB 1000 kB 3000 kB

File Size

Ml AES and MD5 (s) [l CP -ABE and AES (s) [ Blowfish and CP-ABE (s) -SHS

Figure 5: Computation of Whole Calculation time for various file sizes.

The sum of each algorithm's processing time is displayed in table 3 and graph 5. When compared to other
algorithms, the computation time required by SHS's use of Blowfish and CP-ABE is negligible. The medical
information must swiftly reach its intended recipients, including physicians and other healthcare
professionals. The Blowfish algorithm is superior to any other combination of algorithms because it requires
so little processing time. Users also receive access control via the CP-ABE algorithm's execution. SHS uses a
combination of the Blowfish and CP-ABE algorithms to ensure the privacy and security of sensitive medical
information.

5. Conclusion

The sensor nodes of a WSN report back to the BS any changes they detect in their surrounding physical
environment. In order to cut down on communication expenses, power consumption, and redundant data,
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sensor networks aggregate collected information. Since adversaries can easily target sensor data, securing
sensor data is a crucial area of study. While numerous security methods have advanced, few have made
strides toward significantly reducing energy consumption. The amount of power a network uses is directly
related to the amount of time it takes to calculate security algorithms. Data integrity, confidentiality, and
authenticity are just few of the security qualities prioritized by the offered security approaches. One of the
most important uses of WSN is in remote health monitoring systems. Patient situations would become more
complicated if health information was mishandled or delayed. Fast and secure transmission of the tracked
health information to hospitals and clinicians is essential. The best symmetric algorithm and access control
methods are therefore investigated. The gender, temperature, and pulse rate parameters are used to determine
whether Blowfish or CP-ABE should be used. Research into lightweight symmetric algorithms is conducted
to drastically cut the processing time for low powered devices. In the end, Speck and CP-ABE are combined
and used on health records.
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