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Abstract

Smart applications came into existence with technological advancements like Software Defined
Networks (SDN), Cloud computing, Network Function Virtualization (NFV), and the Internet of
Things (IoT). Internet of Vehicles (IoV) is a highly dynamic application with limited tolerance to
latency since a small delay can lead to drastic disasters. For efficient network and vehicle management
clusters are formed in loV. Secure key management is unavoidable to secure communication between
the vehicles in the cluster. In this article, a sustainable cluster key management approach is proposed
to handle the dynamic and latency-sensitive nature of loV. Security analysis proves that the proposed
approach holds secrecy in group key management. The proposed approach reduces the communication
complexity to a single broadcast for re-keying. The analysis proves that the computation and storage
complexity is also minimal, hence proving that the scheme is sustainable with limited resource usage
and efficient for usage in latency-sensitive 1oV environments.

Keywords: secure fusion communication; internet of things; internet of wvehicles; group key
management; security

1. Introduction

The era of the Internet of Computers shifted to the Internet of Things (1oT) with the advent of
technologies like Radio Frequency Identification (RFID) tags, Wireless Sensor Networks (\WSNS),
and Lightweight Communication protocols [1]. These technologies enable even mundane objects to
connect to the internet to do some smart functions. The 10T system is the collaborative working of
this internet or intranet-connected objects and efficient service platforms to form applications like
smart homes, smart grids, intelligent transportation, healthcare, and Industry 4.0. Though the use of
these applications is incomparable, they come with their vast vulnerabilities and security threats.
Securing this system is crucial, as the devices getting connected are resource constrained with limited
storage and computational capabilities. The burden of securing the system increases if it is highly
dynamic and latency-sensitive too. One such heterogeneous, dynamic, and latency-sensitive
application is the Internet of Vehicles (IoV). The loV is an extended form of Vehicular Adhoc network
(VANET), capable of obtaining and providing services using internet-connected service platforms
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like the cloud [2]. In the process of Vehicle-to-Vehicle communication, dynamic clusters are
generated in VANET for efficient network management using IEEE 802.11p [3].

Software Defined Networks (SDN) is a technology that virtualizes networking by segregating the
control plane from the data plane[4]. The control layer contains the SDN controller that contains
applications for programming the network. The data plane contains network devices that only forward
the traffic based on the information generated by the controller. As SDN is capable of locating the
vehicle and partitioning the network, it is used for efficient cluster management to aggregate the
vehicles and handle their heterogeneity[3]. The communication between these vehicles needs to be
secured through efficient key management. Using symmetric keys in this system will be inefficient as
the clusters generated and the vehicles that fall within the range are dynamic. Computationally
expensive public key cryptography-based schemes and distributed key management systems are
widely proposed for the security management of VANETS and loV [5]-[7].

In this paper, a sustainable key management approach proposed to secure fusion communication
between vehicles that come and go within the clusters generated using SDN is proposed. The proposed
cluster key management approach uses LFSRs used for pseudorandom key generation, which is used
in the encryption of data stream using stream ciphers like ZUC, SNOW-3G, trivium, WG-8 [8], [9].
The sequences generated by LFSRs are flexible and can be tailored according to the needs of the
algorithm. It also uses less chip area and time [10], which makes it more suitable for 10T devices. The
keys generated are used only for a limited timeline making the scheme more secure. This enhances
the security of the system against man-in-the-middle attacks and replay attacks. Even with captured
data, the adversary won't be able to perform an attack and disrupt the working of vehicles in transit.

The following section unfolds as follows. Section 1 gives a literature review on key management
specific to WSN and IoT and also key management specific to VANETS and IoV. Section 2 gives the
insight into communication and threat model of our proposed system. Section 3 depicts the LFSR-
based functions used in our proposed system. Section 4 gives a detailed explanation of our proposed
security management system Section 5 gives the security analysis and Section 6 depicts the
performance analysis of our system.

2. Related Work
Key Management Specific to WSN And loT

The key management schemes can be classified into a centralized scheme, where a centralized server
is responsible for generating, distributing, and updating the keys, a distributed scheme where all the
nodes of the group participate to perform efficient key management and a decentralized scheme where
both the nodes and server coordinate in key management. Several key management schemes are
proposed so far for securing WSN and 1oT. Among them, the probabilistic-based key management
scheme is the widely proposed scheme for cluster-based WSN [11]. But a probabilistic scheme does
not guarantee the availability of a common key between two nodes of different clusters to establish
secure fusion communication. Moreover, the compromise of a node may reveal more keys to the
adversary and lead to the capture of the entire network. Other probabilistic schemes loop-based key
management schemes [12] and random key management schemes [13] are proposed to increase the
probability of finding a common key and reduce the impact of node capture attacks on the network.

A time-based key management scheme [14] is proposed which uses a one-way function to generate
and update keys with time to reduce the impact of node capture attacks. A cluster-based cognitive key
management scheme was proposed in [11] for a mobile 10T environment. The proposed scheme
reduces the computation overhead and delays when a node leaves from one location area to another.
A scalable group key management scheme is proposed in [15] to generate the key for communication
in two steps using ECC. In [16] a horizontal model for group management was proposed using SDN.
The group key is obtained through Deffie-Hellman and members of the same group will be able to
form a session key and exchange a vector of values that are used as packet keys. Packet keys are
relatively small size keys but security strength is obtained as different keys are used for encrypting
the packets. Another lightweight group key management for the Internet of Things is proposed in [17].
LKH is used for key distribution and keys are generated using a hash of group id and node id. This
technique reduces the computation cost and storage overhead. But this scheme is vulnerable to forgery
of messages as members subscribing to the same group can get access to all members’ ids. A
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centralized lightweight key management approach for groups in 10T is proposed in [18]. The approach
similarly uses a pseudorandom sequence generator and GCD method with minimal computation,
storage, and communication overhead. Still, the approach needs a key tree to identify adjacent nodes
to obtain the group key using the KEK.

Key Management Specific To VANET And loV

A combination of elliptic curve cryptography (ECC) and a dynamic secret sharing scheme based on
the El Gamal threshold mechanism for key management in VANETS is proposed in [19]. Though the
scheme has less processing time compared to its previous RSA-based schemes, it uses complex
operations like Lagrange interpolation for secret sharing. Moreover, the scheme doesn’t provide a
non-repudiation feature. Another ECC-based dynamic secret sharing scheme for VANETS is
proposed in [20]. The proposed scheme has less computation overhead than the previous scheme but
still uses a signature for verification. A dynamic key distribution using PKI is proposed in [7] where
a Certificate Authority issues a certificate to authenticated vehicles based on a vehicle authentication
code containing license plate details and chassis number. As long as the certificate is valid the vehicles
can participate in the network. A Diffie-Hellman-based key distribution for VANETS is proposed in
[5]. Toavoid man-in-the-middle attack a pre-shared secret is used along with the group key. Another
Chinese Remainder Theorem (CRT) based key management system is proposed in [21]. Yet CRT has
scalability issues. An authenticated key management scheme for IOV is proposed in [6]. A simple
hash function is used and authentication of the vehicle is done based on arrival time. Still, the scheme
is prone to impersonation attacks.

3. Communication And Threat Model

The difference between VANET and loV is depicted in [2]. IoV is an extended form of VANET where
the latter supports only three types of communication as Vehicle-to-Vehicle, Vehicle-to-
Infrastructure, and Vehicle-to-Road Side Unit. 1oV is extended to support Vehicle-to-Everything kind
of communication and this Everything includes the user's devices and sensors. 1oV is a complex and
heterogeneous network compared to VANET and hence needs a dedicated software platform like
cloud and fog for efficient management. To conclude through IoV the applications of VANET can be
enhanced.

In our scheme, we are considering only two types of communication, Vehicle-to-Vehicle, and
Vehicle-to-Road Side Unit (RSU). The Trusted Authority (TA) is placed in the fog server and is
responsible for authenticating the vehicle. The RSU acts as a gateway between TA and the vehicle for
authentication. The RSU is also equipped with lots of resources and an SDN-based security controller
is integrated with each RSU. One of the applications of loV is vehicle platooning where vehicles move
in a group to avoid collision. The SDN controller embedded in the RSU is responsible for the
formation of vehicle clusters that come within the range of the RSU. As the clusters change
dynamically, the security controller in RSU is responsible for updating the new session key and
notifying the vehicles of cluster change. All the messages flow through SDN and will be stored in the
fog server and thereby to the cloud for future reference. Fig 1. shows the communication model of our
system.
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Figure 1: Communication network of our system
SDN for dynamic cluster formation

The concept of clustering using SDN is discussed in several literature. In [22] the 10T network is
divided into clusters using SDN with a cluster head embedded with SDN. A similar proposal is made
in [23] where the network is divided into domains with a root controller and a border controller in it.
The security rules and routing functions are deployed in the border controller and whenever a new
flow is encountered it is checked for authenticity. In [3][24] the formation of dynamic clusters in
VANETS using SDN is proposed for efficient network management. A horizontal model for end-to-
end security management and group management using SDN is proposed in [16]. Two different
groups can communicate with the SDN controller as intermediate and provide a horizontal model of
group management compared to vertical models. The use of SDN and blockchain for efficient network
management is proposed in [25]. SDN segregates the 10T network into clusters and is responsible for
device registration and reducing network delay. The architecture also eliminates the expensive Proof
of Work in blockchain with a distributed trust-based authentication method. A blockchain-based
group management is proposed in [26] for efficient service delivery to 10T networks using Unmanned
Aerial Vehicles (UAV)s. The density of devices in groups is monitored and UAVSs are used to deliver
service to highly dense groups. This work also uses SDN to form vehicle clusters for efficient network
and SDN-based security controller for security management in case of vehicle platooning. There is no
cluster head-based communication in our system. An update will be unicasted by RSU to the vehicles
of its cluster.

Threat model

As the consequences of error in oV will be fatal, executing strict security measures is undeniable.
Moreover, the nature of loV is very dynamic, which makes it liable to lots of insider attacks. A
malicious insider may want to send false data to disrupt the system. There is a possibility for a replay
attack or a man-in-the-middle attack [27]. Threats from outsiders include impersonation attack, where
a malicious person may act as an authorized user, and denial of service attack to prevent the servers
from providing normal service. Moreover, while securing the system, the privacy of the user should
also be maintained. The vehicles that form a group, do not necessarily disclose the private information
of the user or the vehicles' identity. Hence the anonymity of the system needs to be maintained along
with security [27].

4. LFSR Based Functions in the Proposed System
LFSR for authentication

With LFSR a cryptographically secure hash function can be generated which can be used for
message authentication [28]. For a message M of length L and a non-zero term polynomial q(x) of
degree n over Galois Field GF(2), a hash function Hy is defined as

Hgq = M(x).x". mod q(x) 1)
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Kiay = Hq xor's 2

The hash function uses LFSR for polynomial division over GF(2) with q(x) as the primitive
polynomial. In our proposed system, this hash function is used for mutual authentication between TA
and vehicle as both share a pre-shared secret which is used as message M(x) of the H,. The xor
function makes the hash function furthermore secure.

LFSR for Key Generation

Linear Feedback Shift Registers are used for pseudorandom key stream generation whose current
state s; is an output of its previous stage s;_,. To generate a long sequence of key sstreamsalong with
the input seed value, feedback is provided to LFSR based on the feedback function over Galois Field
GF(2). The feedback function is a primitive polynomial of form p(x) =x'+¢_;x'"* +
c1_px72+......x° where 1is the length of the LFSR [8], [29]. The key stream generated is split into n
keys of b bits each to generate distinct keys.

In LFSR a duplicate i.e., the repetition of the same bit pattern is attained at the key period, 2™ — 1
where n is the length of the input bits. For a 16-bit non-zero input seed value, the period is 216 — 1 =
65536. If the seed value size is 128 bits, then approximately 512 distinct keys can be obtained.

5. Our Contribution

The dynamic nature of loV, makes the deployment of a complete security solution, as hard to
achieve. The IEEE 1609.2 standard is lacking in addressing key management and identity
management [30]. Ipv6 has issues regarding group management[31]. Our proposed scheme is
lightweight with enhanced security and suitable for highly dynamic environments. In the proposed
approach SDN is used for efficient network management as the vehicles adopt different
communication networks. RSU distributes the cluster keys to the vehicle clusters formed in loV. The
notations used in the proposed scheme are depicted in table 1.

Table 1: Notations used in our scheme.

Kra(pub) The public key of trusted authority
Krapri) The private key of trusted authority
pp Primitive Polynomial
Vvig Vehicle validation 1D
Vig Vehicle ID
PPe Primitive Polynomial for encryption
ts Timestamp
Ck Cluster Key
Kiav Key of trusted authority and vehicle
Tviq Temporary vehicle 1D
Krrsu Key of trusted authority and RSU
N Number of vehicles in cluster
I, Index value
M, Secret message shared between trusted
authority and vehicle
H() Hash
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E(m, k) Encrypt message m using key k
Dk(i) Distinct keys
TEK Temporary Encryption Key

Proposed Scheme

Our proposed model considers, the trusted authority (TA) placed in the fog server as safe and
cannot be compromised. The vehicle's keys and its essential credentials are stored in the Hardware
Security Module (HSM) of the vehicle's On-Board Unit and hence cannot be tampered with. The
Road Side Units are equipped with an SDN controller, which is responsible for cluster formation and
communication. A vehicle that enters the network is broadcasted with the public key of TA and
primitive polynomial encrypted using Key Policy- Attribute Based Encryption, hence an eligible
vehicle can decrypt it. The vehicle then sends its' validation ID Vv;q4 , which it obtained during vehicle
registration, encrypted using TA's public key to TA with a timestamp. TA upon receiving the message
decrypts it using its private key Kpupriyand obtains the validation id Vviq, and then looks for its
matching Vehicle ID V4. A registered and valid vehicle's ID will be in the list. Hence the TA knows
it as unauthenticated vehicle values calculates the key K.,, = hash(M,||ppl|s), where M, and s is the
secret shared between TA and vehicle during registration. It then encrypts the primitive polynomial
for key generation pp., timestamp ts, temporary secret s, with the generated key K., and sends to
the vehicle. The hash function used in this step is the LFSR generated hash. If the vehicle is able to
generate the same hash function using shared secrets, then the vehicle is an authenticated vehicle as
well as the TA. Now the vehicle is able to obtain the temporary key to obtain the cluster key for group
communication. TA then sends the temporary ID Tv;q, and temporary secret s, individual for the
vehicle and sends it to RSU using the key shared between them. The vehicles use the temporary secret
s; as seed to the pseudorandom sequence generator and pp,. as feedback function. For a vehicle, the
first 128-bit generated is the first TEK. When a vehicle changes to second timeline then the next 128-
bit is taken as TEK. It is mandatory for RSU to keep track of a vehicle’s timeline

An authenticated vehicle will enter the cluster formed using SDN when it comes within the range
and of RSU. The RSU calculates the cluster key Ck as follows

y = GCD[(H(TEKy,)H(TEKyy)....... H(TEK,,)] + Ck ©)
where Ck<H(TEK,; H(TEK,,)....... H(TEK,,) 4)

TEK,; is the TEK of vehicle i in the cluster. H(TEK,, )denotes hash of TEK,;. The vehicles obtain the
CK by performing a mod function on y as follows

¥ = MOH(TEK,;) ®)

After a certain time period the vehicle cluster formation change hence the timeline changes, a new Ck
is calculated by RSU and broadcasted. Fig. 2 depicts the mutual authentication between Vehicle and
RSU, plus cluster key distribution. The proposed authentication and cluster key management are
sustainable as it uses KP-ABE-based decryption, and a hash function for mutual authentication, a mod
function for obtaining the cluster key. If the pseudorandom key generation reaches the period of 2" —
1, a new seed can be generated by hashing the previous cluster key Ck and temporary secret s;.
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Figure 2: Mutual authentication and distribution of cluster key
Algorithm

Early Registration

An authenticated vehicle will be assigned a vehicle validation ID Vv,4, and obtains trusted authority
id TA;q and shared secret M, and s.

Vehicle Entry

Step 1. A vehicle V(i) entering the network gets the message KP-ABE (Krapub), Pp) broadcasted by
RSU. An authorized vehicle can decrypt the message and obtain the public key and primitive
polynomial pp.

Step 2. The vehicle then sends the message E(Vviq||ts, Kracpub)) to TA with its vehicle validation ID
Vviq received during the vehicle registration. The message is decrypted using the private key
Krapriy Of TA. The TA then checks for the vehicle’s ID Vi4 in its authenticated list using the vehicle
validation 1D Vv;q . If the vehicle's ID is in the list it will be able to generate the key K., using the
pre-shared secret shared between the vehicle and TA during registration.

Step 3. TA then calculates Ky,, = hash(M,||ppl|)xors, and replies to the vehicle with a message
E(ts|s¢|ppe, Kiav)- The vehicle then calculates K,,, using the shared secret M, and s to decrypt the
message and obtains temporary secret key s, and primitive polynomial pp, for key generation.

TA ToRSU

Step 4. TA updates the RSU with the temporary vehicle ID and temporary secret key s, for obtaining
the cluster key.
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RSU To VEHICLE

Step 5. The cluster of vehicles is formed by SDN that comes within the range of RSU. The RSU then
calculates the cluster key Ck as in equation 1 for the vehicles forming the cluster and broadcasts the
value &. The vehicles obtain the Ck by performing a mod function as in equation 2.

Key Update

Step 6. When there is a change in the timeline, RSU broadcasts the new & value to the vehicles in
cluster to update the cluster key.

Step 7. The process repeats from step 6 with the new cluster key.

Step 8. When the next RSU is reached, the process repeats from Step 2. Hence a misbehaving vehicle
can be removed from the network during this authentication process.

6. Security Analysis

The security of the proposed system comes with short-lived keys. The lifetime of Krapub)s Krapri),
and pp is for a day or week. The cluster key's Ck lifetime is only till the change in timeline or change
in cluster. The security analysis of the proposed authentication and cluster key management goes as
follows.

AUTHENTICATION
Man-in-the-Middle attack

In the proposed approach for a malicious outsider, even if he manages to obtain the pp value, the only
way to obtain the session key is through brute force attack, which is not feasible, and the session key
keeps changing with the change in phase.

Replay attack

A replay attack is not feasible in the proposed scheme as the packets are appended with the timestamp
and is verified with the IP address and temporary 1D Tv;q4 of the vehicle by the RSU server. Moreover,
when the vehicle reaches a new RSU, the clusters are reassigned. Even during the authentication
phase, the messages are appended with the timestamp.

Impersonation attack

An adversary can pose as TA only if he knows the secret message M, and s shared between the vehicle
and TA. An adversary can pose as an RSU only if it knows the temporary secret of the vehicle, which
will be stored in a trusted fog server.

CLUSTER KEY MANAGEMENT
Theorem 1: A leaving or joining user cannot obtain the future cluster key.

Proof: The cluster key can be obtained only when a vehicle’s TEK is added for computing y value. A
vehicle can leave or join only with the change in timeline. When the timeline changes, the exiting
vehicle’s TEK is removed and the new vehicle’s newly generated TEK will be included based on the
timeline of the vehicles. Unless a vehicle knows the temporary secret s, of another vehicle
participating in the cluster, the cluster key Ck cannot be compromised.

Theorem 2: Even after collision with the malicious vehicle in the cluster, the future or past cluster
key Ck cannot be compromised.

Proof: When the number of vehicles in the cluster is less than 3, the vehicle can obtain the adjacent
vehicle’s H(TEK) value. Still when the timeline changes the TEK value as well as the number of
vehicles in the cluster changes. Hence even after a collision with a malicious vehicle in the cluster,
the previous or future cluster keys cannot be compromised.

Doi: https://doi.org/10.54216/FPA.120103
Received: May 006, 2023 Revised: June 10, 2023 Accepted: July 05, 2023

45


https://doi.org/10.54216/FPA.120103

Fusion: Practice and Applications (FPA)

Vol 12, No. 01. PP, 38-52, 2023

7. Performance Analysis
Computation Overhead for authentication.

The previous schemes of VANET and loV rely on asymmetric cryptography like Diffie-Hellman,
ECC and complex bi-linear pairing operations, certificates, and signature-based schemes for
authenticated key agreement, and group key management. The proposed scheme uses a KP-ABE
decryption which uses only | pairing operations, where | is the number of attributes that matches the
access policy, and two hash functions for authentication and key agreement. If only a vehicle’s
validity-based access token is used as an attribute for KP-ABE-based decryption, then there is only
one pairing operation. Table 2 shows the comparison of our scheme with the existing schemes [32]-
[34], where T, Ty Ty Tep—qand Tep_, are the computation time for pairing operation, hash,
multiplication, and exponentiation operation in multiplicative additive cyclic groups G1 and G2
respectively. The comparison shows the proposed scheme is optimal.

Table 2: Comparison of computation cost of various schemes.

Method Computation cost

Shim'’s scheme 5T, + 2Ty, + 8Ty

Bayat et al. scheme 5Tp + 1Tep—y + 1Ty

Pandi et al. scheme 2T, +2Tep—q + 1Tep_, + 1T,

Proposed scheme 1T, + 1T,

Computation overhead on device for group key management

The proposed technique possesses minimal overhead yet is secure. The proposed group key
management approach is compared with existing key management approaches for groups [31] [32]
[33] [17] [18]. Table 3 gives the comparison on the overhead for computation in devices. Cq, keygen,
C,;, represents the time taken for performing AES decryption, key generation using LFSR, and SHA
hash. The time taken for proposed cluster key management approach is computed in an Intel i5 system
with 8GB RAM and a 64-bit processor. It took almost 780 microseconds to compute SHA-256 and
300 microseconds to compute AES-128 decryption. The LFSR key generation took 20 microseconds
and mod operation took 88 microseconds. Fig. 3 shows the proposed work has the least computation
cost compared to all other existing approaches as it uses a single hash and mod function to compute
the cluster key. The approaches OFT and ROFT share the same overall computation cost.

Table 3: Comparison of computation cost.

Approach device join User or device Total
event leaves event computation
cost
LKH (3log,n + 2log,n * Cy (5log,n + 1)
1) * Cq * Cq
OFT (2log,n + 1) (logzn + 1) (3log,n+ 1)
* Cq * Cq + (logzn) * Cq
+ (log,n * Cp + (2log,n
ROFT (2log,n + 1) (logzn + 1) (3log,n+ 1)
* Cq * Cq + (logzn) * Cq
+ (2log,n) * Cp + (2log,n
* Ch + 1) * Ch
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Figure 3: Comparison of computation cost.
Communication overhead on the device for group key management

The communication overhead of the cluster key management approach depends on the number of keys to
be transmitted. Table 4 gives a comparison on the overhead for communication between the key
management approaches for groups. From Fig. 4 it is derived that the proposed work has the least
communication overhead with a single broadcast.

Table 4: Comparison of communication cost.

Approach User or User or Total
device join device communication
event leave event cost
LKH 3log,n+1 2log,n S5log,n +1
OFT (2log,n (logzn 3(log,n + 1) *
+ 1)L +1)*L L
ROFT (2log,n (logzn 3(log,n + 1) *
+1)=*L +1)*L L
Group-It log,n+ 1 1 log,n +2
GKM-LRD 4 3 7
proposed 1 1 2
47
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Figure 4: Comparison of communication cost.

Storage overhead on the device for group key management

The storage overhead of the proposed approach depends on the number of keys to be stored on the
device. Table 5 gives the comparison of storage load on the device for the key management approaches
in groups. In the proposed system the vehicle can store only three values s;, pp. and Ck. Fig. 5 exhibits
the minimal overhead imposed on the device by the proposed key management approach for groups
compared with the existing centralized approaches.

Table 5: Comparison of storage cost.

Approach Total storage
cost

LKH 2log,n+1

OFT 2log,n+1

ROFT 3log,n

Group-It log,n +4

GKM-LRD 4

proposed 3

Doi: https://doi.org/10.54216/FPA.120103
Received: May 06, 2023 Revised: June 10, 2023 Accepted: July 05, 2023

48


https://doi.org/10.54216/FPA.120103

Fusion: Practice and Applications (FPA)

Vol 12, No. 01. PP, 38-52, 2023

—m— LKH
—a— OFT
25 & ROFT
—w— Groupdt
i GKM-LRD
proposed
20 /

o i

=

o

-

e 15

(=]

= ]

10

o

= i}

(5]

5 4
o]

T T T T T T T T T 1
200 400 600 800 1000 1200 1400 1600 1800 2000 2200
No. of users (n)

Figure 5: Comparison of storage cost.

Latency in Key Generation using modified LFSR

In order to improve the non-linearity of the key stream generated using LFSR, a modified LFSR which
uses minimum time for key stream generation is proposed in [8]. The time taken for key stream
generation using the modified LFSR along with the ZUC stream cipher is mentioned in table 2. Hence
even with the modified LFSR, the latency due to dynamic key generation and encryption is negligible.

Table 6: Time taken for key generation and encryption using modified LFSR.

Length of Key Time

Stream Taken(seconds)
4*107 1

6*107 2

1*108 4

8. Conclusion

Providing information fusion security in vehicular networks is undeniable. The proposed work uses
SDN for cluster formation and a sustainable approach for cluster key management. Since the network
of loV is dynamic and heterogeneous with limited tolerance to latency providing a computationally
less expensive cluster key management solution is inevitable. The proposed work uses a centralized
cluster key management approach without the need to maintain a tree data structure. The performance
comparison of the proposed approach shows that the work is lightweight with minimal overhead for
authentication as well as for key updating in cluster key management. Minimal computation overhead
inflicts lesser energy usage in the vehicles making the proposed approach sustainable. The security
analysis ensures secrecy in cluster key management. The work can be extended with computationally
less expensive decentralized and distributed cluster key management approaches instead of a
centralized approach.
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