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Abstract

An innovative safety administration paradigm, resilience engineering (RSE), is becoming more popular in today's
sociotechnical organizations. It is thought that the properties of complicated social and technical structures better
align with RSE. Especially when it comes to measuring and modeling, RSE is much more difficult due to its various
criteria character and the inclusion of both qualitative and quantitative latent components. Using the extant
neutrosophic TODIM (Portuguese of interactive and multi-criteria decision-making) approach, this study seeks to
create a neutrosophic mixed multi-criteria decision-making (MCDM) framework for assessing and evaluating
resilience. Several indicators of resilience were defined as part of the first assessment methodology. After that, the
neutrosophic TODIM technique was used to assign relative importance to the various resilience indicators and to
rate the effectiveness of the various operational units. As an illustration of the model's efficacy, we conducted a risk
assessment of a gas refinery, a prototypical sociotechnical structure.

Keywords: Neutrosophic Set; TODIM; Resilience Engineering; Safety; sociotechnical organizations.
1. Introduction

Emerging risks in chemical manufacturing processes cannot be fully identified. These structures will be fraught with
uncertainty as a result of the complex nature of the connections between their technological, human, and
organizational components. Mistakes in the process sectors often arise because of a lack of better ways to
comprehend the emerging nature of functional resonant. Some examples of sectors that fall under the category of
"high-reliability organizations" (HROs) are the nuclear, medical care, flight, marine, and chemical manufacturing
sectors. Since the advent of automated and electronic sensors, these HROs have grown more complex and
technologically reliant[1], [2].

For quite some time, it was believed that human mistakes and technological malfunctions were the primary reasons
for most mishaps. However, it is now understood that operational variability, organizational issues, and emerging
phenomena are often at the root of accidents. The likelihood of catastrophic failure scenarios grows in tandem with a
program's complexity. Sociotechnical structures, of which the process industry is an example, are more prevalent in
today's world. Risks in such systems cannot be adequately assessed using traditional approaches[3], [4].

Concurrently reducing variability that may lead to bad effects and reinforcing uncertainty that may lead to good
outcomes is the optimal strategy for managing uncertainty. Resilience engineering (RSE) is an innovative strategy
that seeks to enhance organizations' ability to develop processes that are strong yet adaptable, compared to the
traditional risk management mindset of looking backward and basing decisions on calculations of failure likelihood.
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RSE has many factors in the safety and social-technical sectors, so the concept of MCDM is used in this paper
besides the neutrosophic sets to handle uncertain data[5], [6].

In other circumstances, however, the outcomes of the data are typically Information with indeterminacy,
imprecision, ambiguity, inconsistency, and insufficient Information. Unquantifiable, missing, or insufficient data is a
common cause of incorrect evaluations. Information ambiguity may be modeled using fuzzy sets (FSs). Only the
membership function can be analyzed using FSs. Hence no further parameters of fuzziness may be arranged[7], [8].

While intuitionistic FSs can manage partial data for many practical themes, it is incapable of dealing with
indeterminate data or other forms of ambiguity. As a result, Smarandache suggests the neutrosophic set (NS) with a
degree of membership indeterminacy as a standalone component[9], [10].

Taking into account the risk attitudes of decision-makers is important when dealing with MCDM so that it can
accurately portray the rising complexity in the real world. To address the challenges of MCDM while also taking
into account the psychological behaviors of decision-makers, Gomes and Lima developed the TODIM (Portuguese
for "Interactive Multi-Criteria Decision Making™) technique. Some academics have paid attention to the MCDM's
portrayal of the decision-makers' attitudes[11]-[13]. The use of fuzzy TODIM models, or intuitive fuzzy TODIM
scenarios, has also been recommended by several academics.

2. Resilience Engineering (RSE)

The safety administration paradigm RSE emphasizes assisting individuals in handling complicated situations while
under time constraints. Because of this, RSE stands out from other disciplines in its focus on how success is
achieved, how people learn and evolve, and how they establish safety in a context where there are flaws, risks, trade-
offs, and competing agendas. Wreathall also connects resilience with an organization's capacity to maintain or
swiftly reestablish stability, enabling it to go on functioning despite suffering a devastating setback or operating
under persistently high levels of stress. Thus, resilience encompasses not only the ability to prevent setbacks and
losses but also the capacity to recover quickly and efficiently when they have happened[14].

When applied to devices with high levels of ambiguity and variation, (a) an elevated level of interconnection
between each element of the system makes it very hard for the operator to predict the consequences of his choices,
and (b) errors tend to spread quickly. The characteristics of RSE become more significant in such complicated
circumstances.

It was necessary to attempt to compile a set of fundamentals that could act as a reference for the approach to
evaluation now proposed because no one set of RSE concepts has widespread support in academic circles and also
because there are variances between the terminology utilized by various contributors. It's important to note that RE
concepts may be employed everywhere in the hierarchy of a company's cognitive system, from the vantage point of
an individual employee's workstation to that of the whole enterprise.

3. Resilience, Safety, and Health Management (HESA)

Health and safety (HESA) administration best practices are often normative and based on underlying concepts.
Maintaining HESA management (HESAM) that is continually sufficient for developments to the sociotechnical
framework within which the organization is placed is challenging since the concepts behind the leadership practices
are unknown. Indeed, the HESA practice will only be helpful if it refers to a concept, a template, or has some other
intellectual underpinning.

Adopting a set of standards is also crucial since it establishes the order of importance for various aspects of
effectiveness. To illustrate the significance of this definition, multiple investigations have shown that distinct
theoretical assumptions underpin various accident investigation techniques, leading to wildly divergent findings[15].

As a novel approach to HESA management, RSE has been pointed out in this context. To provide security in a
world full of risks and competing priorities, it is essential to have a firm grasp on how performance is attained, how
individuals and groups grow and change, and how this knowledge is applied. A key concept of RSE is that resilience
is not merely the capacity to keep operating in the face of adversity; rather, it is the flexibility to make changes to
how individuals and systems operate in response to change.
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In this essay, we'll look specifically at how the RSE paradigm has been used in the practice of auditing HESAM.
Specifically, Costella et al. discussed MAHS, the HSMS evaluation technique created. The authors of this paper
have used this approach in various firms, so they have access to actual data concerning its implementation, and it
was selected because it directly ties the evaluation criteria of the HESAM with the concepts of RSE[16].

4. Resilience and Social Technical

There is a growing number of possible risks to sustainable development that people and society must contend with
today. Man-induced (anthropogenic, natch) and man-made malevolent (terroristic) risk occurrences were just
recently included in the list of dangers, which previously only included natural and man-made incidental
occurrences. While still very uncommon, both the incidence and impact of such incidents are on the rise, at least in
terms of public awareness. Due to rising urbanization, industrial, transit, and logistic agglomerations, these
phenomena must be dealt with most acutely in highly populated urban centers[17], [18].

People, the community, ecosystems, economic sectors, and each level of administration and non-government
members are more reliant on cyber-physical technological infrastructure of varying scales and degrees of complexity
than ever before. Individual and societal anticipation of technological advances and services has increased
exponentially. They are predicted to have smaller ecological footprints and higher degrees of security, protection,
privacy, intelligence, flexibility, portability, wearability, visualization, and interface as their efficiency rises. Live-
line grids and nodes, transportation and healthcare infrastructures and amenities, and accident and disaster
administration systems are all examples of sociotechnical structures[19], [20].

Modern cyber-physical social-technical structures face a far more extensive and varied set of risks and failures. By
expanding beyond a focus on solely technical structures, the term "sociotechnical systems” highlights the necessity
of considering the interplay between technology and individuals in addition to human behavior. It may also be seen
as including major elements from the High-Reliability Organization theory and the usual accident idea.

When compared to traditional technical structures, which had to deal with element or subsystem errors due to
physical flaws or control errors produced within the framework, today's increasingly interconnected systems also
have to account for element or subsystem errors that occur or even guided from without the systems, again by
mistake or on purpose. As a result, even if the limits of a system are greatly expanded, the use of classical system
definitions is on the decline. The result is a dramatic increase in the variety of potential breakdowns that might affect
any given component, interface, or element[21], [22].

RSE is the practice of using social science-informed or-driven technical-engineering procedures, methodologies, and
techniques to lessen the wvulnerability (in a broad sense) or increase the resilience (hon-vulnerability) of
sociotechnical structures and procedures[23], [24].

Another way to describe RSE is to consider how technical, engineering and organic social scientific methods are
used to address societal and technological difficulties. Extreme circumstances or loadings, unanticipated occurrences
that the system was not initially built for, etc., all fit the bill here as examples of the kind of issues that might arise.
This might be both the result of rapid decline or something that happens more slowly over time. According to this
concept, recovering from disruptive events may include or even demand enhanced efficiency in the system and its
activities.

New areas of study and their associated communities of practice (like RSE) often locate their identity in opposition
to older, more established disciplines. This may lead to descriptions of the conventional field that are oversimplified
or even deceptive, overlooking the reality that there are more points of agreement than there are differences among
viewpoints. Considering how much RE borrows thoughts and ideas from other disciplines, it would be dishonest to
characterize RE as fundamentally creative[25], [26].

5. Model Development

The TODIM method, which was designed with the decision maker's psychology in mind, is a powerful tool for
addressing MCDM issues. This method, which is grounded in prospect theory, uses a function of multi-attribute
values to illustrate the relative strengths of several options[27]-[29]. Figure 1 shows the steps of the proposed
method.
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Order all alternatives by the
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Use the single value neutrosophic
numbers

Select best alternative

Figure 1: The neutrosophic TODIM method.

5.1 Build the decision matrix

The decision matrix is built by the single-valued neutrosophic numbers (SVNNs) between criteria and alternatives.
Where the set of criteria is RSEC;, RSEC,, ..... RSEC,, and the set of options is RSEA;, RSEA,, .....RSEA,,. Where
i=123.m;j=123,...n

5.2 Normalize the decision matrix

aijj
Ny = 2 1)

X aij
5.3 Calculate the dominance degree
The dominance degree is computed by comparing RSEA; over RSE A, concerning the criteria.
8(SEA;, SEA,) = ¥}, 8(SEA;, SEA,) (2)

Where i,t =1,2,3..m

wi(Nij—N¢j)
7
j=1

5(SEA,SEA)=<{ 0 if Nj—Ny =0 ©)

1
3 N¢i—N_ij) .
\](Z?:l w;) % if Nijj =N <0
\

if Njj — N >0

Wj

Where 3 refers to the factor of loss

5.4 Compute the overall dominance
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S(SEA;) =

Z’t';1o<(5EAi,SEAt)—miin{zﬁlu(SEAi,SEAt)}

max{z’tllo((SEAi,SEAt)}—miin{Zﬁloc(SEAi,SEAt)}
L

5.5 Order all alternatives by the largest value of 6 (SEA;)

6. Results

4)

This section introduces the result of the single-valued neutrosophic TODIM MCDM methodology. We used the
single-valued neutrosophic numbers to evaluate the criteria and alternatives by the decision-makers. Then we apply
the steps of the suggested method to obtain the rank of alternatives. This paper used ten criteria and ten alternatives,

as shown in Figure 2. First, let the decision maker evaluate the criteria and alternatives as shown in Table 1.

Being Ready for Emergencies

Security, Being aware

Innocent society, Adaptability in Organizations

Socio-Technical System, Discussion and education

Learning in Organizations, Sustainability, Leadership

Alternatives1 to 10

Figure 2: The data are collected in this study.

Table 1: The single valued neutrosophic numbers between criteria and options.

RSEC: | RSEC, RSEC; | RSEC; | RSECs RSECs RSEC; | RSECs RSECy | RSECyo
RS | (0.80,0. | (0.35,0. | (0.90,0. | (0.35,0. | (0.90,0. | (0.70.,0. | (0.80,0. | (0.90,0. | (0.70.,0. | (0.80,0.
EA: | 25,0.20) | 65,0.55) | 15,0.15) | 65,0.55) | 15,0.15) | 30,0.25) | 25,0.20) | 15,0.15) | 30,0.25) | 25,0.20)
RS | (0.80,0. | (0.15,0. | (0.90,0. | (0.35,0. | (0.65,0. | (0.35,0. | (0.65,0. | (0.35,0. | (0.65,0. | (0.65,0.
EA, | 25,0.20) | 95,0.85) | 15,0.15) | 65,0.55) | 35,0.30) | 65,0.55) | 35,0.30) | 65,0.55) | 35,0.30) | 35,0.30)
RS | (0.70.,0. | (0.90,0. | (0.90,0. | (0.15,0. | (0.35,0. | (0.80,0. | (0.35,0. | (0.70.,0. | (0.80,0. | (0.65,0.
EA; | 30,0.25) | 15,0.15) | 15,0.15) | 95,0.85) | 65,0.55) | 25,0.20) | 65,0.55) | 30,0.25) | 25,0.20) | 35,0.30)
RS | (0.80,0. | (0.90,0. | (0.80,0. | (0.35,0. | (0.80,0. | (0.35,0. | (0.80,0. | (0.35,0. | (0.65,0. | (0.65,0.
EA. | 25,0.20) | 15,0.15) | 25,0.20) | 65,0.55) | 25,0.20) | 65,0.55) | 25,0.20) | 65,0.55) | 35,0.30) | 35,0.30)
RS | (0.90,0. | (0.15,0. | (0.15,0. | (0.90,0. | (0.15,0. | (0.70.,0. | (0.90,0. | (0.35,0. | (0.65,0. | (0.90,0.
39

Dot: https://doi.org/10.54216/FinTech-1.020104

Received: August 22, 2022 Accepted: January 19, 2023



https://doi.org/10.54216/FinTech-I.020104

Financial Technology and Innovation (FinTech-1)

Vol 02, No. 01, PP. 35-44, 2023

EAs

15,0.15)

95,0.85)

95,0.85)

15,0.15)

95,0.85)

30,0.25)

15,0.15)

65,0.55)

35,0.30)

15,0.15)

RS
EAs

(0.70.,0.
30,0.25)

(0.35,0.
65,0.55)

(0.65,0.
35,0.30)

(0.15,0.
95,0.85)

(0.70.,0.
30,0.25)

(0.80,0.
25,0.20)

(0.65,0.
35,0.30)

(0.80,0.
25,0.20)

(0.90,0.
15,0.15)

(0.65,0.
35,0.30)

RS
EA;

(0.65,0.
35,0.30)

(0.65,0.
35,0.30)

(0.90,0.
15,0.15)

(0.15,0.
95,0.85)

(0.80,0.
25,0.20)

(0.90,0.
15,0.15)

(0.65,0.
35,0.30)

(0.35,0.
65,0.55)

(0.80,0.
25,0.20)

(0.90,0.
15,0.15)

RS
EAs

(0.90,0.
15,0.15)

(0.15,0.
95,0.85)

(0.65,0.
35,0.30)

(0.90,0.
15,0.15)

(0.15,0.
95,0.85)

(0.65,0.
35,0.30)

(0.90,0.
15,0.15)

(0.35,0.
65,0.55)

(0.65,0.
35,0.30)

(0.70.,0.
30,0.25)

RS
EA9

(0.70.,0.
30,0.25)

(0.35,0.
65,0.55)

(0.80,0.
25,0.20)

(0.35,0.
65,0.55)

(0.80,0.
25,0.20)

(0.15,0.
95,0.85)

(0.35,0.
65,0.55)

(0.65,0.
35,0.30)

(0.35,0.
65,0.55)

(0.80,0.
25,0.20)

RS
EA:
0

(0.80,0.
25,0.20)

(0.90,0.
15,0.15)

(0.70.,0.
30,0.25)

(0.90,0.
15,0.15)

(0.80,0.
25,0.20)

(0.90,0.
15,0.15)

(0.15,0.
95,0.85)

(0.90,0.
15,0.15)

(0.70.,0.
30,0.25)

(0.90,0.
15,0.15)

Then compute the weights of the criteria. The weights of the criteria are computed by the average method, as shown
in Figure 3.

Weights

11%
10%

12%

11%

11%
6%

Figure 3: The weights of factors.

W RSEA1
W RSEA2

RSEA3

RSEA4
M RSEAS
m RSEA6
W RSEA7
M RSEA8
m RSEA9

Then normalize the decision matrix by using Eqg. (1), as shown in Table 2. Then compute the dominance degree by
using Eq. (2 and 3) as shown in Table 3. Then compute the overall dominance degree by using Eq. (4). Then rank
the alternatives by the largest value of the overall dominance as shown in Figure 4. The values of the overall
dominance degree show that alternative ten is the best and alternative 4 is the worst of all alternatives.

Table 2:The values of N;;

RSEC; | RSEC, | RSEC3; | RSEC, | RSECs | RSECs | RSEC; | RSECs | RSECy | RSECy
RSEA | 0.10195 | 0.08041 0.08550 | 0.14444 | 0.11405 | 0.12668 | 0.14899 | 0.10361 | 0.10375
1 2 9 | 0.12037 2 4 8 5 7 4 3
RSEA | 0.10195 | 0.02447 0.08550 | 0.11111 | 0.06100 | 0.10781 | 0.06590 | 0.09638
2 2 6 | 0.12037 2 1 8 7 3 6 | 0.0883
RSEA | 0.09327 | 0.18181 0.02602 | 0.06388 | 0.12466 | 0.06199 | 0.12320 | 0.11325
3 6 8 | 0.12037 3 9 8 5 9 3| 0.0883
RSEA | 0.10195 | 0.18181 | 0.10879 | 0.08550 | 0.13055 | 0.06100 | 0.12668 | 0.06590 | 0.09638
4 2 8 6 2 5 8 5 3 6 | 0.0883
RSEA | 0.11279 | 0.02447 | 0.01620 | 0.19330 | 0.01944 | 0.11405 | 0.14016 | 0.06590 | 0.09638
5 8 6 4 8 5 8 2 3 6 | 0.11479
40
Dot: https://doi.org/10.54216/FinTech-1.020104

Received: August 22, 2022 Accepted: January 19, 2023



https://doi.org/10.54216/FinTech-I.020104

Financial Technology and Innovation (FinTech-1)

Vol 02, No. 01, PP. 35-44, 2023

RSEA | 0.09327 | 0.08041 | 0.09259 | 0.02602 | 0.11944 | 0.12466 | 0.10781 0.12530
6 6 9 3 3 4 8 7 | 0.13467 1| 0.0883
RSEA | 0.08676 0.02602 | 0.13055 | 0.13793 | 0.10781 | 0.06590 | 0.11325
7 8 ] 0.13986 | 0.12037 3 5 1 7 3 3 | 0.11479
RSEA | 0.11279 | 0.02447 | 0.09259 | 0.19330 | 0.01944 | 0.10610 | 0.14016 | 0.06590 | 0.09638 | 0.09492
8 8 6 3 8 5 1 2 3 6 3
RSEA | 0.09327 | 0.08041 | 0.10879 | 0.08550 | 0.13055 | 0.01856 | 0.06199 | 0.11461 | 0.05542 | 0.10375
9 6 9 6 2 5 8 5 3 2 3
RSEA | 0.10195 | 0.18181 | 0.09953 | 0.19330 | 0.13055 | 0.13793 | 0.01886 | 0.14899 | 0.10361
10 2 8 7 8 5 1 8 7 4 | 0.11479
Table 3: The values of §(SEA;, SEA;)
RSEC: | RSEC, | RSEC; | RSEC4 | RSECs | RSECs | RSEC; | RSECs | RSECy | RSECyo
RSEA 0.05594 0.03333 0.01886 | 0.08309 | 0.00722 | 0.01545
1 0 3 0 0 3 | 0.05305 8 5 9 2
RSEA | 0.00867 0.05947 | 0.08055 - 0.02578 - | 0.01545
2 7| -0.1014 0 9 6 | 0.01061 | 0.06469 8 | 0.00964 2
RSEA 0.01157 0.01388 0.08309 | 0.00722 | 0.01545
3 0| -0.1014 4 0 9 | 0.05305 0 5 9 2
RSEA - | 0.05594 | 0.10416 -1 0.12499 - | 0.08309 | 0.00722 -
4 0.01085 3 6 | 0.10781 9 0 | 0.01348 5 9 | 0.01104
RSEA | 0.00867 0.02777 | 0.05947 - | 0.01886 | 0.01432 - | 0.01545
5 7 0 8 9 0.025 | 0.01061 8 7 | 0.02169 2
RSEA | 0.01518 - 0.05947 | 0.01388 - | 0.01886 | 0.08309 - -
6 4 | 0.05944 0 9 9 | 0.02387 8 5 | 0.00964 | 0.01104
RSEA - | 0.05594 | 0.02777 - | 0.12499 | 0.00795 - | 0.08309 | 0.00722
7 0.01085 3 8 | 0.10781 9 8 | 0.01348 5 9 | 0.00883
RSEA | 0.00867 0.01157 0.01388 0.03438 | 0.04819
8 7 0 4 0 9 | 0.09549 | 0.06469 4 3 0
RSEA 0.02083 - | 0.01388 - | 0.10781 -
9 0| -0.1014 3] 0.10781 9 | 0.02387 6 0 0 | 0.01104
RSEA | 0.10195 | 0.08041 0.08550 | 0.14444 | 0.11405 | 0.12668 | 0.14899 | 0.10361 | 0.10375
10 2 9 | 0.12037 2 4 8 5 7 4 3
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Figure 4: The values of overall dominance degree.
7. Conclusion

The advent of RSE as a methodology has ushered in a sea change in conventional safety practices. Multiple studies
have attempted to put a number on resilience, but some of the literature that has resulted from these efforts has failed
to account for the inherent ambiguity of data in the fields of security and resilience. By harnessing the strength of
neutrosophic setsand MCDM approaches, we are capable of dealing with the aforementioned issues since
neutrosophic sets are adept at handling ambiguity and inconsistency and may be employed to measure resilience
and, by extension, security. In this study, we evaluated an organization's capacity for resilience using a combination
of MCDM approaches and a neutrosophic set. Neutrosophic TODIM was utilized to assign relative importance to
resilience measures and to evaluate and order plant parts based on those ratings. The supplied application for
resilience assessment demonstrates the feasibility of the proposed paradigm for handling a resilience analysis with
insight and simplicity. With some minor adjustments to the criteria and their measurements, the proposed approach
may be applied in any kind of sociotechnical organization. It is essential to achieve continual improvement in
complicated structures, and the suggested model could work as a potent instrument to quantitatively determine the
underlying vulnerability and straightness elements of the system's safety.
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