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1. Introduction 

A network anomaly is a rapid and brief change in the network's typical behaviour [1]. Detection of unusual 

events, observations, or things that differ substantially from the norm is known as anomaly detection [2]. There 

are very few instances in which data shows an anomaly. Anomalies in data have distinct characteristics from 

regular occurrences [3]. Some hostile intruders purposefully produce anomalies like a denial-of-service assault 

on an IP address. Some are accidents like an overpass collapsing in the middle of a busy road network [4]. As 

the name implies, outlier analysis (or anomaly identification) is the process of looking for patterns in a dataset 

that deviates from the norm [5]. For example, a change in customer behaviour may indicate anomalous statistics. 

When a single data point differs significantly from the rest of the data, it is considered abnormal [6]. Identifying 

Abstract 

The development of power industries creates impacts on the intelligent power grids. The power grids are 

more valuable for transmitting information over the network. Several intermediate activities influence the 

networks, which are interrupted by traffic, creating network security issues. Therefore, the threats highly 

influence power grids, and the number of attacks also increased gradually. Several conceptual approaches 

are introduced to overcome the security issues; however, computation complexity is still a significant 

problem while detecting network anomalies. This research problem is overcome by applying the Organic 

Combination of Various Deep Learning (OC-VDL) approach. The introduced method observes the industry 

standards with the help of the Innovative Blockchain Network (IBN). During this process, IBN observes the 

infrastructure using the communication protocol and Manufacturing Internet of Things (IoT). The collected 

information is processed with the help of the Intense Autoencoder Classifier Model (IACM), which manages 

bilateral traffic control and helps predict abnormal activities. The effective prediction of network traffic 

minimizes the intermediate activities and improves the overall security up to 98.8% accuracy. 
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fraudulent activity based on the "amount spent" illustrates this concept. Cooperative and real-time 

communication are key features of Cyber-Physical Systems (CPS) [6]. This is done internally and through 

external organizational services [7]. The system's architecture should ensure that permission relationships 

between contexts and trust implementations are incorporated to maintain that the concept of working based on 

minimal access is guaranteed [8]. Authorization means are burdensome for users, error-prone, and hinder the 

advancement of applications in secure environments. It should be considered [9]; hence, this design makes it 

possible to build a secure cloud platform for managing and completing necessary infrastructure transaction 

processing without requiring a single central authority to get involved [10]. As a result, extensive research has 

focused on creating automated Anomaly Detection (AD) systems to automatically detect abnormal patterns in 

the data [11]. 

1.1 Active learning (AL) 

An active learning (AL) approach allows full advantage of guided learning models while reducing the time and 

effort required for human expert labeling [12]. For the AL challenge, different research groups have used and 

tested different data sets, including writing recognition and voice recognition, document classification, and 

protein engineering [13]. Nevertheless, AL had a worse start-up performance. It was quicker and smoother in 

stage 2 when a more significant number of labeled instances were available to reach high accuracy levels 

[14].To train their algorithms, managed machine learning models currently use a set of fully labeled data, which 

explains why this approach is popular [15]. Machine learning algorithms for automatic anomaly detection can't 

be widely adopted since labeling data is time-consuming [16]. Using Artificial technology (AI), an unsupervised 

anomaly detection approach was demonstrated on experimental and simulated data sets, including photos, 

thyroid medical data, and data identifying arrhythmia disorders [17]. Handwritten text recognition was a success 

with AL. Using an AL system with noisy data, some researchers look for anomalies of particular interest [18]. 

The approach has been tried in various domains and scales, including data from the spaceship technologist, 

abalone biology data, and extraordinarily high information [19].AL may be more difficult due to the imbalanced 

nature of the entire data set, with anomalies seldom appearing (0.1–10%) [20]. 

Furthermore, no research has been done to date on the effectiveness of AL in ecological AD applications. 

Environmental data differs from other types of data. It faces unique challenges, such as (a) seasonal variation at 

the annual, quarterly, weekend, sensor drift, semi, quasi, and complex nonlinear dynamics, which all play a role 

in the system's nonlinear dynamics [21]. However, no research has been done to back up these claims. 

1.2 Deep learning 

Secondary and primary data are both used in deep learning for training. Deep learning applications in the real 

world include voice assistants, sight for automated vehicles, money laundering, and face recognition, to name a 

few examples. In which deep learning is included, machine learning can be considered a subset [22]. It's a 

branch of computer science focusing on self-improvement through studying computer algorithms. Deep learning 

employs artificial neural networks to mimic the way people think and learn instead of machine learning's use of 

more straightforward concepts. Future studies should consider AL's integration with models that explicitly 

address temporal dynamics [23]. Recurrent neural networks and long short-term memory networks are examples 

of deep learning models. In machine learning, deep learning refers to algorithms that use multi-layered structural 

structures to learn. As a result of abstractions, intermediary representations, and feedback linkages, these 

networks can capture various operating levels while matching input data with desired network response times. 

This network's units each perform a conversion from one level of representation to another. Low-level 

characteristics tend to classify inputs, whereas features of a high level are broader and largely unmodified. It is 

to learn how to build proper intermediate representations and successfully provide their final estimations, 

artificial systems that imitate these functions are built [24]. 

1.3 Anamoly Detection 

Anomaly detection technology is a critical part of the infrastructure for protecting the network from 

cyberattacks. In-depth network data analysis and deployment techniques for security solutions to safeguard 

computer systems' integrity, confidentiality, and dependability are all possible with this software. A significant 

percentage of network traffic data comprises various elements that are not unnecessary, hence significantly 

degrading detection accuracy in a cloud setting [25]. Any deviation from the typical behaviour of a dataset is 

detected using anomaly detection. This data mining stage discovers anomalous data points, events, or 

observations [26]. For example, a change in customer behaviour may indicate anomalous statistics. Anomaly 

detection is increasingly being automated using machine learning. A malware anomaly detection system is a 

network security component that monitors network and framework activity for malicious movements. 
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Inconsistency detection in malware shows how commonly used software detects attacks by looking for failure 

impacts [27]. 

The significant contributions of this paper are: 

1) An unique optimization technique based on the organic combination of various deep learning methods [OC-

VDL] is needed to compete with the randomness of determination to overcome the threat and current security 

systems. 

2) The introduction of Innovative Blockchain Network IBN architecture adheres to the industry standard; 

communication between the Industrial Internet of Things (IoT) modules will be safe. 

3) The proposed smart contracts would use a qualified Intense Autoencoder Classifier Model (IACM) to 

establish a mutual traffic control agreement to identify quickly. Building a distributed platform that regulates 

and completes infrastructure transactions is important without partnering with a single central authority in this 

design. 

Section 2 of the study included the remaining findings dealing with background study, analysis, and review of 

the existing models in the technology. The proposed concept of organic combination of various deep learning 

(OC-VDL) is illustrated in section 3; the result analysis is done by graphical representation specified in section 

4. The conclusion and discussion are described in section 5. 

2. Background study  

Intelligent power network systems are the latest craze in power development, as traditional manual control 

methods have failed to satisfy the demands of power systems. Even though many systems are under the 

invention, the research practically enhances the existing scenarios. 

Demertzis. et al. [28] proposed that the blockchain is an encoded, distributed archiving system to create 

unambiguously linked real-time log files. As a result, transactions are safe and transparent. A new approach to 

BlockchainSecurity  Architecture (BCSA) is first introduced in this study. Industry 4.0 defines an industrial 

Internet - Of - Things (IIoT) network design that strives to ensure communication between traded devices and 

smart contracts built on deep learning. 

Russo. et al. [29] phrased that natural anomaly detection in environmental monitoring is becoming increasingly 

important due to the growing amount of information collected from in-place sensors. The ineffectiveness of 

labeling data has made it difficult to use a machine learning approach for automated anomaly detection. A fully 

labeled training data set must be provided for today's supervised machine learning models (SML). This 

technique involves asking a specialist for the tags of a portion of the total data set rather than the entire set itself. 

This moment demonstrates that labeling takes less time and costs less money while still delivering similar or 

slightly similar anomaly detection capabilities as the previous method. Our findings suggest machine learning 

models with a variational classification boundary for environmental anomaly detection. 

Hou. et al.[30] Identify personnel and detect smoke in the functional area of strength IoT equipment by 

suggesting a deep learning-based anomaly detection algorithm (DL- ADA). Methods such as using a multi-

stream CNN to detect personnel in remote monitoring images or using a deep learning model to detect smoke 

from burning equipment have shown promise. It is a reference point for those interested in keeping tabs on 

image anomaly detection. 

Garcia-Font. et al. [31] suggested wireless sensor networks (WSN), machine learning has proven effective in a 

wide range of fields, including detecting cyber-attacks. The problem with a smart city is that it is much more 

difficult to solve the WSN scenario, and whether these methods are equitably valid and effective must be 

assessed. Two machine learning algorithms (support vector machines) are compared in this study (SVM)in a lab 

that replicates a real-world smart city use case) to detect anomalies with a wide range of devices, protocols, 

algorithms, and network configurations. As a result, it allowed us to demonstrate that, despite the importance of 

these techniques for smart cities, they require additional. Certain factors must be considered for an attack 

detection system to be effective. 

Nayak. et al. [32] elaborated a comprehensive analysis of the deep learning-based video anomaly detection 

methods (DL-VAD) reported in state-of-the-art. Weapons in a sensitive location and disused luggage should be 

automatically detected in time during abnormal activities like trying to fight, riots, vehicular rule violations, and 

stampedes. Although video anomalies can be detected, it's difficult because of the contradictory nature of the 
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anomaly, the variety of environmental conditions, and the complexity of human behavior. As video anomaly 

detection research is still in its infancy, a few studies are specifically dedicated to it. There is no comprehensive 

review covering all aspects of video anomaly detection, such as meanings, classifications, modeling, and 

performance evaluation methodologies.  

As a result of these investigations, the existing BCSA, SML, DL-ADA,  WSN, and DL-VDA methodologies 

have improved. Safety qualities such as energy efficiency, stability, durability, flexibility, security, and 

protection are highlighted in the OC-VDL model to help solve difficulties. 

3. Deep Model In Complex Environment 

Research in deep reinforcement learning, which can revolutionize artificial intelligence, has exploded recently. 

Many groundbreaking developments have been benchmarked against competitions and simple physical 

simulations. Creating more sophisticated learning systems to handle more challenging real-world situations is 

critical as the field develops. However, issues like catastrophic forgetting and critical capabilities like talent 

structure through coursework learning remain unresolved. Huge deep learning systems often clash with 

algorithms that can rapidly adjust to changed data. This dilemma may not exist in the meta-learning paradigm, 

which holds promise as a framework for supporting slow and fast learning in single learner's various deep 

learning (VDL) strategies such as blockchain network an autoencoder. 

3.1 BlockChain Network 

Intelligent power grid systems have replaced manual distribution transformer tracking because they could not 

keep up with the ever-increasing demands of electricity systems. Most monitoring devices can't respond quickly 

when the operating environment goes haywire, and an exact match can be made with potentially disastrous 

results. Generate unambiguously linked real-time log files; blockchain technology is an encoded, dispersed 

archiving system. Transparency and security are ensured as a result of this. An innovative Blockchain Security 

Architecture has never been built on Deep Learning Smart Contracts. Following Industry 4.0 aimed to ensure 

connectivity among tradable Manufacturing Internet of Things devices. To our knowledge, this is the first study 

to integrate AI as a structural element into the Blockchain network, essential to the network's completion rather 

than as a supporting framework for improving the network's abilities. It introduces a Blockchain Network 

Security for IIoT based on Deep Learning Smart Contracts, which is more specific still in this new study. 

 

Figure 1: Structure of Blockchain  

Figure 1. shows the chain's block structure in which maximum numbers of users are connected in the given one 

set of the framework. In other frameworks controlling departments for this blockchain are connected with which 

technicians and facilities are connected. Blockchains are connected in the middle of both frameworks. Despite 

its appearance, blockchain is quite simple in concept. A blockchain can be thought of as a new generation of the 

database. To comprehend blockchain, one must first grasp the concept of a database. A system is a database of 

digitally stored data on a computer network that can be accessed electronically. It makes finding specific 

information easier, and database information is typically organized in table format. One or a collection of people 

can use spreadsheets to manage and store limited data. On the other hand, a database is built to accommodate 

much larger amounts of data and allow multiple users to quickly and easily access, filter, and manipulate that 

data simultaneously. 
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3.1.1 Blockchain Technology 

There are several ways in which blockchain technology addresses security and trust concerns. It is to begin; all 

new blocks are stored chronologically and linearly. To put it another way, they're always appended at the "very 

end" of the chain. A role on the chain is called a "height" assigned to each block in Bitcoin's Blockchain. 

Although the concept of blockchain appears to be complex, it is quite simple. It's nothing more than a special 

kind of database. In a blockchain, data is stored in an immutable, time-stamped record maintained by a 

distributed network of computers that are not currently owned by any one entity. Cryptographic principles 

secure and link all of these bits of information together (i.e., chain). 

 

Figure 2: Implementation  & Working of Blockchain Technology 

Figure 2 above depicts how blockchain technology operates in action. Client A needs to send a transaction 

request to client B. The transaction is sent to a server-based and peer-to-peer network where the transaction is 

processed, sent to the p2p network, and validated over there using an algorithm. The same is transferred to a 

block where the nodes are represented as blocks, and the transaction is completed and accepted by client B. 

3.1.2 Advantages of Blockchain  

Due to its simplicity and transparency, blockchain has grown in popularity over the last few years. Most 

importantly, blockchain technology does not rely on any single entity. Because it's a publicly accessible, 

unalterable ledger, everyone has access to it. Due to its decentralized architecture, the blockchain is impervious 

to malware activity and system glitches. There isn't a point of failure because the database is replicated and 

stored in each node. It is nearly impossible to undo data storage in a blockchain once it has been made public. 

Because every transition is tracked and recorded on a public ledger, distributed ledger technology is perfect for 

storing financial data. Blockchain technology eliminates the need for a middleman by verifying transactions 

through mining. Total costs and transaction costs are reduced as a result of this. 

3.2Anamoly Detection IoT 

In anomaly detection (ADE), patterns are identified in a dataset that differs from expected. The objective is to 

keep false alarms minimal while detecting high levels of potential irregularities. Anomaly detection methods can 

be divided into three groups. Supervised ADE is the first type of supervised ADE in which techniques are tested 

using data from normal and extreme categories. Prediction models for normal and abnormal classes are 

generally used in these situations. Semi-supervised abnormal detection assumes that normal data has been 
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classified in the training set. To find anomalies in your test data, you'll need to use a standard approach that 

creates a basic outline responding to expected behaviour. This type of ADE does not require any preliminary 

data for training and is the most flexible. In this instance, the methodologies presumptively consider and test 

information have more vectors compared to the extreme one. This results in a significant portion of inaccurate 

estimates. 

 𝐾 = 𝑎𝑟𝑔𝑚𝑖𝑛  (max 𝐶𝑃𝜕 ( 𝑧 = 𝑧|𝑦𝑗))       (1) 

As equation (1)specifies the max  𝐶𝑃𝜕 ( 𝑧 = 𝑧|𝑦𝑗) is the class probability at the supreme of specified 𝑦𝑗 

Energetic anomaly detection under supervision Algorithm 

The Algorithm shown below represents the active learning for anomaly detection  

Input 

𝑃0the first set of practice data 

𝜕 unknown repository of information 

𝑁 𝑖𝑡the number of times something is repeated; 

∝   constant monitoring of mathematical modelling 

𝑛  quantity of randomly chosen data points that will be used in the query 

carrying out experimental tests: 

For k varying from 0 to 𝑁 𝑖𝑡  do 

 use 𝑃𝐾  to put the classifier through its paces ∝𝑘 

 use ∝𝑘 to classify all of the data in a 𝜕 

Select 𝑁 informative samples 𝜕 by calculating the most ambiguous value and consulting a specialist 

for labeling. 

Remove all samples 𝜕 and replace them with the ones from 𝑃𝐾  new data records. 

Until the criterion for stoppage is met 

End 

 

It is here proposing an anomaly detection algorithm that works according to deep neural networks from the point 

of view of identification and fire smoke recognition for the big data environment of strong IoT equipment 

operation. When used in the heavy machinery operating environment, the image detection method based on 

inter-CNN-based remote monitoring and the traffic detection technique based on deep convolutional neural 

networks have achieved good identification results for personnel and have successfully detected traffic from the 

image, respectively. It serves as a guide for keeping track of image anomaly detection. Malfunctioning power 

equipment may lead to significant economic and social consequences if not addressed quickly. It is crucial to 

keep an eye on the operational environment and permit electrical equipment to function smoothly to maintain a 

steady electricity supply. Therefore, it is crucial to research abnormality identification in images of power 

network equipment monitoring. During the anomaly detection process, poor stability and low-efficiency issues 

are overcome by applying the deep smoke convolution and multi-convolution neural network approach. Being 

able to distinguish anything by sight has enhanced the CNN network's ability to train optical data flow inside the 

personnel anomaly-detecting component. The efficiency of the technique in identifying human anomalies has 
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been tested. Finding an applicant's smoke region in a video frame is the initial stage in employing fire smoke 

detection. Once a smoking candidate zone has been discovered, rectified feature vectors are extracted from it 

using a deep learning model. 

3.3 CNN-based IoT Equipment with Deep Learning 

Convolutional neural networks CNN have two basic structures: extraction of features and feature mapping. The 

previous layer's local acceptance domain is used to connect neurons for image retrieval. During the feature 

extraction process, the relationship between the features is extracted in the acceptance domain. It's possible to 

reduce the network's parameter size using a feature map and associated neurons with the same weight. Scene 

recognition methods can be categorized into object and scene-based methods which is done according to the 

CNN network. One method uses a CNN network based on object recognition and object models. It is done using 

scene training data; CNN networks constitute the second largest class of methods, and an image can better learn 

about the scene with a network of this type. The following are the steps involved in scene classification: 

The average sampling for obtaining set 𝑅 =  { 𝑟1 , 𝑟2, … … . .  𝑟𝑁  }of image blocks, and obtain the semantic 

probability 𝑆 =  { 𝑆1 , 𝑆2, … … . .  𝑆𝑁  } through the classification of the object. The feature is𝐹 =
 { 𝐹1 , 𝐹2, … … . .  𝐹𝑁 } the center of the conceptual wheel is computed using equation (2). 

𝜗𝑚 =  
1

𝑃𝑚
∑ 𝑆𝑗

𝑚𝐹𝑗
𝑃
𝑗=1          (2) 

From equation (2),𝑆𝑗
𝑚 represents the 𝑚th measurement of 𝑆𝑗, 𝜗𝑚 is defined as the feature area layout, and 

Pm is denoted as the feature space layout which is computed using equation (3). 

𝑃𝑚 =  ∑ 𝑆𝑚
𝑗𝑃

𝑗=1           (3) 

∅𝑚 =  
𝑃𝑚

𝑃
           (4) 

The security is achieved from the above equation (3), and precision is calculated using equation (4), mentioning 

∅𝑚as the m-th measurement site's mass. 

𝜇𝑚
2 =  

1

𝑃
∑ 𝑆𝑚

𝑗𝑃
𝑗=1  (𝐹𝑗 −  𝜗𝑚)(𝐹𝑗 −  𝜗𝑚)𝑇      (5) 

Equation (5) is an estimate of semantic deviation and through which privacy is obtained.  

𝑆𝑚  =   
1

√∅𝑚
∑ 𝑆𝑛

𝑚𝑁
𝑛=1

(𝐹𝑡− 𝜗𝑛)

𝜇𝑚
     (6) 

𝐻𝑚 =  
1

√∅𝑚
∑ 𝑆𝑛

𝑚𝑁
𝑛=1 [

(𝐹𝑡− 𝜗𝑛)2

𝜇𝑚
−   1]      (7) 

The vector was utilized for encoding variance and mean in this data set, as shown in equations (6) and (7), 

where N is the amount of samples used to analyze durability. [(𝑆1, 𝐻1), (𝑆2, 𝐻2), (𝑆3, 𝐻3),………(𝑆𝑚 , 𝐻𝑚)]. 

3.4 Dual Flow Configuration of CNN 

Modeling behaviour in time and space domains is possible with vision anomaly detection. Optical flow fields 

are widely used in control because they can provide information on the speed and direction at which pixels are 

moving in the current image. 
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Figure 3: Image processing using CNN in a dual-flow configuration 

The above figure 3 shows Image processing using CNN in a dual-flow configuration. Dual-stream CNN-based 

personnel detection uses CNN's learning capability to segment and classify color images and optical flow 

images. There are two CNN networks: one is built on RGB images, and the other is on optical flow images of 

CNN's original two-stream architecture diagram. The processing done by the spatial CNN can be seen in the 

upper branch. The spatial CNN follows the same network model for object detection and classification tasks. 

The trained dataset is utilized for the network fine-tuning process before applying it to the full dataset. The 

model must anticipate each video frame in the data set for behaviour detection because it is made up of 

behavioural data recorded on video.  

Spatial CNN has a provision of additional synthetic characteristics in data sets thanks to the superior learning 

capabilities of CNN. The next branch shows how the time CNN is processed. As shown by the features of the 

optical flow image, the amount of labeled visual information is extremely small, which poses a challenge for the 

training time CNN model. Calculating the optical image takes significantly longer than obtaining the RGB 

image. As a second point, the optical flow calibration is less precise than the RGB picture calibration. 

Many activities or sports have parts that are duplicated elsewhere. The optical stream and the duration of the 

optical method influence CNN's learning ability has been suggested. With the help of keyframe extraction and 

video segmentation, CNN's learning ability for electro-optic flow information can significantly improve. 
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3.5 Multi-Flow Configuration of CNN 

 

Figure 4: Image processing using CNN in a Multi-flow configuration 

As per Figure 4, recognizing a scene serves as the input unit for CNN, which predicts what will happen next in 

the current video scene and makes predictions by cutting the video into individual frames one at a time. The 

image of optical flow serves as per the framing methodology. One frame RGB image is directed to join at 

Multiflow CNN model and finally prediction, detection takes place in which the image is detected and 

predicted. 

3.6 Auto Encoder Module 

It is necessary to identify fraudulent internet traffic and glitches in general, and the proposed system uses Deep 

learning to detect malicious activity among IIoT devices. The contract stipulates that the extract and intelligent 

commentary will be performed using a trained Auto Encoder type Neural Network (NN) and network traffic 

features between vending machines. 

The Neural Network is divided into two network connections in an autoencoder: an encoder and a decoder. Four 

major components make up an autoencoder. 

Encoder: It is where the system knows how to compress the input data and reduce its dimensions. 

Bottleneck: which surface contains the information data's condensed representation. The input data has been 

shrunk to its smallest possible size. 

Decoding: Data reconstruction from an encoded representation is known as decoding, and it is the process 

whereby the model is trained on how to do it. 
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Reconstruction loss: Decoder performance can be evaluated by measuring how closely the output signal 

matches the input signal. 

This network takes an input and refines it so that the second converter system can use it to bring the original 

input back to its original form. 

When using, first deform the input data into a response time representation and then reconstruct the output from 

that. They gain knowledge to compress the original input data into an abstract sense, which is then 

decompressed by transforming it into something that matches the original input data in size and format. As a 

result, it is compelled to decrease the initial problem's dimensions and learn how to overlook noise. To put it 

another way, the autoencoder has three layers such as input, hidden, and output which are interconnected with 

each other. The encoder networks according to the multilayer perceptron network that used to predict the output 

Q by processing the input P. The input layer processes the P processed by the hidden layer and the output 

network produces the output Q. Then the transmission of the encoder and decoder of input is defined using the 

below equations. 

𝑦 ∶  𝑌 −>  𝑊  

𝑦0 ∶ 𝑊 → 𝑌     (8) 

𝑦, 𝑦0 ∶ {|𝑌 − (𝑦0  ∗  𝑦)|𝑌}2 

An objective function is optimized throughout the learning process to compute the deviation of input (y) and 

reconstructed value (y0). Compared to other models, the above equation provides a solution for top-performance 

efficiency. The encoder gets the input vector 𝑦 ∈   𝐹𝑆𝑦  and produces a vector 

𝑤 ∈   𝐹𝑆(1)is defined in the below equation. 

𝑤 = 𝑗(1)(𝐾(1)𝑦 + 𝑐(1)                  (9) 

𝑦0 =  𝑗(2)(𝐾(2)𝑦 + 𝑐(2)                (10) 

It is clear from the equation that (8) relates to the network starting level (9). Equations (9) help efficiently attain 

the performance (10). 

 

 

 

 

 

 

 

 

 

 

 

 

Type equation here. 

Figure 5: Encoder's Node Count Diagram  
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 The above figure 5 shows the path diagram of equation(5) semantic deviation. The encoder's node count 

decreases as it advances through the levels, while the decoder's node count increases. Decoders are typically 

symmetrical in design in aspects of the layer structure to the encoder. Because of this, the current network 

anomaly detection algorithm presented in this paper and blockchain technology, CNN-based deep learning, 

helps enhance security, durability, versatility, and network traffic protection using a deep model of the complex 

environment. 

4. Results & Discussion 

The proposed OC -VDL model's security, precision, privacy, durability, performance, and effectiveness were all 

considered during the simulation analysis. The responses to each section are shown in the graphs below. 

4.1 SecurityAnalysis 

 

Figure 6: Security Analysis  

Each job/task is broken down into key training sequences that identify safety elements at each step and coach 

employees about avoiding unsafe conditions.  

Using Security Analytics, a proactive approach to cybersecurity can be developed by analyzing large amounts of 

data. Monitoring network traffic, for example, could be used to spot signs of compromise before they become a 

real threat. This process is systematic. It is achieved from equation (3). 

4.2 Precision Analysis 

 

    Figure 7: Precision Analysis  
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As a sample, Figure 7 depicts the precision analysis for the model proposed. Precision refers to how close a 

quantification is to a standard or ideal quantity. It is a measure of honesty, and the reverse is true, observed from 

equation (4). This term describes how closely an observed or calculated amount corresponds to a valid (actual) 

quantity. Accuracy and precision have a great deal in common, yet they are two very different things. 

 

 

4.3Privacy Analysis 

 

    Figure 8: Privacy Analysis  

Figure 8 reveals the privacy analysis. Two methods are there to be considered for in-network traffic. 

There are two types of traffic-analysis attacks: passive and active. It's possible to conduct a passive traffic-

analysis attack by searching for specific characteristics in one part of the system's traffic and then stealing them 

from another. Network analysis can approximate complicated relationship patterns, and the entire network can 

be analyzed to reveal the network's core features. Results: There is a wide range of interactions between the 

items, as seen from the network structure. The network was divided into three groups, which can be achieved 

through equation (5). 

4.4 Durability Analysis 

 

Figure 9: Durability Analysis  
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Figure 9 represents durability analysis, an investigation, test, or measurement procedure's ability to produce 

consistent results over time. The degree to which a study's design produces reliable and secure results is known 

as the reliability of the researcher. If a measurement consistently yields the same results repeatedly when used 

on the same thing, it's considered precise data. This is achieved through equation (6). 

4.5 Performance Analysis 

 

   Figure 10: Performance Analysis 

Figure 10 depicts the performance analysis shown by a graph plotting against the existing proposed 

algorithms and other methods with many data sets. For example, the OC-VDL approach has a 98.9 % 

performance rating in the suggested model, compared to different ways, with a lower performance rating that 

the equation anomaly detection algorithm satisfies. 

4.6 Efficiency Analysis  

 

   Figure 11: Efficiency Analysis 
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of efficiency are achieved using (7),(8). Figure 11 depicts the results of the efficiency test. 

Compared to existing models such as BCSA, SML, DL-ADA, SVM, and DL-VAD, the proposed model OC-

VDL is superior in performance, accuracy, efficiency, safety, and security. This new technology was developed 

to resolve the competing issues mentioned in the paper. 
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5. Conclusion  

An intelligent information security tracking, modeling, and management system combines architecture and 

design normalization and implementation of the project outlier detection via OC-VDL smart contracts. It's based 

on clever techniques that our researchers have frequently employed. Smart Contracts and Blockchain network 

features provide a two-way joint declaration for this scheme, which enforces advanced anomaly detection 

functions. As a result, even the most efficient and effective network interaction between trading devices in the 

IIoT ecosystem is guaranteed. The proposed Deep Learning Smart Contract uses a cutting-edge Deep 

Autoencoder to provide an intelligent mechanism for accurately classifying risky oddities in IIoT exchanges, 

most of which are cyber-attacks. The system's primary goal is to improve critical infrastructure security 

protocols, and the proposal does that. With the help of a multifaceted dataset of high complexity, the proposed 

system was evaluated for its performance in comparisons, controls, and tests. The dataset was developed after 

thorough research into the operation of IIoT devices. This research presented a novel way to detect anomalies in 

the Blockchain network using advanced computational intelligence methods that are dependable, constrained, 

and extremely effective. Therefore artificial intelligence (AI), as a building element of the Blockchain network, 

is the proposed system's most significant innovation he strengthening the network's Blockchain. The Deep 

Autoencoder variables should be further optimized for future system improvement and expansion. In this way, 

the proposed technique will become a classification process that is more precise, efficient, and quick and that 

can separate IIOT system states with even greater precision. 

Further optimization of the Deep Autoencoder parameters should focus on any system development or future 

improvement suggestions. The new approach will be a classification process that can separate IIOT system 

states even more precisely while faster and more efficient. Additionally, the proposed framework should be 

improved by automatically incorporating self-improvement techniques and redefining its parameters. 
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