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Abstract

Corporate strategies have employed techniques that enter the domain of shadow and espionage in this rapidly
developing, technologically competitive business environment. Supporting a security strategy is a way to counter
these possible dangers. To preserve corporate success in the marketplace, network security needs to be crucial
to the protection of electronic documents. Encryption technology has become more important in recent years
for protecting online digital documents. This research was motivated by the fact that document verification has
become quite time-consuming and difficult due to a variety of challenging and laborious processes. Existing
technologies often malfunction when a single kind of encryption, such as AES, Data Encryption Standard (DES),
or Rivest, Shamir, Adleman (RSA), is utilized at the request of the customer. Therefore, this study proposes hybrid
cryptography, which integrates two novel algorithms into existing encryption protocols. A digital signature is
generated for the data when a user uploads a data. The data are encrypted in parallel using the suggested Secured
Hash Function-256 (SHA-256) method with improved DES and RSA (SHA-256+Enhanced DES+RSA). The
proposed encryption method was shown to be more accurate than previous studies in experimental evaluations of
data encryption.
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1. Introduction

All tiers of government in our nation use documents as a working tool and offer crucial job material. Transmission
efficiency will be impacted by speed limits and distance when the primary form of conventional document interchange
is the manual service and mail technique. Traditional methods of transmitting documents have their own drawbacks,
however, including slower speeds, more susceptibility to leaks and losses, and higher costs [1]. The proliferation
of computer technology and the establishment of a national e-government led to the elimination of the use of paper
documents in an increasing number of government agencies [2]. In an e-government context, electronic documents
(ED) overcome paper’s drawbacks by having a fast retrieval, compact storage, long-distance distribution, and
multi-user sharing [3]. This has changed the “Document travel” phenomena of conventional document processing,
broken time and space limits in material transmission, and resulted in prompt, electricized document delivery,
considerably improving business efficiency. However, the intergovernmental transmission of ED must contend with
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new vulnerabilities and new methods of attack. These include concerns regarding the security of the documents, the
transfer and detection of ED across computer viruses, and various industries. These problems are associated with the
implementation and spread of ED in China. Since the internet is a publicly accessible network, anybody, anywhere,
and using any method may establish a connection to it [4]. This presents a difficulty for the security of ED since
anybody can access to the Internet. The most common threats to the safety of electronic document delivery include
unauthorized access to the data, tampering with the data, impersonation, the introduction of viruses, and so on. For
instance, the incidence of infection with computer viruses in China reached 91 percentage in 2007, and 85.5% in
2008, according to a study on the technical analysis of the 2008 computer virus situation investigation [5]. New
computer viruses in 2008 were 49% higher than in 2007, according to a study on computer viruses and Internet
security in China. The internet is the significant cause for spreading the virus; if the virus in the ED system is not
quickly identified, it will cause the system to become dysfunctional, potentially leading to the loss of vital records or
significant delays in their transmission, and ultimately rendering the entire electronic government system useless [6].
Hence, we should encourage the use of ED, support security research, and enhance the distribution of electronic
papers in a secure manner. This study suggested using Secured Hash Function-256 (SHA-256)+DSA to encrypt
online ED to increase the EDs security. The study is structured in such a manner that Part 2 provides literature review,
Part 3 outlines the recommended approach, Part 4 depicts findings and discussion, and Part 5 draws a conclusion to
the research.

2. Literature Review

An “Improved Identity-Based Encryption” technique is suggested, which may efficiently easier the process of key
generation, minimize the network traffic, and enhance the WSN security by considering its unique features and building
on the notion of identity-based encryption (IBE) [7]. For this study [8], researchers looked at the safety features of
four distinct encryption systems. The author presented the study and use of a single homomorphic encryption method
in a cloud setting and based his comparison of the effectiveness of four such algorithms on experimental data. The
study [9] offers a novel cryptographic approach to ensuring the safety of digital audio. Inspired by classic symmetric
models, this encryption scheme relies on a chaotic circle map and revised rotation equations to produce truly random
data. Using asymmetric scalar-product-preserving encryptions and Hadamard product operations, article [10] offers a
“Searchable Encryption that enables Privacy-Preserving Fuzzy Multi keyword search” on cloud-based infrastructures.
The author uses the machine learning primitive “Word2vec” to get a fuzzy correlation score for encrypted data and
query predicates, allowing us to implement the usefulness of fuzzy searches. The performance is broken down and
analyzed in several different ways, including multi keyword token analysis, file retrieval and matching accuracy
analysis, and so on.

The article [11] analyzes the efficiency of the SIMON cryptographic algorithm and suggests a lightweight-cryptography
method based on SIMON for usage in an [oT-driven environment. While most previous research has focused on hardware
implementations, this one takes a software perspective to performance optimization. The contribution investigates the
features of the SIMON cypher with an eye on using it in IoT health-care systems for improved performance. The
study [12] suggests a method of encrypting digital images inside ED. The primary notion is that by adding digital
watermarks to the images in this document, the authorship of the electronic document may be safeguarded. The
paper considers three cases utilizing the suggested methodology: Complete copies of ED, copies of images within the
document, and copies of text. It is shown that authorship confirmation can be effectively done in all three scenarios.
The study [13] suggests a safe electronic health record program based on essential element crypto algorithm and smart
contract innovation to ensure privacy, verification, authenticity of medical information, and allow fine-grained security
controls. In this system, we secure data using attribute-based encryption and IBE, and we implement digital signatures
using identity-based signatures. The article [14] introduces a new approach to dual watermarking by combining the
“Discrete Wavelet Transform (DWT),” “Singular Value Decomposition (SVD),” and “Set Partitioning In Hierarchical
Tree” structure. The approach employs a second-level DWT to decompose the host image into a variety of frequency
components. Then, we apply the SVD transformation to the selected wavelet subcomponent. Both the logo watermark
and the signature watermark are encrypted using Arnold transform and hamming code, respectively, before embedding.
As a last step, we use an embedding technique to include both encoded watermarks into the host image after its
transformation [15-23].

3. Proposed Methodology

This section discusses in detail about the security and privacy protection for online ED. Figure 1 depicts the flow
of the proposed methodology. When a sender “A” uploads a document digitally, digital signature is generated
for the document using SHA-256 integrated digital signature algorithm. In parallel, data are encrypted by the
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Figure 1: Flow of the proposed methodology.

proposed hybrid encryption technique Enhanced Data Encryption Standard (DES) + Rivest, Shamir, Adleman
(RSA) algorithm.

3.1. E-document encryption using SHA-256 with enhanced DES and RSA algorithm

To secure the context of E-document, we employed SHA-256+Enhanced DES+RSA for E-document encryption. The
E-document is double encrypted by this approach. In the first stage, E-document is encrypted by SHA-256 encryption
algorithm. In the second stage, encrypted E-document is again encrypted by enhanced DES+RSA algorithm.

3.1.1. SHA-256 encryption algorithm

A one-way hash function, SHA-256 takes a string of arbitrary length and returns a string of the same length. It is a part
of the SHA-2 family and is one of six different functions that make up SHA-2. To provide more effective encryption, it
produces keys with a greater key space and sensitivity. It utilizes a modified SHA-0 hash algorithm. To create the initial
secret key for protecting online ED, SHA-256 has been employed. A text string of 360 characters is given as input to
the SHA-256 algorithm, which converts it into a secret key of 256 characters. SHA-256 is used to create three distinct
chaotic sequences, one for each of the input image’s three color components (Red, Green, and Blue).

3.1.2. DES
After more than three decades of service, the DES, commonly known as the Data Encryption Algorithm, is still widely
used. The DES is the best-known symmetric cryptosystem. The DES encrypts and decrypts using the same algorithm.
It uses a 56-bit key to encrypt a 64-bit data block.

e [t creates cypher text (P) by encrypting plain text (C) with key (11), where P =111 (C)

e Plain text (C) is created by decrypting encrypted text (P) using key (I11), where C = Dk1 (C)

Plaintext is first encrypted using one key, then again using a different key, and finally using a third key in triple DES.

P =15 (1,,(I(P))) M

C=Jp;(J1(Jn(C))) 2

The key length of 3DES is 168 bits, which is 3 times as large as the key length of DES, which is 56 bits. As a result,
the complexity of the key has grown by a factor of 2'"2. The key length that is used is 112 bits, although this is
primarily because of the risk of an attack known as a meet-in-the-middle attack: If the adversary is in possession
of both the plain text and the cypher, then he is in a position to attack the encryption on both ends. The plain text
represents all the potential encryption keys (256 possibilities). The encrypted documents that are produced by this
process also include all potential keys for each level 2 encryption (2! possibilities). Their findings are contrasted
with those obtained when the encrypted text was decrypted using each key individually (2¢ possibilities). Therefore,
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in all, just 2''? 425 encrypting and decryption operations are carried out, but the brute force approach requires 2'6
of each operation.

3.1.3. RSA approach
RSA has crucial characteristics that affect its speed and security. When the modulus is made longer, it becomes
more difficult to break down into its component parts. It will be more challenging to decrypt without knowing the
private key because of the increased length. Changes to the message length have a corresponding effect on the
length of encrypted messages in a digital document. Therefore, greater size chunks are chosen to strengthen the
security of the data in use, allowing for the encipherment of a larger message. The time-dependent performance
of the RSA method was examined by adjusting such values. The values of I, j, and q may be calculated in the
subsequent stages.

e Seclect the prime integers ¢ and n that are both extremely huge (100+digits).

e Set g=c*n.

e Select an enormous integer I such that

GCD (i, (i, (c-1)*(n-1))=1
e  Findj such that i*j mod ((c-1)*(n-1))=1

In cryptography, the “public key” refers to a certain numeric (q, i). In spite of the fact that these numbers are available
to the public, computing j from q is computationally impossible for sufficiently big values of p and q. After obtaining
the public key, R uses it to generate the cypher P, which is then used to encrypt the message.

P = Me mood q i: Public key (3)
The encryption is then deciphered by the recipient using the private key and the following equation:

R =Pjmod qj: Private Key “4)

Now, this might look a little complicated, and the math does require a lot of computational power because the numbers
are so big. Both ¢ and n could have more than 100 decimal digits, j and i will be about the same size, and n could have
more than 200 digits. Still, a simple example might be helpful. In this instance, the values of ¢, n, I, and j are chosen
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Figure 2: Encryption process.
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Figure 4: Average avalanche effect.

to be very small on purpose so that the reader can see how badly these values work, but hopefully, the algorithm will
be shown well enough.

3.1.4. Enhanced DES and RSA algorithm

To further strengthen DES’s protections, we have implemented a novel method. As such, we have decided to employ a Three-
Time DES with RSA Algorithm. The key length is 504 bits. The keys are being used autonomously. Public and private key
pairs are generated at random in the RSA algorithm. Figures 2 and 3 show the encryption and decryption procedure.

Triple DES = 3J' = 1,5 (112 (111 (P)));P =(3J'1 (3JIL2 (3J[Li (C))) ©)
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C= (3JJL3 (3JJL2 (3JJLiP))) (6)

4. Results and Discussion

This section discusses in detail about the findings of the security and privacy protection for online ED. The parameters
are average avalanche effect, execution time, resource consumption, and energy consumption (EC). The existing methods
utilized in this research to evaluate the performance of the proposed method are Tiny Encryption Algorithm (TEA),
eXtended Tiny Encryption Algorithm (XTEA), Dynamic Light-weight Symmetric XTEA (DLS-XTEA). The Avalanche
effect may be used to assess the efficiency of proposed and traditional algorithms in ensuring the security of online electronic
data. Based on the approach’s resistance to threats and real-time attacks during data transfer, it is calculated. The ratio of
modified bits to the sum of bits in the cypher text is called as the avalanche effect in encryption techniques. Figure 4 depicts
Avalanche effect comparison. Compared to conventional methods, the proposed method exhibits more significance.

When estimating the execution time of a task, run-time or system actions that the system does on its behalf are also
taken into consideration. Figure 5 depicts the execution time comparison. Compared to conventional methods, the
proposed method has a lower execution time to execute its task.

The term “memory consumption (MC)” refers to the total amount of memory that an application uses while running
Figure 6 shows MC comparison (RAM and code size) during the encryption process. Figure clearly shows that the
proposed method has a low MC when compared to other methods.
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The amount of energy that must be used to encrypt data is referred to as the EC. Figure 7 depicts EC comparison.
Figure clearly shows that the proposed method has a low EC when compared to other methods.

5. Conclusion

As a result of the rapid expansion of network and Internet applications, there is an increasing need to tighten security
measures across these platforms. Therefore, the significance and value of the online electronic document data exchanged
through the internet and other media are growing. Data security for sensitive information and multimedia is becoming
more crucial. Encryption is a key technique for safe electronic data transfer across open networks. For safe electronic
data transfer, we suggested a SHA-256+Enhanced DES+RSA encryption technique in this study. The performance of
the suggested technique is shown by comparison with well-known methods such as TEA, XTEA, and DLS-XTEA. The
suggested strategy outperforms traditional strategies, according to simulation findings.
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