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Abstract
In various medical settings, ranging from hospitals to mental health care facilities and even homes, the Wireless Body Area Network (WBAN) assumes a critical role in enhancing the real-time monitoring of patients' overall health. The significance of the WBAN has grown recently due to its fundamental utility and its broad array of applications within the medical domain. As the data being transmitted across the WBAN infrastructure pertains to sensitive patient information, ensuring its security remains a matter of paramount importance. The establishment of a strong security framework holds immense necessity for any WBAN network to ensure the secure exchange of data between sensor nodes and other WBAN networks. This document introduces the Extended Support Vector Machine (ESVM) as an approach to differentiate trusted nodes within WBAN networks. This differentiation is accomplished through a classification method that reinforces the security dimensions of these networks. By employing Kernel-based Independent Component Analysis (K-ICA), relevant features are extracted from the data. The results of conducted tests unequivocally demonstrate that, when compared to various methods used previously, the proposed ESVM technique outperforms all of them in terms of its capacity to accurately classify trusted WBAN nodes in process innovation.
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1. Introduction
[bookmark: _Hlk80000657][bookmark: _Hlk147770796]Within medical environments, such as hospitals, mental health care facilities, and even domestic spheres, the Wireless Body Area Network (WBAN) assumes a pivotal role in enhancing the real-time monitoring of patient well-being. The essential contribution of WBAN and its broad scope of applications in the medical sector have garnered heightened attention in recent periods. Given that the data conveyed across the WBAN structure pertains to sensitive patient records, ensuring security holds paramount significance. To guarantee the safe transmission of data between sensor nodes and other WBAN networks, a robust security level is indispensable for any WBAN network. This document introduces the concept of the Extended Support Vector Machine (ESVM) to differentiate trusted nodes within WBAN networks. This differentiation is accomplished through a classification methodology that reinforces the security fabric of these networks. Through the application of Kernel-based Independent Component Analysis (K-ICA), relevant features are extracted from the data. The results of the conducted tests clearly demonstrate that, when compared to various other methods used previously, the proposed ESVM method outperforms them all in terms of accurately classifying trusted WBAN nodes. WBANs have transformed healthcare monitoring by enabling real-time data collecting from small biosensors implanted or connected to patients. However, assuring data transfer security and dependability inside WBANs remains a crucial concern. The identification and categorization of trusted nodes inside the network is a critical component of tackling this difficulty. Using an advanced technique known as Enhanced Support Vector Machine (ESVM), this research proposes a unique way to improving the categorization of trustworthy nodes inside WBANs. Trusted nodes are critical to ensuring the integrity and security of data flow inside WBANs. These devices have been validated, authenticated, and approved to perform specified duties. Their tasks include safeguarding data transfer and limiting risk. The suggested method makes use of the capabilities of Enhanced Support Vector Machines (ESVM) to intelligently classify trustworthy nodes inside WBANs. SVMs (Support Vector Machines) are well-known machine learning techniques for classification applications. ESVM, an SVM extension, includes changes that increase classification accuracy by optimizing parameters and feature selection. This method successfully manages the complexities and intricacies of identifying trustworthy nodes in WBANs, resulting in increased dependability and security. Extraction of Relevant characteristics: The procedure begins with the extraction of relevant characteristics from data acquired by biosensors in the WBAN network. These characteristics capture crucial physiological changes and patterns that help differentiate trustworthy nodes from others. Enhanced Support Vector Machine (ESVM): The use of ESVM for classification is at the heart of the technique. The SVM model is optimized by ESVM by fine-tuning parameters and picking the most useful features. This enhancement improves the model's capacity to distinguish between trusted and untrusted nodes. Training and Validation: The ESVM model is trained using a dataset of labeled instances of trusted and untrusted nodes. The model learns the data's fundamental patterns and correlations. The use of a distinct dataset for validation assures that the model's performance is resilient and generalizable. Categorization and Outcomes: Following its training, the ESVM model is deployed to classify nodes within the WBAN network. To gauge the model's effectiveness in identifying potential candidates, the outcomes are assessed using measures like precision, recall, and the F1-score. A comprehensive paper generally adheres to the subsequent structure: 1. Introduction, 2. literature review, 3. Proposed Approach, 4. Findings and Discourse, 5. concluding remarks.

2. Related work
Citation [4] introduced a system concentrating on identifying sensors utilizing the MICS frequency band. The utilization of radio transmissions from implanted medical devices has expanded our comprehension and preemptive measures against human illnesses. The study provides a methodology applicable across three distinct scenarios for positioning the receiving station. In another reference [5], the proposal of a wireless nurse caller system is made, designed to expedite a swift and seamless setup process. This involved employing Bluetooth modules, specifically the MH-10, as both transmitter and receiver units, integrated with an ATMega8 microprocessor. Data processing was facilitated using an ATMega8 microcontroller, resulting in the display of characters on an LCD, activation of an LED, and initiation of a buzzer for medical assistance summoning.
In reference [6], the cooperative routing protocol (CRP) was harnessed to extend the longevity of network lifespan and enhance package delivery ratio (PDR) through the reduction of end-to-end delay (EED). EED served as a benchmark for assessing CRP within WBAN routing systems. The implementation of CRP led to expedited packet transfer and minimized packet loss, offering an enhanced EED within the WBAN system. Furthermore, reference [7] aimed to elevate the performance of WBAN networks. Their proposed technique centered around constructing an informative table detailing each sensor's operational parameters and transmission timings. The strategy was constructed and analyzed using OMNET++, with the augmented throughput of IKS significantly mitigating packet loss and end-to-end latency. This underscores how IKS bolsters network performance amidst WBAN devices, ultimately enhancing the efficiency of patient data transmission.
In reference [8], the integration of WSN and CC was explored, revealing two often-overlooked hurdles in their alignment: the impedance preventing cloud benefit clients (CSU) from accessing requisite services from the authentic CSP and the challenge for sensor network providers (SNP) to fulfill the CSP's demands. This reference delved into the attributes of CSP and SNP, CSU and CSP requirements, as well as aspects of cost, trust, and reputation in CSP and SNP management. A trust and reputation management framework were introduced to facilitate the coupling of cloud and sensor systems.
Addressing secure data transmission, reference [9] analyzed an AI-fueled solution to encrypt biometric data, highlighting the significance of effective route selection and network architecture. The absence of signal redundancy led to facile network disconnections, which this study aimed to combat. By devising a network topology and connection strategy that minimizes interference and utilizes a broader frequency band, the study presented several algorithms and implementations to counter coverage and connectivity issues in the community spectrum.
Focusing on low-power devices and sensors, reference [10] introduced a novel framework to counteract route loss within WBAN, exemplified across three distinct scenarios where crucial human body data was captured to establish parameters. The study's simulations encompassed both on-body and intrabody communication, revealing an increase in route loss with distance and frequency.
Lastly, reference [11] proposed an ANFIS classifier-based technique for sensor node (SN) classification, aiming to elevate the effectiveness of WBAN systems. The process involved feature extraction and categorization, ultimately optimizing the trust-related attributes of SNs through evolutionary algorithms.
Citation [12] introduces an energy-conserving strategy for ensuring the secure transfer of patient information to medical authorities. To amplify the reliability of the system, the authors suggest a modified rendition of the "adhoc on-demand distance vector (AODV)" protocol, termed "RelAODV (Reliable AODV)." Noteworthy constraints encompass a fixed endpoint and a limited count of sensors. In an alternative source [13], an effective approach to message routing is unveiled, leveraging multiple hops and node categorization to alleviate sensor energy expenditure. This strategy caters to both the secure transmission of medical data and the augmentation of WBAN's dependability. To reinforce the reliability of WBAN communication, an arrangement for categorizing transmitted data is recommended, affording elevated safeguarding to vital communications in contrast to standard ones. This dynamic prioritization is implemented at WBAN's tier-2.
Reference [14] puts forth an "Energy-Efficient and Reliable Routing Scheme (ERRS)" designed to elevate the stability and trustworthiness of WBANs. ERRS encompasses the principles of "Forwarder Node Selection and Forwarder Node Rotation" and employs an adaptable static clustering routing mechanism to amplify stability and the enduringness of the network while optimizing reliability.
In another investigation [15], a non-preventative priority scheduling methodology is examined for WBANs, striving to truncate transmission duration and occurrences of data collision. In scenarios involving critical-rescue operations, the upsurge in control packets within the network escalates energy consumption and leads to longer WBAN waiting periods. The proposed approach empowers coordinators to elect channels based on priority, allocating heightened significance to critical and top-tier data signals and designating distinct static channels for individual users. This technique effectively reduces channel access time by dispatching small data packets to the coordinator at brief intervals, thus mitigating substantial collisions among adjacent WBANs.
Source [16] explores techniques for verifying authenticity within these networks, uncovering effective methods of unimodal and multimodal biometric identification based on facial and vocal traits. The research evaluates the suitability of cryptographic and non-cryptographic authentication for medical contexts, emphasizing that cryptographic-based methods might not align well with WBANs. In the context of citation [17], an ingenious and energy-conscious design for WBANs is introduced to aid in diagnosing and monitoring COVID-19 patients. This strategy employs a machine learning model that sorts individuals into two categories—those with COVID-19 and those with a common cold—by analyzing the symptoms they transmit to the cloud.
In reference [18], a comprehensive M-Health framework is presented, featuring secure applications, fortified cloud components, and predictive analyses driven by machine learning to enhance diagnostic capabilities. Information collected from sensor nodes traverses cellular networks to local databases before being stored in cloud-based storage services. Another academic inquiry [19] introduces an authentication algorithm centered on Received Signal Strength Indication (RSSI), suitable for scenarios requiring a discreet, innate authentication method characterized by economical hardware costs and modest power consumption. This algorithm utilizes RSSI data from wireless devices to extract characteristics from radio channels spanning the distance between wrists and waist. Additionally, reference [20] formulates an optimized model for assessing risks, relying on affordable, noninvasive risk indicators. Various algorithms are enlisted to determine an individual's susceptibility to developing heart disease. WBANs confront challenges regarding trust, privacy, and data consistency. Remote patient monitoring demands confidence in entities and the reliability of data. The landscape encompasses concerns such as security, compatibility, transferability, diversity, bio-compatibility, and energy efficiency. Key management strategies enhance the trustworthiness and credibility of WBANs. Nevertheless, traditional trust management methods often place significant demands on resource-constrained WBANs. In response to these challenges, the proposed solution adopts ESVM to both identify and bolster the security of WBANs.


3. [bookmark: _Hlk78354310]Proposed work
Figure 1 depicts a graphic representation of the proposed approach framework. It outlines the processes used in order to achieve the categorization of trustworthy nodes inside the WBAN network. This method requires rigorous data handling and processing to achieve accurate and dependable results.
Step 1: Obtaining the SN Dataset
The first phase is acquiring the Sensor Node (SN) dataset, which contains critical information gathered from the numerous nodes functioning inside the WBAN network. This dataset serves as the basis for further research and categorization.
Step 2: Data Preparation Using Min-Max Normalization
Before beginning the analysis, it is critical to normalize the data to a uniform scale in order to avoid any potential bias caused by differing data ranges. This procedure is aided by min-max normalization, which ensures that all data points fall inside a given range, improving the precision and consistency of following processes.
Step 3: Extraction of Reliable Node Characteristics Making Use of KICA
The next step is to extract essential characteristics associated with trustworthy nodes in the WBAN network. This is accomplished by employing Kernel-based Independent Component Analysis (KICA), a technique designed to reveal underlying patterns and correlations in data. KICA allows for the discovery of differentiating characteristics that contribute to categorizing nodes as trustworthy inside a network.
The newly developed field of Wireless Body Area Networks (WBANs), which is anticipated to transform healthcare and other industries, is represented by the paper titled "Enhanced Support Vector Machine-Based Intelligent Classification of Trusted Nodes in WBAN". The identification and classification of trusted nodes within the network, a significant difficulty in WBANs, is addressed by this innovative technology. This technology is based on the Enhanced Support Vector Machines (ESVM) algorithm, an advancement of the well-known Support Vector Machine (SVM) method. By using sophisticated feature selection methods and innovative optimization techniques, ESVM improves the node classification process' accuracy and effectiveness. The dependability and security of WBAN networks are increased because of ESVM's increased capacity to recognize complex patterns and traits that set trusted nodes apart from others.
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Figure 1. Suggested methodology framework.
Data preprocessing refers to the manipulation of raw data to render it suitable for subsequent analytical procedures. Traditionally, this constitutes a pivotal phase preceding the initiation of data analysis. A technique known as Min-Max normalization is commonly employed to linearly transform data within a specific range. This method preserves the inherent relationships between disparate data points while ensuring adherence to predefined bounds. The utilization of pre-established boundaries stands as a vital approach in effectively aligning data for accurate fitting. With this technique to normalization, as shown in (1),
                      (1)                     
The dataset possesses Min-Max scaling, and within this scaling, one of the boundaries is defined as [K, T]. Q symbolizes the original data range, whereas Q represents the transformed data range.
3.1 Feature extraction 
The process of feature extraction is crucial to both data analysis and pattern recognition. It entails the reduction of dimensionality while highlighting the most important information from raw and complex data to present it in a format that is more succinct and representative. Features are a condensed version of the original data that keeps only the important aspects and leaves out any extraneous or redundant information. The main goal of feature extraction is to increase the effectiveness and efficiency of following data analysis tasks including modeling, clustering, and classification. The computing load is decreased, and the analysis's accuracy is frequently increased, by choosing and extracting essential features. A crucial step in data analysis and pattern identification is feature extraction, which compresses complex and raw data into a format that retains the most important details while lowering dimensionality. By emphasizing pertinent elements, this condensed representation, or features, improves analytical accuracy and efficiency. Selecting pertinent and non-redundant characteristics, lowering dimensionality for better understanding, guaranteeing generalizability to new data, and adding domain expertise are important factors to consider. Facilitated by methods like Principal Component Analysis (PCA), Independent Component Analysis (ICA), and statistical metrics, the process of feature extraction involves transforming data into a clear and interpretable format, serving a crucial role in diverse fields by supporting effective analysis and pattern recognition. This encompassing procedure addresses key facets, including ensuring relevance by capturing essential data differences and removing redundancies that introduce noise, reducing dimensionality to enable better comprehension of high-dimensional raw data, achieving generalization for robust model performance across both current and new datasets, and integrating domain knowledge to select meaningful features aligned with specific problem contexts and domain principles. Principal Component Analysis (PCA), Independent Component Analysis (ICA), Wavelet Transform, Statistical Measures, and Feature Scaling are among the techniques contributing to this comprehensive process. Ultimately, feature extraction transforms raw data into a format fostering efficient analysis and pattern recognition, a pivotal step enhancing accuracy, efficiency, and interpretability across domains, from image recognition to natural language processing. As indicated in (2), the input data is translated into an implicit feature space E through a nonlinear map function to fully leverage specific sequences correlations among spectral bands.
 	                                                   (2)
Where x is a randomly generated vector in the input space  and Φ(Y) is its image in the feature space E. The feature space E has the potential to have substantially higher (perhaps infinite) dimensionality than its equivalent.
To reconstitute the nonlinear independent components, we must first find a demixing matrix   in the feature space, as illustrated in (3).
= (Y)                                                                                                      (3)           
To make classical ICA estimate easier and better-conditioned, whiten the observed variables using PCA transform. KPCA in feature space E can be used to leverage high order correlation between spectral bands. Then, ICA is applied on the whitened data to identify nonlinear independent components.
3.2 Classification of trusted nodes in WBAN
The ESVM technique functions as a classification approach to differentiate among trustworthy nodes within the WBAN system. In the context of binary classification, the samples are partitioned by a hyperplane represented by the equation x^U y + c = 0, where x is a coefficient vector in the space normal to the hyperplane, c is the origin's offset, and y denotes data points. The primary aim of ESVM is to determine the values of x and c. For linear scenarios, the equation can be solved using Lagrangian multipliers. The data points lying along the outermost boundary are known as support vectors. Consequently, the solution for the equation x takes the form x = ∑_(j=1)^n α_j z_j y_j, where n represents the total count of support vectors, and y_j signifies the labels for sample Y. By considering y_j as support vectors and observing that y_j (x^U y_j + c) - 1 = 0, the value of c can be inferred. The linear discriminant function can be established once x and c have been determined in equation (4).
The function h(y) is determined as sgn(∑_(j=1)^n  α_j z_j y_j ^U y+c) ………. (4), embodying the classification outcome. To address nonlinear scenarios, a kernel approach is introduced. The decision function can then be represented by (5).
h(y) = sgn(∑_(j=1)^n  α_j z_j L(y_j, y) + c) ………… (5)
The ESVM classifier excels in managing multi-class separations, even when they're linearly complex. By employing SVM's kernel technique, the linear space is transformed into a higher-dimensional space, enabling the classification of nonlinear input patterns.
3.3 An algorithm for a WBAN based on ESVM
The algorithm tailored for a Wireless Body Area Network (WBAN) grounded in Enhanced Support Vector Machine (ESVM) introduces a robust method to ensure secure, reliable, and efficient data transmission within the network. It employs ESVM's advanced capabilities to improve the classification of nodes, involving data acquisition, preprocessing, feature extraction, ESVM model training, validation, and real-time node classification. This algorithm's deployment enhances the WBAN's overall security and reliability, making it adept at intelligently categorizing nodes as trustworthy or not, ultimately contributing to secure data communication and dependable network performance across diverse applications. The ESVM-based algorithm runs through a number of crucial phases: The procedure begins with the collection of data from dispersed sensor nodes within the WBAN, then preprocessing to standardize and remove discrepancies, which may include noise filtration, addressing missing values, and assuring uniformity. In order to distinguish between trusted and untrusted nodes in the network, key features are then extracted from the preprocessed data. Kernel-based Independent Component Analysis (KICA) may then be used to find latent data patterns. The main task of the algorithm is to train the ESVM model using these extracted features. It differs from other approaches in that it selects and optimizes features and parameter values for enhanced classification accuracy. Metrics like accuracy, recall, and F1-score are used in validation to assess the robustness of the model using an untested dataset.
Given a set of nodes within the Wireless Body Area Network (WBAN), a communication protocol for data authentication and encryption, and a security monitoring system, the algorithm aims to identify a list of trusted nodes in the WBAN. The procedure involves initializing an empty list for trusted nodes and sequentially processing each node: authenticating it using the communication protocol and appending it to the trusted nodes list if authentication succeeds. During WBAN operation, the algorithm continuously monitors node activity through the security monitoring system. If suspicious behavior is detected from a node, this is reported to the trusted nodes. Subsequently, the trusted nodes assess the reported activity and implement appropriate measures, such as excluding the suspicious node or re-authenticating it. Compromised or malfunctioning nodes are removed and replaced with new ones. Ensuring ongoing security, the algorithm advocates for routine updates of security protocols and algorithms to counter evolving threats. Regular security audits and penetration tests are conducted to promptly identify and rectify network vulnerabilities. Ultimately, the algorithm furnishes the list of trusted nodes as the output, providing a reliable foundation for secure WBAN operation.

4. RESULTS AND DISCUSSIONS 
This research is centered on examining 50 Sensor Nodes (SNs) that transmit data at a constant rate of 512 B per second. Each SN forwards packets of 512 Bytes, accompanied by a 100 ms transmission gap between successive cycles of data exchange. The SNs rely on batteries with an initial energy capacity of 1000 J, enabling continuous data transmission and reception. This section introduces a comparison between established and innovative approaches, assessing their effectiveness using metrics like throughput, end-to-end delay, packet delivery ratio (PDR), and accuracy. The established techniques encompass Decision Trees (DT), Artificial Neural Networks (ANN), and Adaptive Neuro-Fuzzy Inference Systems (ANFIS). PDR signifies the proportion of successfully transmitted packets from source to central controller nodes, measured in Kbps. The contrast in PDR evaluation between suggested and conventional strategies is visualized in Figure 2. The proposed Enhanced Support Vector Machine (ESVM) attains an impressive PDR of 95%, outshining prevailing methods—ANFIS, DT, and ANN—with corresponding scores of 67%, 76%, and 83%. This underscores the superior performance of ESVM in comparison to other available techniques.
[image: ]
Figure  2. PDR evaluation in comparison between proposed and conventional methods
The End-to-End Delay (EED) refers to the overall duration a packet takes to travel from the source Sensor Node (SN) to the central controller node, measured in milliseconds. A comparative analysis of EED assessment is depicted in Figure 4, showcasing the contrast between proposed and conventional strategies. The recommended Enhanced Support Vector Machine (ESVM) exhibits an EED of 73 ms, differing from the existing approaches—ANFIS, Decision Trees (DT), and Artificial Neural Networks (ANN)—which display respective EEDs of 91 ms, 89 ms, and 77 ms. In this aspect, ESVM presents a certain level of inferiority in relation to other available techniques. Nevertheless, it continues to demonstrate higher throughput when compared to the presently utilized methods.
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Figure 3. Comparative evaluation of throughput in suggested and traditional methods.
The total length of time a packet spends traveling from the source SN to the main controller node is known as the EED. Milliseconds are used to measure it. The comparison of the evaluation of EED using recommended and conventional approaches is shown in Figure 4. The suggested ESVM have 73 ms as opposed to the present techniques ANFIS, DT, and ANN, which have 91 ms, 89 ms, and 77 ms, respectively. ESVM is weak in comparison to other available methods.
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Figure 4. Comparative evaluation of EED in suggested and traditional methods.

Accuracy is defined as the ratio of correctly predicted events, whether positive or negative, to all cases. It is described in percentage form. Figure. 5 illustrates a comparison of the recommended and traditional approaches' accuracy. The current methods ANFIS, DT, and ANN, which have 80%, 84%, and 82%, respectively, each have a lower score than the suggested ESVM, which has 85%. ESVM is a highly accurate method when compared to other ones currently in use  
[image: ]
Figure 5. Accuracy evaluation in comparison between proposed and conventional methods
The ANFIS technique's limitation lies in its susceptibility to untrusted Sensor Nodes (SNs), affecting the broader performance of the WBAN network. On the other hand, Decision Trees (DT) suffer from instability, posing a notable drawback. Artificial Neural Networks (ANNs) demand substantial computational resources and often lack interpretability, making their application intricate. Moreover, training a neural network necessitates a substantial volume of data.

5. CONCLUSION 
Utilizing Enhanced Support Vector Machine (ESVM) for the classification of trusted nodes within a Wireless Body Area Network (WBAN) presents a promising approach. This intelligent methodology leverages multiple features, including signal strength, distance, and battery power, to ascertain the credibility of nodes within the network. This approach holds the potential to establish secure and dependable communication among WBAN nodes, a paramount requirement in medical contexts. Nevertheless, validating the approach's efficacy in real-world scenarios and assessing its performance under diverse network conditions necessitates further investigation. The escalating significance and myriad medical applications have propelled its recent popularity. Given the sensitive nature of patient data traversing the WBAN network, data security stands as a pivotal concern. Ensuring secure data exchange between Sensor Nodes (SNs) and other WBAN networks mandates a robust security framework. In this study, ESVM was introduced as a classification technique to distinguish trusted nodes in WBAN networks, employing Kernel-based Independent Component Analysis for feature extraction. Noteworthy parameter values, including throughput (96 Kbps), End-to-End Delay (EED) (73 ms), Packet Delivery Ratio (PDR) (95%), and accuracy (85%), underline the proposed system's efficacy. A limitation lies in the relatively modest dataset employed in the study; expanding the dataset through further data collection emerges as future work to amplify the suggested system's performance potential.
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