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Abstract

The function of network intrusion detection systems (NIDS) in protecting networks from cyberattacks is crucial.
Many of the more conventional techniques rely on signature-based approaches, which have a hard time
distinguishing between various types of assaults. Using stacked FT-Transformer architecture, this research
suggests a new way to identify intrusions in networks. When it comes to dealing with complicated tabular data,
FT-Transformers—a variant of the Transformer model—have shown outstanding performance. Because of the
inherent tabular nature of network traffic data, FT-Transformers are an attractive option for intrusion detection
jobs. In this area, our study looks at how FT-Transformers outperform more conventional machine learning
(ML) methods. Our working hypothesis is that, in comparison to single-layered ML models, FT-Transformers
will achieve better detection accuracy due to their intrinsic capacity to grasp long-range correlations in network
traffic data. We also test the FT-Transformer model on several network traffic datasets that include various
protocols and attack kinds to see how well it performs and how generalizable it is. The purpose of this research
is to shed light on how well and how versatile FT-Transformers perform for detecting intrusions in networks.
We aim to prove that FT-Transformers can secure networks from ever-changing cyber threats by comparing
their performance to that of classic ML models and by testing their generalizability.

Keywords : Intrusion detection Ft Transformer; Stacking; cybersecurity; machine learning.

1. Introduction:

To safeguard vital infrastructure and private data, stringent security measures are required due to the increasing
dependence on interconnected computer networks. In order to prevent unwanted access and harmful actions,
networks rely on network intrusion detection[1,2] systems (NIDS). In order to detect intrusion attempts, these
systems constantly scan network data, analyse its properties, and flag patterns that don't follow the standard.
Intrusion detection strategies[3,4] have always depended on methods that use signatures. These techniques
compare patterns of network traffic with databases that contain known attack signatures. Although signature-
based techniques are useful for detecting known assaults, they do have their limits. Networks are left open to
zero-day vulnerabilities because they are unable to identify new assaults or variations of old ones.

There have been some encouraging developments in the field of intrusion detection using ML and DL models in
the last several years. These models are able to detect both known and undiscovered assaults by learning
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intricate patterns from labelled data on network traffic[5-8]. The current state of intrusion detection ML and DL
models is not without its problems, though:

. Feature Engineering: An essential part of building ML and DL models is feature engineering, which
entails picking and preparing pertinent features from data on network traffic[9-12]. The relevancy and quality of
the engineered characteristics determine how well these models work. In addition to being domain-specific and
sometimes time-consuming, manual feature engineering runs the risk of missing important data linkages.

. Limited Learning Capacity: Because they only have one layer of learning, traditional ML models may
miss detections or false alarms because they can't grasp the complex correlations between different
characteristics of network data.

. Evolving Attack Landscape: Because cybercriminals are always coming up with new ways to avoid
detection, the nature of network attacks is also changing. Security personnel may have more work on their hands
if traditional ML models need to be retrained with fresh data in order to accommaodate these changes.

Using stacked FT-Transformer architecture, this research suggests a new way to identify intrusions in networks.
Notably effective in dealing with complicated tabular data are FT-Transformers, which are a variant of the
Transformer model. Because of the inherent tabular nature of network traffic data, FT-Transformers are an
attractive option for intrusion detection jobs.

We present a method that takes advantage of FT-Transformer capabilities to discover complex correlations
among different types of network traffic. The model may be able to better detect harmful network behaviour by
stacking numerous Transformer layers, which capture long-range dependencies within the data.

Using stacked FT-Transformer architecture, this research suggests a new way to identify intrusions in networks.
In order to overcome these drawbacks, FT-Transformers do the following:

. Automated Feature Learning: FT-Transformers can learn informative representations from raw
network traffic data automatically, avoiding the need for manual feature engineering. This is in contrast to
standard ML.

. Enhanced Learning Capacity: The model can better detect known and undiscovered attacks by stacking
several Transformer layers, which capture complex relationships and long-range dependencies within the data.
. Adaptability: Because of their built-in learning capabilities, FT-Transformers can adapt to new attack

vectors by constantly learning from data collected from network traffic.
The Objectives of this paper include

) A novel approach for detecting intrusions in networks using FT-Transformers is presented in this
paper.

. Examine FT-Transformers in Perspective of their benefits over more conventional ML methods.

. In order to assess the FT-Transformer model's generalizability, its efficacy should be evaluated across a

variety of network traffic datasets.

This paper is structured as follows.. In Section 2, FT-Transformers are discussed in detail, including the model
architecture suitable for detecting intrusions in networks. Both the experimental results and the methods used for
evaluation are detailed in Section 3. Section 4 concludes the research and examines its future directions.

2. Methodology:

The proposed methodology is shown in figure 1.

1. Data Pre-processing: Data preparation and collection is the focus of this phase of developing the machine
learning model. Cleaning the data, dealing with missing values, and translating it into a model-friendly format
are all possible steps in this process. Gathering data on network traffic and transforming it into a numerical
representation that the FT-Transformer model can comprehend might be part of this stage in the context of
network intrusion detection.

2. Data Analysis: At this stage, we will investigate and comprehend the facts. We can find trends, patterns, and
correlations in the data by using exploratory data analysis (EDA) approaches. This might be useful when
deciding which machine learning model and features to be used.

3. Model Training:. Training machine learning and deep learning models on some subset of the pre-processed
data is the objective of this stage. In order to discover the hidden connections between the characteristics and the
dependent variable, the parameters of the model are fitted using the training data. To implement network
intrusion detection, one would train the model to recognise suspicious patterns in data collected from network
traffic.

4. Performance Evaluation: Next, the model is tested on a different dataset to see how well it performed after
training. An objective evaluation of the model's generalizability can be achieved by using this test set, which is
not utilised during training. Measuring the model's accuracy in detecting intrusions on unseen network traffic
data is an important part of performing network intrusion detection.
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Figure 1: Methodological overview
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The information was extracted from a dataset called "network-intrusion-detection," which was accessed through
the following link: https://www.kaggle.com/datasets/sampadabl7/network-intrusion-detection. Figure 2 displays
the dataset's features, whereas Figure 3 depicts the classifications.
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Figuré 2: Features in Network Intrusion Dataset
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Figure 3: Classes in Network Intrusion Dataset
2.2. FT-Transformer Approach
A stacked FT-Transformer is a variation of the standard FT-Transformer[13,14,15] model that utilizes multiple
Transformer layers stacked on top of each other and is shown in figure 4 and 5.

Figure 4:Feature Tokenizer (FT-Transformer Architecture with 3 numerical and 2 categorical features)
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Figure 5: Stacked Transformer Layer (One Layer)

. FT-Transformer (Feature Tokenizer + Transformer): It is a model developed for deep learning that is
specifically tailored to analyze tabular data. To make it function with structured data, it modifies the
Transformer architecture, which is often used for NLP. At its heart, the concept is to tokenize numerical and
categorical characteristics such that they can be processed by Transformer layers.
. Stacked Transformer Layers: The tokenized features are processed by a single stack of Transformer
layers in a conventional FT-Transformer. Multiple stacked Transformer layers are utilized in a stacked FT-
Transformer. By focusing on the interrelationships of features, each successive layer enhances the
comprehension of the data.
) The purpose of stacking these layers is to:
Increase Model Capacity: The model's ability to understand intricate correlations between data elements
increases as the number of layers increases. This has the ability to enhance performance on tasks such as
classification or prediction.
Capture Long-Range Dependencies: By stacking layers, the model is able to capture long-range dependencies
between features, which would be hidden in a single layer. When dealing with complicated datasets, this can be
really useful to detect intrusions[16,17,18,19].
When working with complicated tabular data, stacked FT-Transformers are a powerful tool, but before we use
them, we need evaluate our dataset and available computing resources to determine the optimal trade-off
between model complexity and performance.
2.3 Model Building using ML
2.3.1 Support Vector Machine
For regression and classification jobs, supervised machine learning algorithms like Support Vector Machine
(SVM) come in handy. In a space with n dimensions (where n is the number of characteristics), it locates a
hyperplane that clearly divides data points into discrete classes. SVM's primary objective is to maximise the
distance between the hyperplane and the closest data points, which are called support vectors. Because it may
use many kernel functions for complicated decision boundaries, it is both flexible and effective in high-
dimensional spaces. When dealing with datasets of small to medium size, SVM shines. Equation 1 represents
the decision function of svm.

n 1)

D(z) = sign Z ; yjK(zj‘z) + bj

j=1

Where D(z) is Decision function
z-input feature vector

«; -Lagrange multipliers

yj -Class labels

K (z; z )-Kernel function

b;- Bias
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2.3.2 Logistic Regression

Binomial classification tasks are handled by supervised learning algorithms like logistic regression. The
decision function in Logistic Regression is based on the logistic function (sigmoid function), which maps the
input features to a value between 0 and 1, representing the probability of the input belonging to the positive
class. The decision function of Logistic Regression is as follows:

__1 @)
1+e2

1
p(y—;)

Where p(y=1/x) -Probability of input x.

z-input features and their weights.

2.3.3 KNN Classifier

In both classification and regression, K-Nearest Neighbors (KNN) is a straightforward but powerful
supervised learning algorithm. KNN initially stores all available data points during its training phase,
along with their corresponding class labels (for classification) or target values (for regression). KNN
calculates the distances between new data points presented for prediction and all other points in the
dataset, using metrics like Euclidean distance.

k=n
Z(tm — ty2) ?
k=1

3
d(tey, tiz) = ®

2.3.4 CART Model

Based on the thresholds of the most discriminative features, the CART (Classification and Regression Trees)
model recursively partitions the feature space based on features. For classification tasks or regression tasks, the
algorithm optimizes criterion like Gini impurity during the training phase. The process is repeated until a
specific stopping criteria is met, like a maximum sample depth or a minimum sample size per leaf. At the leaf
nodes of a decision tree, labels are assigned (for classification) or predicted values are predicted (for regression).
The algorithm classifies or predicts new data points by traversing the decision tree from the root node to the leaf
node. A CART model based on decision trees, however, is prone to overfitting, especially with deep trees, and
requires techniques like pruning and hyperparameter tuning to optimize performance. However, they are useful
tools for various machine learning tasks due to their interpretability and ability to capture complex
relationships.3.3.5 2.3.5 Random Forest

It is a method of ensemble learning that uses multiple decision trees to construct multiple decision trees when
training is performed. In order to create more diversity in the trees, subsets of features and data samples are
randomly selected. It is possible to combine the predictions of individual trees (for classification) or to average
them (for regression). It's robust against overfitting and performs well on a variety of datasets. Random Forest is
widely used due to its simplicity, scalability, and high accuracy.

2.3.6 Voting Classifier

Voting Classifiers combine multiple base classifiers in an ensemble learning method to make predictions.
Depending on the dataset or subsets of the dataset, each base classifier can be trained on a different type of data.
Base classifiers make their predictions independently and then aggregate them to make a final prediction.
Voting can be either hard or soft; hard voting involves selecting the class that has the highest average
probability; soft voting involves selecting the class that is the majority. By leveraging the strengths of the
different models and reducing overfitting risks, the Voting Classifier often outperforms any single classifier in
the ensemble. In practice, it is used often for classification tasks involving a variety of models.

3. Empirical findings and performance evaluation:

3.1. Configuration settings

An intrusion detection system (IDS) is shaped by its hyperparameters, which are crucial to determining its
performance and behaviour. These parameters encompass various facets of the training process, including
algorithm selection, hyperparameter tuning, feature engineering, sampling techniques, regularization,
optimization algorithms, and evaluation metrics. To determine the best algorithm or model architecture to use, it
is important to take into account the characteristics of the dataset. It involves using techniques such as grid
search or random search to optimize hyperparameters, like learning rate or regularization parameters. The
engineering hyperparameters and feature selection play a crucial role in learning relevant features from the data.
In order to control the dataset's composition, sampling techniques such as oversampling and undersampling are
employed. Overfitting is prevented and generalization ability is improved with regularization hyperparameters.
Furthermore, training speed and convergence quality are determined by optimization algorithms'
hyperparameters, while model performance is assessed and validated by evaluation metrics' hyperparameters. In
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identifying intrusion attempts and classifying them accurately, IDS models can be trained with careful
configuration of these hyperparameters. Table 1 shows the hyperparameters used in configuring and training the
FTTransformer model for intrusion detection.

Table 1: Hyperparameters of Stacked Transformer Model

Hyperparameter Value
Numerical Embedding Type Linear
Embedding Dimension 32

Depth 3

Number of Attention Heads 6

Attention Dropout Rate 0.3

Feedforward Dropout Rate 0.3

Output Dimension 1

Output Activation Function Sigmoid

Epochs 2

Learning Rate 0.001

Weight Decay 0.0001
Optimizer Adamw

Loss Function BinaryCrossentropy
Evaluation Metric Binary Accuracy
Early Stopping Patience 10

3.2 Evaluation of different classification methods

To assess the effectiveness of model configurations and models, various assessment metrics were used. An
accuracy, precision, recall, as well as a F1 score were measured. Using this approach, the various intrusion
detection techniques could be evaluated thoroughly, enabling comparisons between them. In addition, we
assessed the impact of features on classification outcomes by examining their relevance. In our study, traditional
machine learning models are evaluated holistically against FT-transformer architectures to illuminate their
suitability to intrusion detection. This matrix (Figure 6) exposes the model's predictions against actual outcomes,
indicating how the machine learning model performs when categorizing different anomalies.

Confusion Matrnix Confusion Matrix

latwd

1 Mroduted ibes

Pragicras e

a. FTTransformer Architecture b. SVM
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Figure 6: Confusion matrices with regard to Various architectures.
Table 2: Performance of Various models with regard to different metrics

Architecture classes Precision Recall F1-score Accuracy
ET Transformer normal 0.98 0.99 0.97
anamoly 0.99 0.95 0.97 0.999
SUM normal 0.97 0.98 0.98 0.97
anamoly 0.98 0.97 0.97
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Logistic normal 0.97 0.98 0.98 0.97

Regression anamoly 0.98 0.96 0.97 '
normal 0.97 0.98 0.97

KNN anamoly 0.98 0.97 0.98 0.991
normal 0.96 0.98 0.97

CART Model anamoly | 0.98 0.98 0.97 0.994
normal 0.96 0.97 0.97

Random Forest anamoly 0.98 0.97 0.97 0.993

Voting Classifier | "™ 0.97 0.99 0.98 0.997
anamoly 0.98 0.97 0.98

For network intrusion detection, FT-Transformer appears to be a promising approach as shown in table 2. As a
result, the system is highly accurate and offers both anomalous and normal traffic detection capabilities. Due to
its highly accurate detection capabilities, the system can detect both anomalous and normal traffic. Here is a line

graph showing the evaluation metrics of the various architectures from Figures 7-10.
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Figure 7: A line graph depicting the Precision of various architectures.
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Figure 8: A line graph depicting the Recall of various architectures.
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Figure 10 : A line graph depicting the Accuracy of various architectures.

The table 3 summarizes the performance of a Stacked FT-Transformer model on different network traffic
datasets.
Table 3: FT-Transformer performance on different datasets

Dataset Name Stacked FT-Transformer Approach (accuracy)
CICIDS2017 [ 20] 0.97
CICIDS2018][ 21] 0.96
CICDD0S2019 [22 ] 0.94

4.Conclusion

This article explored the potential of stacked FT-Transformers to identify network breaches. We compared these
models to more conventional machine learning algorithms to see how well they generalised across different
datasets. Not only did FT-Transformers have great overall accuracy when classifying network traffic, but they
were also able to capture data with long-range relationships. This might be because of their exceptional ability
to identify anomalies in the data. Testing the model on several datasets confirmed its broad applicability,
suggesting its potential application for intrusion detection in the real world. An attractive aspect of FT-
Transformers is their capacity to automatically learn features, record complicated correlations in network data,
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and react against new threats. Research into the explanation of models and the integration of real-time network
monitoring can further reinforce FT-Transformer's practical applicability for network security.
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