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Abstract 

In today's mass communication landscape, security is a paramount concern, notably with the rapid expansion of 

the Internet of Things (IoT). Various methods aim to bolster IoT communication security, particularly by 

regulating access between IoT devices and networks. Encrypting data with a shared secret key is crucial, 

considering the limited capabilities of these devices, demanding a lightweight yet robust control mechanism. While 

traditional methods like Diffie-Hellman facilitated secure communication, vulnerabilities arose from modular and 

exponential equations. Our paper proposed a mathematical refinement of the Diffie Hellman (D_H) protocol. By 

leveraging GF finite fields and multi-order recursive sequences, this enhanced method aims to fortify 

confidentiality and complexity in exchanged keys, enabling secure data transmission while remaining efficient for 

resource restricted IoT devices. Validation using the Affine encryption method demonstrates considerable 

improvements in complexity, security, and speed. Incorporating Galois field (GF) and third-order sequencing 

enhances secrecy and complexity, ensuring swift computational processes. 

Keywords: IoT security; Secret Key Exchange; Finite field (GF); Recursive sequence; D_H protocol, Recursive 

sequences; Symmetric encryption; Confidentiality; Secure data transmission; Computational efficiency.  

 

1. Introduction 

The appearance of the Internet of Things (IoT) era in the past few decades has brought about a significant 

transformation in Internet technology and remote access devices. Various devices have been specifically designed 

for remote operation, relying on data transmissions initiated by persons, sensors, or servers [1]. Some of these 

devices necessitate compact, portable designs with limited functionalities [2]. Given that the data transmitted often 

includes sensitive, confidential, or security-related information, ensuring data confidentiality is paramount [3]. To 

address this challenge and safeguard data exchanged between IoT devices and servers, cryptography has been 

employed [4]. 

Cryptography, a discipline characterized by the art of obfuscating information, is concerned with obscuring 

perceptible data into an unintelligible format, rendering the actual content imperceptible to unauthorized 

individuals while remaining accessible to authorized parties capable of restoring it to its original form [5]. This 

field encompasses mathematical techniques related to aspects of data security, encompassing confidentiality, data 

integrity, user authentication, and data origin verification. Two primary categories of cryptographic systems exist: 

symmetric and asymmetric [6]. 

The application of asymmetric key encryption is straightforward and transparent for the sender, but deriving the 

secret key from the known information presents a formidable challenge to anyone except the rightful owner [7]. 

Consequently, public key methods obviate the need for an initial secure exchange of mutual keys, which is essential 

in symmetric key methods. Securing data during transmission poses a formidable challenge, necessitating a 
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solution to sever the connection between the original data and the encrypted data [8]. Public-key cryptography is 

a fundamental element of cryptographic systems used in this context [9]. Data security for data transmitted between 

IoT devices and their perimeter is achieved using keys, whether public or private [10]. 

The Diffie-Hellman technique represents a foundational method for key exchange, albeit with known 

vulnerabilities stemming from mathematical operations. Various improvements have been implemented to solve 

the issues associated with Diffie-Hellman attacks. Integrating new mathematical approaches within the Diffie-

Hellman architecture provides robustness against known vulnerabilities [11]. Generating random numbers within 

a specific field is used based on an initial number, known as the Galois Field (GF) Method. These generated 

random numbers are combined with polynomials, by using the affine cipher algorithm, for creating and distributing 

the secret keys [12, 27]. 

This research aims to address the shortcomings of the Diffie-Hellman key generation method by adding a new 

mathematical method that takes advantage of GF and third order-sequence equations. These generated keys are 

used for fast and secure encryption of the control data during transmitting between IoT devices and their servers. 

For validating the efficacy of this new proposed method, the Affine algorithm is used for for encrypting and 

decrypting text of various lengths, assuming this text represents access control data for IoT devices. The results of 

using this method show no statistical correlations between the original (plain text) and encrypted texts, and this 

indicating a high level of security. Moreover, the execution time for the entire cryptographic system is notably 

low, indicating its suitability for resource constrained IoT devices. Consequently, this research is dedicated to 

enhancing the creation and distribution of keys while maintaining the lightweight, efficient, and secure encoding 

of data, addressing the specific requirements of IoT devices. 

The aim of the study is to introduce a new model for creating and distributing keys-based D-H method then 

applying calculated keys in a cryptosystem that uses different keys in both sides (sender, receiver).  

To achieve this aim, the following objectives are accomplished: 

– to generate and distribute keys using the new mathematical model.  

– to use the generated keys in a cryptographic system used within IoT devices. 

 

2. Related works 

Controlling the access to IoT devices have been considered as a base stone in securing these devices and the data 

handled by them. Cryptography is one of the essential approaches adopted in facing vulnerability to attacks and 

increasing protection of these devices [3]. To decode data, keys are needed and had to be distributed between 

devices and servers. Many researchers attacked the field of securing and controlling access to IoT devices. Paper 

[2] proposed a method for securing access to IoT by managing identity to authenticate the accessor with minimum 

runtime but to do so, it used a hardware device to be controlled by trusted parity which distributes the control 

between more than IoT device and server. Paper [13] proposed an authentication protocol for securing IoT access, 

the method used timer to produce tokens changed with time and used for the authentication process leaving the 

problem of timer controlling unsolved. 

Diffie Hellman is one of the most popular key exchange algorithms, therefore, many works have been done trying 

to improve or enhance the original algorithm. Paper [14] proposed an improved DF algorithm by combining it 

with RSA and EAS to secure the private key transmission. Attackers will not be able to discover the private key 

exchanged between sender and receiver but increases execution time gained from EAS and RSA. Paper [15] 

suggested that the key exchanged between the two parties is not the exact secrete key. They send values powered 

to 3 while the secrete key is obtained at the receiver side by cubing it before used. This method suffers from the 

simple math operations which may be broken by powerful devices. [16] Proposed a method for generating DH 

keys by using the entropy of a video. They divided the video file to frames and using diagonals and entropy to 

obtain the two prime numbers to be used in DF algorithm, any change in video frames may corrupt the keys. Paper 

[17] suggested a method for improving DF algorithm to reduce the time complexity in finding the public keys. 

This is done by using the same concepts of DH but replacing exponential by logarithm, still, keys may be broken 

by calculating the natural logarithm of different bases. 

The previous works improved D-H algorithm by many aspects, keeping the original basics which are: modular 

and exponential. These two principles cause the weakness of D-H through man_in_the_middel attack. However, 

this research provides a new mathematical method for overcoming weakness issues. 
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3. Materials and methods of research  

The suggested model was built to create keys and use them in encryption/ decryption equations of Affine 

algorithm. The model was applied using MATLAB R2019b, works under Window 10 with RAM 128 GB and 

Core™ i7-8550U CPU. The texts used in implementation were chosen from the net such that they include almost 

all the alphabet letters. 

The proposed system based on some aspects of D-H algorithm. To clarify the modification suggested by the 

proposed method, we first explain the original D-H algorithm, the 3rd order sequencing, and Affine cipher which 

will be explained forward. 

 

A. Original Diffie Hellman algorithm 

Encoding methods that depend on one secrete key are considered as an important crypto methods with one 

difficulty in the sharing of the used key. Exchanging secrete keys between the authorized parities may incur an 

attack by intruders. D_H method produces a solution for the exchange problem by using mathematical equations 

to securely bypass the key [18]. The original DH algorithm has many steps including public and private key 

generation as follows [19]: 

1. Announced Values (Public) 

– L which is a prime number 

– T where T < L and T is a primitive root of L 

2. Generate the key for parity U1 

– U1 will choose his private key number named ‘U1XA’ , such that, U1XA  < L 

– Find U1 public key named U1YA , U1YA = T* U1XA  mod L 

3. Generate the key for parity U2 

– U2 will choose his private key number named ‘U2XB ‘ , such that, U2XB  < L 

– Find U2 public key U2YB ,  U2YB = a* U2XB  mod L 

4. Calculate the Secret Key by U1 

– Skey = (U2YB) U1XA mod L 

5. Calculate the Secret Key by U2 

– Skey = (U1YA) U2XB mod L. 

To create and distribute secrete key using D-H algorithm, exponential and modular operations were used. 

 

B. “3rd-order” Characteristic Sequences 

Suppose p(n) = n3 – cn2 + dn − e, such that, c, d, e ∈ Fm and is irreducible over Fm. The 3rd order linear recurrence 

sequence {Sk} that has the characteristic polynomial p(n) over F [20].  

A series s = Sk is stated to considered as a 3rd order LFSR sequence having a feature polynomial p(m) when 

each element of ‘s’ satisfies: 

𝑆𝑘 = 𝑐𝑆𝑘−1 + 𝑑𝑆𝑘−2 + 𝑆𝑘−3   ,  𝑘 ≥ 3                                                                     (1) 

When ‘s’ has the preliminary state: S0 = 3, S1 = c,  and S2 = c2 – 2d then s = Sk is known as the feature series 

produced by means of p(n). suppose p(α) = 0, we denote such Sk = αk + αkm + αkm2 as Sk(p) or Sk(c, d, e) or 

Sk(α). The sequence Sk satisfies: 

S2h = S2h – 2eh S−h,  

Sh+l = ShSl − el Sh−l S−l + el Sh−2l 

The previous computation becomes simple when e = 1. 

Assume there are three roots of p(n), ,  ,, inside the divided subject of p(n) over F, the roots summation of 

kth power will represent the factors of ‘s’ as follows: 

𝑆𝑘 = 1𝑘 + 2𝑘 + 3𝑘    ,   𝑘 = 0,  1,  . .                                                                 (2) 

Representing the duration of p(n). Observe that if p(n) is irreducible over F, means the size of 

s(p) equals period(p). (per p(n)) 

let p(n) = n3 − cn2 + dn −1,  
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is a polynomial over F, then, the three roots 1 2 3 p(n) in the divided field of field over F, and by using p(n), 

the function series (‘s’) is generated. Suppose: [21, 22]: 

𝑝𝑘(𝑛) = (𝑛 − 1𝑘)(𝑛 − 2𝑘)(𝑛 − 3𝑘)                                                             (3) 

pk (n) = n3 – Sk(c, d) n2 + S-k (c, d) n -1,  such that, Sk(c,d) = S-k(d,c) 

If p(n) is irreducible over F, that means p(n) and pk(c) have an equal period if and only if (per(p),k)=1. 

If (per(p), k) = 1, that means p(n) is irreducible over F if and only if pk(n) is irreducible over F. 

 

C. Affine Algorithm 

Affine encoding method is one of the traditional substitutions monoalphabetic methods, where each character in 

the message will be mapped to another character in the cipher text. The mapping process uses some rules to be 

governing the replacement procedure. The encoding procedure uses the function modulo P, where P is the message 

size. Inside, each letter is mapped to a number between 0 and P-1. 

Affine uses two keys(c,b), using a 26 alphabetical letters (P = 26). ‘c’ is primitive to P [23]. 

• Encryption 

Modular arithmetic is used to convert any integer to another integer [24]. The encoding procedure is as follows: 

𝐶(𝑝) = (𝑐 ∗ 𝑝 + 𝑏) 𝑚𝑜𝑑 𝑃                                                                           (4) 

Where C is the ciphered code of the plain p manipulated with the key and module with the total number of 

characters used. 

• Decryption 

To decrypt a cipher letter, the following function is used: 

𝐷(𝐶) = 𝑐−1(𝐶 − 𝑏) 𝑚𝑜𝑑 𝑃                                                                                        (5) 

c-1: modular multiplicative inverse of ‘c’, it satisfies: 

The encryption and decryption key should have a modular result equal to ‘1’ when they are used in multiplicative, 

while in addition crypto methods, no need for inverse since they either added or subtracted. The known test for 

key multiplicative in security is shown below: 

𝐾 ∗ 𝐾−1 𝑚𝑜𝑑 𝑛 = 1                                                                                                     (6) 

So, K will be used as a multiplicative encryption key, while K-1 will be used as a multiplicative decryption key 

[25 ,26]. The variable (n) represents the number of plain text characters that you want to encrypt. Here it will be 

the maximum number indexing characters to be encrypted and decrypted (for this application, n=31). 

Using the previous (6) in method implementation by considering (k1) as a multiplicative encryption key, we get: 

If k1 = 9 then: 

9 * k-1 mod 31 = 1, which implies that:   k-1 = 7 

9 * 7 mod 31   → 63 mod 31 = 1 

Now, the encryption equation using Affine cipher (as an example) will be: 

𝐶 = (𝑝 ∗ 𝑘1) + 𝑘2 𝑚𝑜𝑑 31                                                                                      (7) 

And the decryption equation using the same Affine method will be: 

 𝑃 = (𝐶 − 𝑘2) ∗ 𝑘−1 𝑚𝑜𝑑 31                                                                                   (8) 

Where P is the reconstructed plain text and C is the cipher text. 
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4. the suggested method of key generation 

The suggested algorithm depends on using the strength features of GF and the basics of key transmission in D-H 

as well as affine cipher algorithm. Key generation has many steps in which the sender and receiver will create their 

own private keys and calculate the public keys to be transmitted. The received keys will be used to calculate the 

shared key that’s used in encryption and decryption. The steps will be explained as below: 

A. Preparing initial values and equations:  

Choose a prime number ‘q’. Suppose F=GF(q) a Galois field function, and let (‘c’ and ‘d’) ϵ F.  

p(n) = n3 +an2 –bn +1, is irreducible polynomial over GF(q) with period Q= q2 + q + 1. 

The initialization will be known for both sides (sender and receiver).  

B. Choosing private keys: 

• Suppose Alice and Bob wants to exchange keys, then, Alice will select ‘e’ as a secrete key such that ‘e’ 

has the features: 0 ˂ e ˂ Q and gcd(Q, e) =1.   

• Bob, on his side, will also select a private key named: ‘d’, such that ‘d’ satisfies: 0 ˂  d ˂  Q and gcd(Q,d)=1.   

C. Public key computation step: 

• Alice will compute Se(a, b) and S-e(a, b) as his public key (Se, S-e). 

• Alice sends his public key (Se, S-e) to Bob. 

• Bob, on his side, will compute his public key Sd(a, b) and S-d(a,b). 

• Bob will send his public key (Sd,S-d) to Alice. 

D. Secrete key calculation step: 

• Alice will calculate the secrete key using Bob’s public key:  K(k1,k2)=Se(Sd,S-d) 

• Bob will calculate the secrete key using Alice’s public key: K(k1,k2)= Sd(Se,S-e) 

The secrete key, ‘K’ in both sides will be the same and will be used in encryption/decryption process. Figure 1 

below illustrates the suggested key distribution. 

 

Figure 1: Suggested key distribution 

From the figure 1, the steps of creating and distributing the keys were explained in details. 

In the suggested method, the English letters are used starting the sequence from 4 not from 0 to maximize the 

complexity. Assuming the letters in Table 1 below. 

Table 1: The English letters suggested sequencing for plain text 

Char A B C D E F G H I J K L M 

Weight 4 5 6 7 8 9 10 11 12 13 14 15 16 
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Char N O P Q R S T U V W X Y Z 

Weight 17 18 19 20 21 22 23 24 25 26 27 28 29 

 

In the other hand, since we start the indexing from 4 not 0, the encrypted letters will reach the index 31. 

 

5. Results of implementing the proposed method 

A. Create and distribute keys 

• Preparing initial values:  

Let p = 11, a = 5, b = 3, Q = 133. 

• Choosing private keys: 

  - Alice:   e = 9.  

  - Bob:   d = 13.   

• Public key computation step: 

   - Alice: using equation (6), Se(a,b) = 5, and S-e(a,b) = 0. His public key (5 ,0). 

   - Alice sends his public key (5,0) to Bob. 

   - Bob: calculate his public key Sd(a,b) = 9, and S-d(a,b) = 3. 

   - Bob will send his public key (9,3) to Alice. 

• Secrete key calculation step: 

  - Alice: calculate the secrete key: K(k1,k2) = S9(S13,S-13) = S9(9,3)  

  - Bob: calculate the secrete key: K(k1,k2) = S13(S9,S-9) = S13(5,0) 

The secrete key(‘K’), in both sides, will be the same and will be used in encryption/decryption process.  

Here K(k1,k2) = (9,10) for both Alice and Bob.  

By applying the suggested method to calculate the values of the distributed keys K1 and K2, the following table 

was obtained as the results of four runs.  

Table 2 below shows the initial parameters, of four runs, to be applied in the proposed algorithm. 

Table 2: Initial parameters of four runs 

a B P e R 

3 4 13 7 11 

5 3 11 9 11 

3 7 11 9 11 

9 7 7 17 5 

 

Table 3 below shows the results of creating and distributing four secrete keys between two parities using the 

proposed method. 

Table 3: Four runs of the proposed method 

Se(a,b) S-e(a,b) Sd(a,b) S-d(a,b) 
Se(Sd,S-d) 

K1(1) 

S-e(Sd,S-d) 

K1(2) 

Sd(Se,S-e) 

K2(1) 

S-d(Se,S-e) 

K2(2) 

5 0 3 0 6 0 6 0 

5 0 5 3 5 0 5 0 

3 9 3 7 3 9 3 9 

3 4 3 4 3 1 3 1 
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Table 3 shows the results of finding the keys using the proposed method. It was clear that the values of the two 

keys K1 and K2 which are found by the two parties were the same. 

 

B. Applying the created keys in encoding\decoding process 

By applying another of the created keys K(9,10) meaning: k1= 9, k2 = 10, and K-1=7  in encrypting text P=”ALI”, 

using (7) we’ll get the results shown by table 4 below 

Table 4: Encoding and decoding text 

Plain 

text 

 Equation 8  Equation 7 Decrypted 

text 

A=4 (4* 9) +10   mod 31 = 15 mod 31 = 15 (15-10) * 7 mod 31 = 35 mod 31 = 4 A 

L=15 (15* 9) +10   mod 31 = 21 mod 31 = 21 (21 - 10) * 7 mod 31 = 77 mod 31 = 15 L 

I=12 (12* 9) +10   mod 31 = 25 mod 31 = 25 (25- 10) * 7 mod 31 = 105 mod 31 = 12 I 

From the implementation shown in table 3, it was clear that the result from decrypting the cipher text is the original 

plain text. The decrypted message is the same as the original: “ALI”. 

The suggested method was implemented on five different texts with variant lengths; they were encrypted using 

the generated keys. Table 5 below shows the characters distribution of the tested plain texts. 

Table 5: Number of characters within five plain texts 

Char Plain1 Plain2 Plain3 Plain4 Plain5 

A 3 2 10 13 5 

B 3 0 3 4 3 

C 1 0 9 3 6 

D 1 0 7 9 1 

E 11 1 22 20 19 

F 1 0 2 4 1 

G 1 1 1 0 2 

H 6 1 6 9 5 

I 5 3 11 8 5 

J 0 0 1 0 0 

K 1 0 1 1 0 

L 3 5 4 2 2 

M 0 4 6 7 5 

N 4 2 8 10 4 

O 4 6 12 15 5 

P 1 5 5 3 1 

Q 1 0 0 0 0 

R 3 2 16 13 5 

S 7 2 9 17 7 

T 7 4 21 18 15 

U 2 1 2 3 1 

V 1 0 1 1 0 

W 1 1 3 3 3 

X 0 0 1 1 1 

Y 0 3 5 1 3 

Z 0 0 0 0 0 

Total 67 43 166 165 99 
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The characters distribution histogram of the selected plain texts is shown in Fig. 2 below. 

 

Figure 2: Histogram of characters distribution 

The encrypted texts have different characters distribution with new added symbols to the alphabets as shown in 

table 6 below. 

Table 6: Number of characters within five cipher texts 

Char Cipher1 Cipher2 Cipher3 Cipher4 Cipher5 

A 7 4 21 18 15 

B 0 0 0 0 0 

C 1 0 9 3 6 

D 0 0 1 0 0 

E 1 0 0 0 0 

F 0 0 1 1 1 

G 0 0 0 0 0 

H 1 1 1 0 2 

I 4 2 8 10 4 

J 2 1 2 3 1 

K 0 0 0 0 0 

L 1 0 7 9 1 

M 1 0 1 1 0 

N 3 2 16 13 5 

O 0 3 5 1 3 

P 3 2 10 13 5 

Q 6 1 6 9 5 

R 4 6 12 15 5 

S 1 0 1 1 0 

T 0 0 0 0 0 

U 11 1 22 20 19 

V 3 5 4 2 2 

W 7 2 9 17 7 

X 0 0 0 0 0 

Y 3 0 3 4 3 

Z 5 3 11 8 5 

\ 1 1 3 3 3 

[ 1 5 5 3 1 

_ 0 4 6 7 5 
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^ 1 0 2 4 1 

Total 67 43 166 165 99 

The characters distribution of the five cipher texts was shown in Fig. 3 below. 

 

Figure 3: Histogram of encrypted characters distribution 

To clarify the results of applying the suggested method, Fig. 4, 5 shows the histogram of one plain text and its 

cipher code. 

 

Figure 4: Characters histogram of plain text 4 

 

Figure 5. Characters histogram of cipher text 4 

As it is clear, the encryption method produces a full confusion of the original text with new distribution of the 

encrypted characters. The original and encrypted text histogram is shown in Fig. 6 below. 
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Figure 6: Characters histogram of plain and cipher text 

Table 7 below shows the execution time of both encryption and decryption process of five selected texts. 

Table 7: Execution time 

Plain no. Text length Encryption & Decryption time (s) 

Plain1 67 0.0087 

Plain2 43 0.0036 

Plain3 166 0.0223 

Plain4 165 0.0202 

Plain5 99 0.016 

 

The execution time of applying the suggested method was very low and comparative taking in consideration that, 

these values was for both process (encryption and decryption). Timing is one of the most important aspects for the 

IoT devices cause their limited characteristics and low capabilities. 

 

6. Discussion of experimental results 

The primary aim of this research is to establish a secure method for generating and distributing keys for IoT 

devices. The application of our proposed approach yielded results that demonstrate the system's security, 

efficiency, and speed. This was confirmed through comprehensive testing and evaluation from various 

perspectives, including character distribution and timing, which were employed to assess key quality and the 

encoding/decoding processes. The encryption's secrecy was validated based on the dissimilarity between the 

original and encrypted texts, as depicted in Figures 3 to 7 and Tables 5 and 6. Testing also revealed that the system 

performed swiftly during both the encoding and decoding processes, as shown in Table 7. 

The results obtained from our proposed system were highly promising, indicating the effectiveness of ensuring 

confidentiality and security in transmitting keys and texts between IoT devices and their respective servers. 

However, it should be noted that the system functions optimally with medium-length texts and may encounter 

challenges with excessively long or extremely short texts. 

Looking ahead, we envision the adaptation of our suggested system to accommodate small, portable devices with 

limited resources, such as routers, gateways, and bridges commonly used in wide area networks. These devices 

require secure transmission of routing data and other information despite their resource constraints. To address 

this issue, we plan to expand our proposed system to make it compatible with these networking devices, enabling 

their implementation and evaluation. 

 

7. Conclusions 

The generated keys proved to be highly efficient in enhancing the security of data transmitted through IoT devices. 

This was achieved by establishing a new character encoding stream that bears no direct correlation with the original 

data. The adoption of an appropriate encoding algorithm significantly optimizes the overall operational efficiency, 

a crucial necessity for IoT devices with limited computational resources. The timing data reveals remarkable 
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performance values in this regard. For the future, the research will be improved using AI techniques and ML to be 

applicable for more sensitive and complicated applications which needs high level of security.   
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