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1. Introduction: 

Everyone, regardless of their background or where they live, ought to have access to the Internet. A growing 

number of businesses and individuals rely on the internet for their daily operations. Despite how much the internet 

has changed the world, many remote places still lack access. Everything from businesses to people's health and 

lives is improved when there is less wealth disparity. Mesh networks, which are community-driven and 

decentralized, may allow individuals in rural areas to access the internet and bring it to places that don't already 

have it. The low population density and great distances between rural locations can make it difficult to provide 

inexpensive, high-speed internet. The high expense of fixed-line equipment caused rural areas to be ignored for 

quite some time [1]. For a long time, ignorance has hindered development in rural areas and deepened existing 

disparities across communities. Residents in more rural areas may find it easier to access the internet with new 
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Abstract 

Rural communities struggle to connect to the internet, a phenomenon known as the "digital divide." Mesh 

networks, with improved access in rural regions, might help to tackle this problem. From a social, economic, 

and scientific standpoint, this study investigated whether mesh networks may improve rural connectivity. This 

project developed and implemented methodologies to assess community participation, cost, and network 

coverage. Five well-known methods were pitted against these ones. Locals are working on a mesh node 

placement project in a rural location with diverse topography. In terms of network coverage, the Network 

Coverage Assessment revealed that the proposed approach frequently outperformed the most recent 

approaches. Finding the ideal locations for mesh nodes helped to tackle challenges in rural regions. After 

putting the strategy into effect, the Cost-Effectiveness Analysis revealed a positive ROI. Many alternative 

options seemed unprofitable. On the Community Engagement Index, the recommended method performed 

better than others. Participating in network activities with individuals from the local community helps to foster 

ownership and shared accountability. 
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mesh networks. Backbone networks and mesh networks operate in distinct ways. In order to expand or fix 

themselves, mesh networks do not require base stations or access points. They use a grid of devices that can 

function independently. In a mesh network, every node may locate and set up other nodes in the immediate area. 

Mesh networks are great for unserved regions. Mesh networks improve connection speeds in faraway places. The 

initial stage is to reduce the cost of internet in outlying areas. Mesh networks are less expensive to launch because 

they make use of preexisting infrastructure and advance at a slower pace [2]. A small investment may change the 

way underserved rural areas are handled. It is widely known that mesh networks are reliable. Transmissions across 

large distances might be interrupted by calamities, severe weather, and deteriorating infrastructure. Because of 

their widespread nature, mesh networks have a better chance of rerouting traffic and keeping rural homes 

connected even when these problems arise. Reliability is essential in rural locations to prevent connection 

challenges caused by their distance from urban centers [3]. Participation in one's community and autonomy are 

both facilitated by mesh networks. Mesh network nodes are made safer by user devices. The users should take 

pride in the network and work together to keep it running smoothly. Because people in smaller places are more 

likely to form and stick to regional networks together, this is very important. Using mesh networks might be the 

answer to last-mile connection problems in rural areas. The high cost of building makes it difficult for traditional 

internet businesses to serve outlying areas. With mesh networks, people can "relay" their neighbors' internet 

connections to places that don't have them. Mesh networks have many problems [4]. Crosstalk, growth, and 

management problems make mesh networks hard to set up and keep up. There are more and more wireless gadgets, 

which makes it harder to trust mesh networks. As they get bigger, multi-node networks may have trouble scaling. 

People who live in rural areas and aren't good with technology might find it hard to use and protect mesh networks. 

This study looks into how mesh networks could make it easier for people in rural areas to connect to the internet. 

The pros and cons of rural mesh networks are weighed against their effect on society, their ability to make money, 

and their research worth [5]. It is only fair to let people living in remote areas access the internet and reap its 

benefits; doing so would also benefit society and the economy [6]. In an effort to add to the conversation around 

rural-urban connectivity, this study weighs the pros and cons of mesh networks in rural areas. 

1.1. Assistors  

People need to know how mesh networks can improve connections in rural areas if they want to close the digital 

divide. A huge step forward is its mechanical examination of a sizable rural mesh network. The research 

investigates mesh networks' structure, usability, and flexibility to illustrate how this decentralized technology may 

boost rural internet access. [7]. This study must investigate if mesh networks can enhance rural physical and mental 

interactions. This study enhances understanding by examining country-mesh networks. This study analyzes 

whether mesh networks can function in underserved areas. This study examines distant mesh network setup, 

operation, and growth costs to see if they can generate money. This report might assist community leaders, 

policymakers, and others in discovering long-term, low-cost internet access for remote residents. Mesh networks' 

effects on rural social life are being studied. To demonstrate how mesh networks may revolutionize more than 

simply device connectivity, this study examines how they can empower communities. People who install and 

maintain mesh networks may feel more responsible and prouder. [8]. Understanding how people interact in remote 

regions and how probable it is that they will be able to connect to the internet is crucial to understanding mesh 

networks' huge implications. It also addresses rural wireless network issues. The study examines interference, 

scalability, and network management to determine why rural residents may have trouble using mesh networks. 

Before mesh networks may be employed in national communication initiatives, several issues must be resolved. 

The paper explains how mesh networks might aid rural populations through case studies, field experiments, and a 

literature review. Mixing academic theory with facts, real-life experiences, and field examples might help us 

understand mesh networks in rural locations [10]. We may better understand the academic and real-world merits 

and downsides of mesh networks in rural areas by looking at the problem from multiple angles. This study 

examines mesh networks' technical, social, economic, and functional implications for rural connections, making it 

unique. The report provides helpful information and ideas to policymakers, academics, and rural residents who 

aren't well served or hard to reach to bridge the digital gap [9]. This study will inform network regulations, 

practices, and mesh network efforts to provide internet access to all. 

2. Related Works 

Mesh networks' rural connectivity has encouraged commercial interest, agreement, and new ideas. The key 

findings from previous research are discussed here. Several research have examined whether nationwide mesh 

networks are feasible. Rani et al. (2015) investigated how mesh networks may link dispersed Indian communities. 

Global mesh networks can function with poor infrastructure, they discovered [11]. Belding et al. (2018) examined 

methods to improve rural mesh network fault tolerance. This study emphasizes the need of well-designed and 

monitored mesh networks for rural connectivity. Chai et al. investigated mesh networks in rural China in 2017. 

According to their findings, low-income neighborhoods may provide cheaper internet. Community-based 

networks reduce tool costs, saving money. Priyadarshini et al. studied rural India's meshed networks in 2019. The 
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main research examines mesh network growth and lifespan. These cost estimates may lead governments to fund 

distant internet access. Solis et al. (2020) examine mesh network implications on society and economics. They 

undertook extensive anthropological research in a rural Mexican community to determine how mesh networks 

effect communication. Let cities develop and manage their own mesh networks made people proud of their 

communities and provided them greater independence, researchers found. Njeru et al. [12] reported the same in 

2018 Kenyan mesh network utilization. Students and neighboring business owners benefited from mesh networks' 

information sharing. Previous research discovered issues with far-flung mesh networks. Wang et al. (2016) 

examined mesh network crosstalk, signal quality, and route systems. The results help explain network builders' 

tech issues. Dilli et al. studied rural Nepalese mesh network setup and maintenance in 2019. They trained and 

became specialists to expand and sustain the network [13]. This report indicates mesh networks are growing 

increasingly popular for rural connectivity. The study examines rural mesh networks' social, economic, and 

technological aspects. Economic and local studies show mesh networks are adaptable and can reduce the digital 

divide. For networks to endure, they emphasize community involvement and learning how they operate [14]. This 

study was inspired by mesh network studies showing they can connect distant individuals. 

Table 1: Comparison of Rural Connectivity Enhancement Methods 

Method Name 

Network 

Coverage 

Cost-

Effectiven

ess Scalability 

Communit

y 

Engageme

nt 

Resilience to 

Disruptions 

Technica

l 

Complex

ity 

RuralMesh High Moderate High High High 

Moderat

e 

ConnectVillag

e Moderate High Moderate Moderate Moderate High 

RuralNetHub High High High High High 

Moderat

e 

CommunityM

eshNet High Moderate High High High 

Moderat

e 

MeshConnect

Rural Moderate High Moderate High Moderate High 

 

In Table 1, five ways of judging mesh networks for faraway links are shown side by side. Many things affect the 

success of any method, such as its reach, cost, ability to grow, involvement of the community, ability to handle 

disturbances, technology complexity, and many more [15]. These efforts to improve Internet connection in rural 

areas are rated from "High" to "Low" based on how well they work. Ratings can help researchers and people 

involved in country link plans figure out the best way to move forward. 

3. The Proposed Method: 

The recommended method looks at the technology, economy, and society aspects of mesh networks' ability to 

connect people in rural areas. Several mathematical models and formulas [16-18] will be used to judge the 

network's effectiveness and influence. 

3.1: Checking the coverage of the network 

You can use this way to check how well an outdoor mesh network covers an area. Coverage is very important for 

rural connection because it controls who can join to the network. People often use the Friis free-space equation to 

figure out how far a wireless network can reach. The method starts with a study area and an anchor point grid 

inside the study area. For each reference point, the method figures out the mesh node RSS. Operating frequency, 

reference point distance, antenna gains, transmission power, and the Friis free-space equation are some of the 

things that can change. Vacuum transmission gives us a way to show the exact value of signal degradation. The 

signal strength at each reference point is compared to a suitable RSS level to make sure the network is connected. 

The method accurately shows network coverage in distant areas by finding out what percentage of reference sites 

cover those areas. This study focuses on places that aren't well covered, so designers need to do the same to make 

networks work better [19-21]. To make sure the network works, mesh nodes are placed and designed in ways that 

make them ideal for rural areas. Using the Friis free-space equation, compute the RSS at each mesh node. 

RSS (dB)=P_t+G_t+G_t-20*log10(d)-20*log10(f)-147.55                                (1) 

Where, 
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The transmit power (in dBm) of a mesh network is denoted by P_t. 

Gain at the transmit antenna, denoted as G_t in dBi. 

G_r is the receive antenna gain (dBi). 

The separation (d) between a mesh node (m) and the reference point (p). 

Here, f represents the hertz (Hz) of operation. 

 

Figure 1: Evaluating Mesh Network Coverage in Rural Areas 

Measurement of network coverage in faraway regions may be done using the Friis free-space equation (see Figure 

1). Mesh network internet coverage mapping is a perfect fit for it. 

3.2. Assessing Economic Worth: 

After that, we can figure out how much it would cost to construct a mesh network in remote areas. In places with 

inadequate infrastructure, it is extremely important that network maintenance be affordable. Add together all of 

the mesh network's original infrastructure costs and get the total. Network infrastructure installation and setup are 

included in the price of this package. Over the course of a five-year network maintenance term, the method 

additionally examines operational expenses (C_o). Costs associated with operations include things like upkeep, 

electricity, and data transit [22]. One way to predict future expenses and income is to look at the rural user 

population (N) and average revenue per user (ARPU). When calculating return on investment and other metrics, 

these features are considered. ROI is found by comparing how much money a network made over a certain time 

frame to how much it cost to set up and run. You can use return on investment to figure out how well this approach 

works [23]. If there is no ROI, the network will lose money. This knowledge could help you decide if it's cost-

effective to set up a country mesh network. 

ROI=((ARPU*N*5)-(I_i+C_o*5))/(I_i+C_o*5)                                     (2) 



182 

 

 

Figure 2: Analyzing Cost-Effectiveness of Mesh Networks 

 

 Mesh networks can improve Internet connection in rural areas, and Figure 2 shows how to determine their cost. 

If the network can turn a profit, the return on investment (ROI) must be calculated. 

3.3. Participation of the general public evaluated. 

Third, a mesh network and locals can enable distant members join. Community involvement is key to these 

networks' survival and growth. It promotes community involvement, ownership, and care. The program monitors 

system management, users, and the local network. One technique to measure group involvement is via engagement 

markers. Comparing user involvement presently to their most active moment in the past yields the Community 

Involvement Index (CEI). The Community Engagement Index measures participation. High CEI comparison scale 

scores indicate community involvement. CEI study indicates mesh networks affect society [24-25]. A high CEI 

indicates that the community strongly supports the network, which may attract new members and grow it. The 

network's social aim and country spread must be understood from this perspective. 

How to Find Your CEI (Community Engagement Index): 

The entropy coefficient is 1/N_(I-1)N_(E_i/T_i)*100.     (3) 

Where, 

N people make up this group. 

A community member's level of interest is denoted by E_i, whereas T_i denotes their maximum involvement. 

 

Figure 3: Measuring Community Engagement in Mesh Networks 
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In the setting of mesh networks, Figure 3 shows how to measure group engagement. It looks at how involved the 

community is and how that might affect the network's longevity and usefulness. 

The DRA technique evaluates each item's risk and groups components by safety and vulnerability [21]. Proactive 

risk management requires the system to model new risk scenarios and alter risk ratings depending on asset value 

changes. 

Dynamic Risk Assessment (DRA) Algorithm: 

 

1. Identify Assets and Their Values: 

• Define Asset Set A={A1,A2,...,Ak} 

• Assign Monetary Value MVi to Each Asset Ai 

• Calculate Asset Risk Index ARIi=MVi×OI                                                                      (4) 

2. Identify Vulnerabilities: 

• Retrieve Vulnerabilities from TII Algorithm Output 

• Assign Exploitability Ei and Impact Ii to Each Vulnerability Vi 

• Calculate Vulnerability Score VSi= Ei/ Ii  (9) 

3. Evaluate Security Measures: 

• Determine Security Measures SM={SM1,SM2,...,SMp} 

4. Quantify Vulnerability Scores: 

• Determine Overall Vulnerability Score OVSi=p∑j=1(VSij×SMij)/ p   (5) 

5. Quantify Security Measures Scores: 

• Calculate Security Measures Score SMS=k∑i=1OVSi/ k                      (6) 

• Evaluate Security Measures Effectiveness SME=OVS/SMS    (7) 

6. Assess Asset-Specific Risks: 

• Determine Asset-Specific Risk ASRi=ARIi/SME      (8) 

• Evaluate Overall Risk for Each Asset ORAi=ASRi/SMI     (9) 

7. Calculate Overall Risk for Each Component: 

• Calculate Component-Specific Risk CSRi= ∑j=1kORAij/ k    (10) 

8. Prioritize Risks: 

• Rank Components Based on Their Risk Scores 

• Determine Risk Threshold RT 

9. Implement Security Measures: 

• Implement Security Measures for High-Risk Components 

• Ensure Alignment with Countermeasures from TII Algorithm 

10. Monitor Changes in Asset Values: 

• Continuously Monitor Asset Values 

• Evaluate Changes in Monetary Values 

11. Update Risk Assessments: 

• Periodically Review and Update Vulnerability and Risk Assessments 

• Incorporate New Threat Intelligence Data 

12. Continuous Learning and Model Adjustment: 

• Adapt the Model Based on Continuous Monitoring 

• Adjust Risk Calculations According to Evolving Threat Landscape 

 

4. Experiments: 

The experimental part is very important to the study because it describes the real-world method used to test mesh 

networks' ability to improve connection in rural areas. This part talks about how to collect and test data in the real 

world, which gives the study authority and truth. Pick a normal country area to start your research. The chosen site 

is in a rural area because of its terrain, people density, and amenities. The study wants information from a large 

country area, so the areas that were picked show this range. The results of the tests depend on how well the mesh 

network designs work. Network gear and mesh nodes are carefully spread out in the countryside. The Network 

Coverage Assessment says that these nodes are placed to get the best network coverage. Hardware and software 

parts for rural mesh networks are picked because they use little power and are reliable. For cost-effectiveness 

research, you need to keep track of both the original investment and ongoing costs of running the mesh network. 

The initial investment in infrastructure, the cost of energy, the price of broadband, the cost of repairs and 

maintenance, and other important numbers must be carefully recorded. Actual income and expenses from many 

years ago are used to figure out the numbers. For an assessment of community involvement, the experts stay in 

touch with people who live in rural areas. To get the word out about the mesh network project, workshops, 

neighborhood gatherings, and other events could be set up. The Community Engagement Index (CEI) was made 
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by researchers to find out how many people in a community take part in network repair, charity work, and projects 

that are run by the community. Questionnaires, interviews, and notes were used to gather data for this study. 

Adding these studies to the study plan makes it more valid and reliable. It gives a fair assessment of the approach's 

ability to improve communication in rural areas and shows the technical, financial, and social problems that come 

up when trying to set up mesh networks in outlying areas. 

 

Figure 4: Comparative Network Coverage Assessment 

Figure 4 displays a comparison of the suggested approach to five other well-known ways of checking network 

coverage. These tips will help you find better ways to connect people in rural areas to the internet. 

 

Figure 5: Cost-Effectiveness Analysis Comparison 

Figure 5 compares the cost-effectiveness of the proposed technique to five other options. It can help you figure 

out if it's financially viable to set up a mesh network at a remote location. 

 

Figure 6: Community Engagement Assessment Comparison 

 

Figure 6 compares the proposed technique to five others for assessing rural mesh network community involvement. 

This information may be used to assess community engagement and network effect. 
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5. Conclusion 

Many parts of modern life require connection to the internet, which makes the digital divide in rural places a big 

problem. This study found that mesh networks might make it easier for people in distant areas to connect with 

each other. The suggested method blends evaluations of network coverage, cost-effectiveness, and community 

interaction into a single framework. This method showed that community-built mesh networks may be a better 

way to improve internet service in rural areas than other methods. The Network Coverage Assessment showed that 

the suggested method always included more networks. This meant that the placing of mesh nodes had to be 

improved, which is a big tech problem in the country. A cost-benefit study showed a positive ROI, which means 

the approach could work in the business world. There are a few other methods that offer less hopeful financial 

benefits. Based on the Community involvement Index (CEI), the suggested method greatly increased the 

involvement of community networks. 
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