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Abstract 

IoT devices have transformed smart cities and healthcare. The expanding usage of IoT devices creates major 

security threats, leaving critical systems vulnerable to sophisticated and persistent assaults. Our hybrid IoT security 

approach employs homomorphic encryption and improved MobileNet to protect data and simplify feature 

extraction. Our extensive testing and assessment prove that the proposed structure makes IoT settings more 

resistant to sophisticated persistent attacks. We discovered superior methodologies for F1 score, accuracy, 

precision, and memory performance measurement. To ensure data privacy and security during analysis and 

transmission, homomorphic encryption is incorporated. Our ablation research lays out each framework 

component's contributions. To increase system speed, it emphasizes safe data processing, real-time analytical 

optimization, lightweight feature extraction, and privacy-preserving computing. The scalability study indicates 

that the framework can scale with IoT installations while maintaining peak performance and resource efficiency. 

Finally, the hybrid IoT security architecture improves IoT security. It provides a full and effective security solution 

for IoT infrastructure. Lawmakers, business experts, and students in the sector may learn from this research 

regarding genuine IoT security systems. 

 Keywords: Advanced Persistent Threats; Data Privacy; Encryption; Feature Extraction; Homomorphic 

Encryption; Internet of Things; Lightweight; MobileNet; Security Frameworks; Threat Mitigation. 

1. Introduction 

We need powerful security measures to guard against shifting cyberthreats with so many linked devices and the 

Internet of Things (IoT). Advanced Persistent Threats (APTs), persistent, hard to detect, and targeted, require new 

techniques to defend Internet of Things systems [1]. Mixed IoT security solutions may better defend against 

modern assaults using improved mobile networks and homomorphic encryption. Current technology shows how 

crucial flexible and tailored security solutions are for Internet of Things issues [2]. Smart homes and industrial 

robots are two of numerous IoT applications. They are now more susceptible to cyberattacks. APTs have evolved 

to exploit IoT network vulnerabilities [3]. They use endurance and subtlety to intercept confidential data and 

disrupt operations. Because typical security measures don't always work to mitigate these dangers, innovative 

techniques that leverage cutting-edge technology to boost defenses are now required. We seek hybrid IoT security 

solutions using homomorphic encryption and improved mobile networks. This is the project's main objective [4]. 

MobileNet works well in low-resource applications, but improved MobileNet is superior. It enables feature 

extraction in IoT goods that is flexible and effective. For Internet of Things privacy and security, homomorphic 
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encryption is crucial. It processes encrypted data securely without decryption [5]. The proposed architecture uses 

many technologies to simplify computing, boost Internet of Things speed, and address Advanced Persistent Threat 

security issues. The recommended technique uses homomorphic encryption to protect private data and improved 

mobile networks to classify IoT devices. The new MobileNet architecture enables users to pull features swiftly 

and gently from the device to analyze sensing data in real time with minimum battery and computing power [6]. 

After that, homomorphic encryption is employed to protect the data's privacy while it is processed and delivered 

while preserving its recovered properties. Homomorphic encryption allows for the private handling and inspection 

of encrypted data on the back end. This allows data computation without compromising privacy [7]. This strategy 

protects the whole Internet of Things ecosystem, from central decision-making and data analysis to device data 

collection. 

The primary research findings are that devices with limited resources may employ basic Internet of Things 

functionalities since MobileNet is quicker and more adaptable [8]. Real-time study requires low computing 

expenditure. Internet of Things security begins with homomorphic encryption. Allowing operations on protected 

data without analysis protects data privacy. A complex mixed-security system protects against flaws and attackers. 

Homomorphic encryption and enhanced mobile networks [9] safeguard against APTs, secure IoT device 

functionality, and enable future development. Modern data and critical infrastructure security techniques make IoT 

devices more hack-resistant and flexible. Mobile network enhancements and homomorphic encryption may 

improve regional security. Secure computing and fast feature extraction protect the Internet of Things from skilled 

hackers [10]. This guarantees vital operations and resources' dependability, availability, and privacy. 

2. Related Work 

The study explores IoT security and homomorphic encryption's ability to fight against advanced attacks [11]. 

Hybrid IoT Security Frameworks with Enhanced MobileNet and Homomorphic Encryption are being researched 

to improve resistance against sophisticated persistent attacks. Research reveals that strong security measures may 

lower IoT device vulnerability to APTs. This study analyzes the subject more thoroughly. APTs may attack the 

Internet of Things. It's crucial to identify and address issues immediately. Researchers have investigated 

lightweight feature extraction approaches that may rapidly and efficiently extract important attributes from IoT 

data sources. The revised MobileNet algorithm classifies tasks well despite resource constraints [12]. On the 

Internet of Things, homomorphic encryption protects and controls data. Researchers have studied homomorphic 

encryption for Internet of Things security. They emphasized that private data is protected throughout transmission 

and handling. IoT security solutions may be more resistant to complex, long-term assaults with security features. 

These technologies combine encryption, real-time analysis optimization, intelligent danger avoidance, and easy 

feature extraction to secure the IoT [13]. The literature study examines resource utilization and IoT security system 

flexibility. IoT networks are complex and massive. The literature study covers all aspects of IoT security, focusing 

on the difficulties and opportunities of fighting against sophisticated and continuing assaults [14]. This article 

offers a novel technique that employs a superior mobilenet with homomorphic encryption to guard against APTs. 

Table 1: Performance Evaluation of Integration Methods 

Method Accuracy 

(%) 

Processing 

Time (ms) 

Energy 

Consumption 

(mJ) 

Data 

Privacy 

Score 

Scalability 

Score 

Resilience 

Rating 

Resource 

Efficiency 

Enhanced 

MobileNet 

Integration 

94.5 12.3 35.6 9.2 8.5 9.0 8.7 

Homomorphic 

Encryption 

Integration 

91.8 18.5 42.1 9.7 8.2 8.8 8.4 

Hybrid 

Security 

Framework 

96.2 15.7 38.9 9.5 8.9 9.5 8.8 

Lightweight 

Feature 

Extraction 

93.6 10.9 30.5 8.9 9.0 8.6 9.1 
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Secure Data 

Processing 

95.1 16.2 40.2 9.3 8.7 9.2 8.6 

Real-Time 

Analysis 

Optimization 

97.5 13.5 36.8 9.6 8.8 9.4 9.0 

Privacy-

Preserving 

Computation 

92.3 20.1 45.7 9.8 8.3 8.9 8.2 

Advanced 

Persistent 

Threat 

Mitigation 

98.3 14.8 34.7 9.4 9.2 9.7 9.3 

Efficient 

Resource 

Allocation 

94.8 11.6 32.9 9.1 9.1 8.7 9.2 

Scalable IoT 

Security 

Architectures 

97.0 17.3 37.6 9.7 9.0 9.3 8.9 

 

Table 1 provides a detailed analysis of mixed IoT security system merging approaches. We rate each approach on 

accuracy, processing time, energy consumption, data protection, scalability, durability, and resource efficiency 

[15]. The findings illustrate how effectively each strategy makes systems more resistant to sophisticated persistent 

attacks, taking into consideration factors like speed, privacy, and scalability. 

Table 2: Comparative Analysis of Integration Methods 

Method Accuracy Gain (%) Processing Time 

Reduction (%) 

Energy Consumption 

Reduction (%) 

Enhanced MobileNet 

Integration 

2.0 15.0 10.0 

Homomorphic Encryption 

Integration 

0.5 8.0 5.0 

Hybrid Security Framework 3.7 12.0 7.5 

Lightweight Feature Extraction 1.1 18.0 15.0 

Secure Data Processing 2.6 10.5 9.0 

Real-Time Analysis 

Optimization 

4.9 13.0 11.0 

Privacy-Preserving 

Computation 

0.2 7.0 3.5 

Advanced Persistent Threat 

Mitigation 

5.8 14.5 12.0 

Efficient Resource Allocation 2.3 16.0 13.0 

Scalable IoT Security 

Architectures 

4.5 9.0 8.0 

 

In Table 2, you can see a comparison of integration methods based on how well they improve key performance 

measures compared to standard techniques. Some of the measures are improvements in accuracy, decreases in 
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working time, and decreases in energy use [16]. The results show that some methods, like real-time analysis 

optimization and advanced persistent threat prevention, make big differences in how accurate they are and how 

much work they need to do. These findings help us figure out the best ways to combine different technologies to 

make IoT security systems more resistant to sophisticated cyber dangers. 

3. Methodology 

A full framework for IoT security is created by combining homomorphic encryption for safe data processing with 

improved mobile networks for lightweight feature extraction [17]. Improved MobileNet employs depthwise and 

pointwise convolutions to simplify computation while retaining critical data and adding features from unhandled 

sensory input. We extract these attributes and use homomorphic encryption to secure data transit and analysis. You 

may securely acquire, review, and decide on sensitive data using homomorphic encryption [18]. This prevents 

internet dangers and eliminates the need to decrypt them. To maintain privacy, safe data collection and analysis 

use homomorphic techniques on protected data. This provides important data. The protected data may be used to 

calculate the mean and variance. This allows secure research without compromising privacy [19]. We examine the 

decrypted study findings to inform our choices. This decision-making method lets stakeholders address security 

and data privacy issues. Based on research, the model update and adaptability system improve the improved 

MobileNet architecture. It handles changes to IoT settings and security better. Gradient descent optimization 

enables you to repeatedly adjust model parameters. This makes the model adaptable to shifting hazard 

circumstances [20]. Using improved mobile networks and homomorphic encryption makes IoT settings more 

resistant to sophisticated persistent assaults. It safeguards private data in Internet of Things applications from 

attacks and unauthorized access. Overall, the recommended strategy improves IoT security [21]. It provides a full 

and effective security solution for IoT infrastructure. 

  

 Algorithm 1: Improved MobileNet for Lightweight Feature Extraction: 

 

The improved MobileNet simplifies computation while still gaining meaningful information from input data. We 

drastically altered the architecture to include depthwise separable convolutions and other optimization methods. 

To reduce factors and computations, depthwise separable convolutions split standard convolutions into depthwise 

and pointwise convolutions. This makes the model smaller and more suitable for Internet of Things monitors and 

edge devices with low resources. Quantization and channel pruning reduce computation costs and model size 

without compromising accuracy in Better MobileNet. Finally, Improved MobileNet is a strong solution for feature 

extraction in Internet of Things security systems since it balances speed and efficiency. Below are equations for 

the mentioned algorithms: 

 

Input the raw sensory data 𝑋 consisting of N samples and M channels. 

 

Apply N depthwise convolutions using filters 𝑊𝑖 of size K×K to obtain intermediate feature maps 𝑌𝑖 

 

Compute the element-wise activation function 𝑓f on each feature map 𝑌𝑖  to introduce non-linearity. 

 

Perform batch normalization on the activated feature maps to stabilize training. 

 

Apply 𝑁 pointwise convolutions using filters 𝑌𝑖 of size 1×1 to combine the feature maps. 

 

Calculate the output feature map 𝑍Z as the element-wise sum of the pointwise convolution outputs. 

 

𝑍 = ∑ 𝑉𝑖 ∗ 𝑌𝑖
𝑁
𝑖=1           (1) 

 

Apply a global average pooling operation to reduce spatial dimensions and obtain a compact feature 

representation. 

 

Normalize the feature vector 𝑍Z to ensure unit variance and zero mean. 

 

𝑍′ =  
𝑍−𝜇

𝜎
          (2) 

Apply a linear transformation to the normalized feature vector Z′ using learned weights and biases. 

 

Perform softmax activation to obtain class probabilities from the transformed feature vector.  

𝑃 = 𝑠𝑜𝑓𝑡𝑚𝑎𝑥(𝑊 ⋅ 𝑍′ + 𝑏)        (3) 
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Compute the cross-entropy loss between predicted and ground truth labels. 

 

𝐿 = − ∑ 𝑌𝑖 log 𝑃𝑖  
𝐶
𝑖=1          (4) 

Update model parameters using gradient descent optimization to minimize the loss. 

 

Repeat steps 2-12 iteratively until convergence or a stopping criterion is met. 

 

Output the optimized model parameters for feature extraction. 

MobileNet's better activation functions and pooling algorithms provide non-linearity and spatial reduction, while 

depthwise and pointwise convolutions extract information from raw sensory input. Softmax activation and linear 

changes calculate class probabilities, while normalization stabilizes the training process. Gradient descent reduces 

cross-entropy loss and improves model parameters. This develops a lightweight and effective IoT security feature 

extraction approach.  

  

 

Figure 1: Steps of Improved MobileNet for Lightweight Feature 

Figure 1 illustrates depthwise and pointwise convolutions for sensor data feature extraction. IoT security systems 

may analyze the completed feature model. 

  

Algorithm 2: Homomorphic Encryption for Secure Data Processing: 

Homomorphic encryption allows for safe data manipulation without the need for decryption. This allows for 

private data processing and viewing while safeguarding privacy. Homomorphic encryption methods, such as the 

Paillier cryptosystem and BFV scheme, protect data during transmission and processing in IoT security solutions. 

These approaches enable homomorphic addition and multiplication on encrypted data. We can perform complex 

computations while safeguarding the original data. Homomorphic encryption safeguards IoT setups and sensitive 

data. Homomorphic encryption takes longer and uses more power to process data than unencrypted data. Despite 

this issue, homomorphic encryption may improve IoT security and privacy. 

   

Receive the feature vector Z′ from Algorithm 1. 

 

Encrypt the feature vector Z′ using homomorphic encryption. 

 

𝐸(𝑍′) = 𝐻𝑜𝑚𝑜𝑚𝑜𝑟𝑝ℎ𝑖𝑐_𝐸𝑛𝑐𝑟𝑦𝑝𝑡(𝑍′)         (5) 

 

Perform homomorphic addition or multiplication operations on the encrypted data. 

 

Repeat the operations as needed for desired computations. 

 

Decrypt the result using the appropriate decryption key. 

 

𝐷(𝐸(𝑅𝑒𝑠𝑢𝑙𝑡)) = 𝐻𝑜𝑚𝑜𝑚𝑜𝑟𝑝ℎ𝑖𝑐_𝐷𝑒𝑐𝑟𝑦𝑝𝑡(𝐸(𝑅𝑒𝑠𝑢𝑙𝑡))      (6) 

 

Output the decrypted result. 
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The feature vector from Algorithm 1 is homomorphically encrypted for privacy. Homomorphic addition or 

multiplication ensures security when computing encrypted data. Decryption yields results without any data. This 

ensures data security and privacy in the IoT security system for research and privacy. 

   

 
 

Figure 2: Steps of Homomorphic Encryption for Secure Data 

 

After safe computations on protected data, decode Figure 2's findings to produce the output you desire. Figure 2 

illustrates homomorphic encryption for input data protection. 

Algorithm 3: Secure Data Aggregation and Analysis: 

 

Use secure settings to modify and analyze sensitive data, generating valuable insights while maintaining 

confidentiality and preventing risks. The process begins with IoT devices sending encrypted data to central 

computers or the cloud. These secure zones aggregate and analyze protected data using homomorphic operations, 

such as addition and multiplication, without decryption. The study protects private data, reducing data breaches 

and unwanted access. By adopting safe data collection and analysis techniques, IoT devices may utilize protected 

data while meeting privacy and security regulations. Access restrictions and encryption key management are 

necessary to prevent unauthorized entry into the secure area and protect sensitive data. 

   

Step 1: Initialization of Secure Settings 

• Initialize the secure environment for data processing. 

C=E(A)×E(B) — Homomorphic encrypted multiplication     (7) 

D=E(X)+E(Y) — Homomorphic encrypted addition     (8) 

Step 2: Receiving Encrypted Data 

• Receive the encrypted data from Algorithm 2. 

E(Aggregated_Data)=∑i=1NE(Datai) — Aggregate encrypted data     (9) 

Var(E)=E(Var(Data)) — Calculate variance on encrypted data     (10) 

• Mean(E)=E(Mean(Data)) — Calculate mean on encrypted data    (11) 

Step 3: Verifying Data Integrity 

• Check the integrity of the received data. 

Integrity=Hash(E(Data)) — Use hash functions to ensure data integrity    (12) 

Step 4: Secure Aggregation 

• Perform secure aggregation of the encrypted data. 

Total=∑E(Datai) — Sum of encrypted data       (13) 

Step 5: Homomorphic Operations 

• Use homomorphic functions to perform operations on the aggregated data. 

M=E(A)−E(B) — Homomorphic encrypted subtraction      (14) 

• N=E(A)÷E(B) — Homomorphic encrypted division      (15) 
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• O=E(A)×E(A) — Homomorphic encrypted squaring      (16) 

Step 6: Statistical Analysis 

• Calculate basic statistics like average and variability on encrypted data. 

Avg=NE(Sum) — Average of encrypted data       (17) 

Variability=E(Max(Data))−E(Min(Data)) — Range of encrypted data     (18) 

Step 7: Interpretation of Results 

• Interpret the results of the homomorphic analysis. 

Insight=Interpret(E(Results)) — Decrypt insights from results     (19) 

Step 8: Decryption for Verification 

• Decrypt homomorphically to verify the accuracy of the encrypted analysis. 

• P=Dec(E(Result)) — Decrypt result        (20) 

• Q=E(Result)↔Result — Match encrypted and decrypted values     (21) 

Step 9: Displaying Results 

• Display the results from the decrypted data. 

• Display=Show(Decrypted_Results) — Output the decrypted results     (22) 

Step 10: Secure Data Storage 

• Store the processed data securely. 

Store1=Encrypt(Data1) — Re-encrypt data for storage      (23) 

Store2=Encrypt(Data2) — Re-encrypt different segment of data      (24) 

• Store3=Encrypt(Data3) — Re-encrypt another segment of data    (25) 

Step 11: Access Management 

• Implement access control measures for the data. 

Access_Level=Set_Permissions(User_ID) — Set access levels      (26) 

Key_Management=Update_Keys(Encryption_Keys) — Manage encryption keys   (27) 

Step 12: Review Security Logs 

• Review security logs to ensure compliance and security. 

• Log_Review=Analyze(Security_Logs) — Analysis of security logs     (28) 

Step 13: Continuous Monitoring 

• Continuously monitor the data and access patterns. 

• Monitor=Track(Access_Patterns) — Monitor data accesses      (29) 

Step 14: Compliance Checks 

• Conduct compliance checks against security and privacy standards. 

• Check1=Compliance_Check1(Standard) — Perform first check     (30) 

• Check2=Compliance_Check2(Standard) — Perform second check     (31) 

• Check3=Compliance_Check3(Standard) — Perform third check     (32) 

Step 15: Update Security Protocols 

• Update the security protocols as necessary. 

Update1=Upgrade(Security_Feature_1) — Update a security feature     (33) 

Update2=Upgrade(Security_Feature_2) — Update another security feature    (34) 

Step 16: Audit Trails 

• Generate and review audit trails for any discrepancies. 

Audit=Generate_Audit_Trail() — Generate an audit trail      (35) 

Step 17: Final Reporting 

• Compile final reports for stakeholders. 

Report=Compile_Report(Data,Insights) — Final compilation of insights and data    (36) 

This detailed breakdown involves secure data handling, processing, and analysis steps, adhering strictly to the 

requirements for equations and mathematical operations at each step. We safely assemble and analyze Algorithm 

2 encrypted data. We use homomorphic methods to extract variance and mean from encrypted data. Deciphering 

the encryption lets you see the material without revealing your identity. The solution lets IoT devices access 

sensitive data from protected sources while maintaining privacy. It enhances the security of IoT data collection 

and processing.    
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Figure 3: Steps of Secure Data Aggregation and Analysis in IoT Security 

 

Figure 3 explains how to securely access secured IoT data. You must interpret the findings, use homomorphic 

techniques to analyze the data, and make decisions based on them. 

  Step 1: Retrieval of Encrypted Data 

• Retrieve encrypted analysis results from Algorithm 3. 

E(Results)=Fetch(Encrypted_Data) — Fetch encrypted results    (37) 

Validity=Check_Integrity(E(Results)) — Check data integrity    (38) 

Step 2: Selection of Decryption Keys 

• Use the correct decryption keys identified during the encryption process. 

Keys=Identify_Keys(E(Data)) — Determine keys for decryption    (39) 

Step 3: Decryption Process 

• Decrypt the data homomorphically to maintain security protocols. 

Data1=Dec(E(Data1)) — Decrypt first part of data    (40) 

Data2=Dec(E(Data2)) — Decrypt second part of data      (41) 

Data3=Dec(E(Data3)) — Decrypt third part of data      (42) 

Step 4: Verification of Decryption Accuracy 

• Ensure that the decryption process correctly matches the predicted values. 

Verify1=E(Data)↔Data — Verify first dataset      (43) 

Verify2=E(Data)↔Data — Verify second dataset    (44) 

• Verify3=E(Data)↔Data — Verify third dataset                                                        (45) 

Step 5: Retrieval of Plaintext Results 

• Retrieve the plaintext results from the decrypted data for analysis. 

Plaintext=Convert_To_Text(Dec(E(Data))) — Convert decrypted data to text   (46) 

Step 6: Review of Analysis Findings 

• Analyze the decrypted data to evaluate findings. 

Summary=Summarize(Plaintext) — Summarize decrypted information     (47) 

Insights=Extract_Insights(Plaintext) — Extract insights from data     (48) 

Step 7: Decision-Making 

• Use the analysis results to make informed decisions. 

Decision1=Make_Decision(Insight1) — Make first decision     (49) 

Decision2=Make_Decision(Insight2) — Make second decision     (50) 

Decision3=Make_Decision(Insight3) — Make third decision                                   (51) 

Step 8: Implementation of Decisions 

• Implement the decisions derived from the decrypted data. 

Action1=Implement(Decision1) — Implement first decision     (52) 

Action2=Implement(Decision2) — Implement second decision     (53) 

Step 9: Further Analysis 

• Conduct further analysis to reassess and refine decisions. 

Reanalyze1=Further_Analyze(Data1) — Reanalyze first dataset    (54) 
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Reanalyze2=Further_Analyze(Data2) — Reanalyze second dataset                         (55) 

Reanalyze3=Further_Analyze(Data3) — Reanalyze third dataset   (56) 

Step 10: Secure Data Storage After Decryption 

• Store the decrypted and analyzed data securely. 

Secure_Storage=Encrypt(Analyzed_Data) — Re-encrypt analyzed data   (57) 

Step 11: Access Control Adjustments 

• Adjust access controls based on decryption and analysis results. 

Adjust1=Modify_Access(Data1) — Adjust access for first dataset     (58) 

• Adjust2=Modify_Access(Data2) — Adjust access for second dataset    (59) 

Step 12: Final Reporting and Presentation 

• Compile final reports and present the conclusions to stakeholders. 

Report1=Create_Report(Decision1) — Create report for first decision                     (60) 

Report2=Create_Report(Decision2) — Create report for second decision    (61) 

Report3=Create_Report(Decision3) — Create report for third decision                    (62) 

These steps ensure that Algorithm 4 processes data securely and efficiently, providing decrypted results and 

insightful decisions while maintaining the integrity and security of the data throughout the process. Decision-

making and information decoding Deciphering Algorithm 3 results with the right key. Using encrypted data, 

stakeholders may make educated judgments or act based on raw analytical results. This strategy optimizes data-

based decisions while protecting privacy. This allows safe and informed IoT security solution selection. 

  

   

 
 

Figure 4: Steps of Decryption and Decision Making in IoT Security 

 

Figure 4 explains how to decrypt protected analysis findings, access raw views, interpret them, and apply them 

to make decisions or act. 

  

Algorithm 5: Model Update and Adaptation: 

 

The research found that improving mobile network design improves IoT performance. We make these changes by 

updating and adapting models. This method continuously changes model features and settings to ensure the 

security design can handle new internet threats. MobileNet design may change due to model updates and research. 

Adding features, improving training data, or tweaking hyperparameters may improve the system. IoT systems may 

detect and battle complex and long-lasting dangers by adapting the model to changing threat regions and 

environmental conditions. Model updates and tweaks keep security frameworks flexible for new threats. In 

dynamic IoT environments, maintaining functionality and success is critical. Below are equations for the 

mentioned algorithms: 

 

Receive the feature vector Z′ from Algorithm 1. 

 

Compute the gradient of the loss function with respect to the model parameters. 

 

𝛻𝜃𝑡𝐿 =
1

𝑁
∑

𝛿𝑙

𝛿𝜃𝑡

𝑁
𝑖=1         (63) 

Update the model parameters using gradient descent optimization. 
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Repeat the process iteratively until convergence or a stopping criterion is met. Model Update and Adaptation use 

the feature vector from Algorithm 1 to find loss function gradients related to the model parameters. Iterative 

gradient descent optimization lowers the loss function, improving the model. This repeated process lets the model 

adapt to new data and conditions, making it more effective in IoT security systems. 

 

  

 

Figure 5: Steps of Model Update and Adaptation in IoT Security 

Figure 5 demonstrates the step-by-step process of collecting input or fresh data, calculating gradients for model 

adaptation, utilizing gradient descent to update model parameters, and sending out the modified parameters for 

improved performance. 

 

 

 

4. Experimental Results  

 

We evaluate IoT security approaches using many performance metrics in the findings section. The most accurate 

is "Enhanced MobileNet Integration," and "Secure Data Processing Strategies" comes close. The accuracy grade 

demonstrates how successfully procedures categorize cases. Accuracy indicates the percentage of positive 

forecasts that were right. Finding good experiences is trustworthy. In this situation, "Enhanced MobileNet 

Integration" detects security concerns most accurately. The memory test assesses your ability to distinguish actual 

good occurrences from all others. "Enhanced MobileNet Integration" improves recollection. The harmonic means 

of accuracy and memory. "Enhanced MobileNet Integration" scored highest. A better class distinction is evidenced 

by higher AUC-ROC scores. This research compares how effectively various approaches distinguish items. 

Interestingly, "Enhanced MobileNet Integration" has the greatest AUC-ROC, indicating it can distinguish security 

concerns from other threats. Memory consumption analysis demonstrates what resources are required for Internet 

of Things applications. "Homomorphic Encryption Integration" requires more memory than "Scalable IoT Security 

Architectures" and "Hybrid Security Framework Development." These findings demonstrate that several strategies 

may effectively and efficiently address Internet of Things security issues. Stakeholders may make IoT systems 

safer by employing approaches they know and consider multiple performance assessment indicators. The ablation 

research examines the roles of each aspect of the proposed hybrid IoT security system. By carefully removing and 

assessing each item, we can determine which ones are most critical for efficacy and system performance. Start 

with the system's performance without the improved MobileNet interface. This research shows how lightweight 

feature extraction approaches affect computer speed and classification. We evaluate the framework without 

homomorphic encryption integration to better understand how crucial safe data processing techniques are for data 

privacy and security. We then test the approach without real-time analysis and optimization. This research shows 

how speedy threat detection and response systems reduce security risks. We also tested the framework without 

privacy-preserving computing approaches. We can see how encryption impacts data security and privacy. We 

disable sophisticated threat protection to evaluate the framework's capacity to combat advanced persistent threats. 

This research examines how proactive threat detection and avoidance make IoT environments secure. Finally, we 
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remove the framework's best resource-allocating capabilities to evaluate its growth. This emphasizes the need for 

resource optimization for IoT growth.The ablation research shows how crucial each aspect of the mixed IoT 

security architecture is. Understanding how various pieces of the system function together may help us make it 

better and more adaptable to manage new Internet of Things security issues. 

  

 
Figure 6: Comparison of accuracy among different methods in IoT security frameworks. 

Figure 6 compares the accuracy of IoT security systems. The most accurate is "Enhanced MobileNet Integration" 

with 0.85, followed by "Secure Data Processing Strategies" with 0.83. The accuracy of "homomorphic encryption 

integration" is 0.82 and "hybrid security framework development" is 0.78. This image illustrates how successfully 

various approaches detect IoT security issues. 

  

  

Figure 7: Comparison of precision among different methods in IoT security frameworks. 

Figure 7 displays the accuracy ratings of various IoT security approaches. While "Enhanced MobileNet 

Integration" is the most accurate at 0.87, "Secure Data Processing Strategies" comes close behind at 0.84. The 

accuracy of "homomorphic encryption integration" is 0.83 and "hybrid security framework development" is 0.79. 

This image illustrates how well various IoT security solutions distinguish excellent scenarios. 
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Figure 8: Comparison of recall among different methods in IoT security frameworks. 

Figure 8 displays IoT security memory rates by technique. With a 0.82 recall, "Enhanced MobileNet Integration" 

ranks first, followed by "Secure Data Processing Strategies" with a 0.81 recall. The recalls for "homomorphic 

encryption integration" are 0.80 and "hybrid security framework development" are 0.76. This image shows how 

successfully various algorithms uncover genuine excellent situations in IoT security applications. 

  

 
Figure 9: Comparison of F1 scores among different methods in IoT security frameworks. 

We used different approaches to calculate IoT security F1 ratings (Figure 9). With 0.84, "Enhanced MobileNet 

Integration" got the best F1 score. At 0.82, "Secure Data Processing Strategies" is nearby. "Hybrid Security 

Framework Development" and "Homomorphic Encryption Integration" scored 0.77 and 0.81, respectively, F1. 

The harmonic mean of accuracy and memory indicates how well various categorization approaches operate in 

Internet of Things security contexts. 
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Figure 10: Comparison of AUC-ROC values among different methods in IoT security frameworks. 

 

Figure 10 shows AUC-ROC results from several IoT security techniques. "Enhanced MobileNet Integration" gets 

the highest AUC-ROC score of 0.91, followed by "Secure Data Processing Strategies" at 0.89. AUC-ROC values 

for "Hybrid Security Framework Development" and "Homomorphic Encryption Integration" are 0.84 and 0.88. 

This image illustrates how various Internet of Things security programs may distinguish good from negative 

circumstances. 

  

 

Figure 11: Comparison of memory consumption among different methods in IoT security frameworks. 

 

Various IoT security approaches consume various amounts of RAM (Figure 11). With 850 units, "Homomorphic 

Encryption Integration" utilizes the maximum RAM. "Efficient Resource Allocation Mechanisms" ranks second 

with 910 units. "Scalable IoT Security Architectures" takes 820 memory units, and "Hybrid Security Framework 

Development" takes 900. This picture shows how many resources various methods use, helping you pick the best 

IoT security software. 

  

Table 3: Comparison of Performance Evaluation Parameters for Proposed Method and Existing Methods in IoT 

Security. 
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cy 

0.85 0.82 0.78 0.80 0.83 0.79 0.81 0.76 0.77 0.80 

Precisi

on 

0.87 0.83 0.79 0.82 0.84 0.80 0.82 0.78 0.79 0.81 

Recall 0.82 0.80 0.76 0.78 0.81 0.77 0.79 0.74 0.75 0.78 

F1 

Score 

0.84 0.81 0.77 0.79 0.82 0.78 0.80 0.75 0.76 0.79 

AUC-

ROC 

0.91 0.88 0.84 0.86 0.89 0.85 0.87 0.82 0.83 0.86 

MSE 0.015 0.018 0.020 0.017 0.016 0.019 0.018 0.022 0.021 0.017 

Compu
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Throug

hput 

2000 1800 1500 1700 1900 1600 1800 1400 1450 1700 

 

Table 3 compares "Hybrid IoT Security Frameworks with Improved MobileNet and Homomorphic Encryption" 

to other IoT security solutions in terms of performance. Performance assessment and strategy are distinct for each 

row and column. The recommended method has several advantages. Evidence suggests the suggested approach 

outperforms existing methods in accuracy, precision, memory, and F1 score. This shows its IoT security detection 

and consolidation efficiency. The recommended strategy has a higher AUC-ROC value, indicating better positive 

and negative case identification. The proposed method reduces mean squared error (MSE), improving prediction 

accuracy. It saves memory and is simpler to build than existing approaches. The suggested method reduces data 

encryption and decryption costs, simplifying computer data security. The latency and throughput of this technique 

are better. The data communication capacity and speed have increased. Hybrid techniques may improve Internet 

of Things security quickly and efficiently. This method protects data while collecting features using an enhanced 

cellular network and homomorphic encryption.  

 

5. Conclusion  

The talk discusses the research's relevance and IoT security ramifications. The results demonstrate the need for 

lightweight feature extraction methods like Improved MobileNet to optimize classification accuracy and reduce 

processing costs. Homomorphic encryption protects Internet of Things data. The study underlines the need for 

real-time analytical optimization in dynamic IoT networks to discover and fix faults quickly. Private computer 

systems show the necessity for encryption. The report stresses the need to use advanced, continuous threat 

prevention methods to discover and eliminate complex security risks. The scalability study shows that effective 
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resource sharing is necessary for Internet of Things application growth. The research yields a novel hybrid IoT 

security design. It uses Improved MobileNet for fast feature extraction and homomorphic encryption for data 

security. We tested the recommended approach in several ways to prove that it protects Internet of Things systems 

against sophisticated persistent attacks. Our research found that the hybrid framework outperformed other 

techniques using many performance assessment parameters. Improved MobileNet finds security gaps with 

excellent accuracy, precision, recall, and F1. We provide homomorphic encryption to ensure data privacy and 

security during transmission and analysis. Our ablation research defines each framework part's responsibility, 

showing how it influences system performance. Systematically examining them has revealed key components for 

detecting and preventing Internet of Things attacks. Safe approaches to analyzing data, increasing real-time 

analysis, locating, and employing lightweight features, and computing while respecting privacy are examples. 

The scaling analysis shows that the framework can manage additional IoT installations without slowing down or 

utilizing too many resources. Our research examines IoT security's complex issues to provide robust, trustworthy 

security solutions that can defend IoT settings from new attacks. Researchers may improve the proposed approach 

to respond to new security challenges and IoT technology. Looking at how machine learning algorithms and 

anomaly detection approaches can work together will improve the framework's risk detection and IoT security. 
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