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Abstract

As 10T devices increase, accuracy and data security become increasingly crucial. This research recommends a
powerful threat detection system that accelerates message responses to improve 10T security. The recommended
strategy finds dangers in using many data sources. Our deep learning system is DenseNet. It groups photographs
nicely. We show how the approach works using real-world experiments. It has few false positives and negatives
and is effective at recognizing items. Through ablation research, we examine how design and component selections
impact technique performance. This clarifies the method's fundamentals. The research reveals that feature
selection, fusion, and DenseNet design improve the technique. We discuss the need for fine-tuning
hyperparameters to improve approaches and monitor more individuals. The strategy makes 10T communities safer
and more robust by laying the groundwork for threat detection and response. This approach solves message
transmission delay concerns, making the loT safer. These discoveries may benefit hacking specialists. They
improve and speed up loT security.

Keywords: Detection; Efficiency; Fusion; loT; Optimization; Response Time; Security; Threat; Timeliness;
Validation.

1. Introduction

As 10T security expands, checking message response times is critical to protecting systems from emerging threats
[1]. This study discusses real-time threat detection and how DenseNet and Fusion Techniques may improve 10T
security. Alterations From smart homes to workplace robots, 10T gadgets have transformed connectivity. As
computers become more connected, viruses, denial-of-service attacks, and data breaches are more likely [2]. So,
researchers have implemented more complicated security mechanisms for loT devices to make them safer. This
project aims to reduce message response time to prevent major issues. Due to this effort, 10T security concerns
should be easier to discover and solve [3]. Our objective is to build a powerful system that can detect threats in
real time without delaying computers. We will achieve this by utilizing fusion approaches and DenseNet's excellent
deep learning architecture. We employ fusion methods to blend the best of diverse senses or data sources using
DenseNet, a dense-link convolutional neural network. Our solution provides complete situational awareness
because data sources are organically linked. This program finds illogical patterns and security flaws [4]. For faster
data input and less computation, consider lightweight processing techniques. This will simplify 10T device
connectivity and save resources. Our novel framework improves real-time threat detection by merging DenseNet
designs with 10T security-specific fusion [5]. Better Message Response Time: Combining and separating DenseNet
and Fusion techniques concurrently speeds up message response. This helps identify and solve security problems
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faster [6]. Using resources wisely: By adopting light preparatory procedures, we can reduce processing costs and
improve identification. Our approach works effectively for 10T events with a few tools. The framework's ability
to manage multiple hazards and connect to many loT networks [7] indicates its usefulness and expandability.
Below, we detail our method's hypothesis, the steps we took to execute the experiment, the findings we achieved,
and their implications for future research. This shows how we're making loT safer.

2. Related Work

To strengthen systems against emerging vulnerabilities, numerous machine learning and fusion methods have been
studied for real-time 0T security threat detection. Convolutional neural networks (CNNs) are famous for finding
complicated patterns in massive data sets [8]. This makes them ideal for 10T image-based threat detection
initiatives. Recurrent neural networks (RNNs), particularly LSTM networks, are good at processing linear data
and may detect security breaches in time [9]. Flexible Support Vector Machines (SVM) are used for nonlinear
classification. They detect slight variations in regular behavior well. Ensemble learning approaches like Random
Forest and Decision Trees optimize categorization and reduce noise in 10T data streams by combining numerous
decision trees [10]. KNN employs proximity-based inference to identify new instances based on near neighbors'
majority votes. However, Naive Bayes employs a statistical classification approach and assumes characteristics
are independent of speed inference. Genetic algorithms identify optimal model parameters and features
evolutionaryly. They may adapt to 10T conditions by making tiny modifications repeatedly. Ensemble learning
approaches improve generalization and reduce overfitting by combining base model results [11]. Fusion
approaches are crucial for merging data sources and improving real-time threat monitoring systems. Joining or
gathering feature vectors from diverse sources is known as feature fusion. A more extensive investigation and
better identification are possible. Decision Level Fusion combines classifier decisions to make a final decision
[12]. Variable-based classifiers eliminate individual biases. Sensor Fusion creates more full images and makes
hazard warning systems more resistant to hackers and broken sensors. Data Fusion helps users comprehend
complex 0T settings and make better choices by combining data from diverse sources [13]. Late Fusion fuses
processed algorithm results, allowing each type to be modeled independently before combining. Early Fusion,
however, integrates input data from several sources. This enhances joint representation learning and data stream
interaction. Sensor-Level Fusion combines sensor data from many instruments to produce a situational awareness
platform. Channel fusion integrates data from many network layers or communication channels to improve threat
identification. Spatial fusion uses spatial data from diverse sources to enhance space thinking, while temporal
fusion uses temporal processes to comprehend how objects change over time and recognize dangers [14]. Several
machine learning and merging methods have been investigated to increase 10T security message reply time. CNNs,
RNNSs, SVMs, and ensemble learning are good machine learning algorithms for discovering complex trends and
categorizing loT data streams. Feature Fusion, Sensor Fusion, and Early Fusion are key fusion approaches for
merging data sources and improving real-time risk warning systems [15]. The specialists want to use these
technologies to construct entire solutions that can better defend 10T security.

Table 1: Performance Evaluation of Machine Learning Methods for Real-Time Threat Detection

Method Accuracy Precision Recall F1 Score AUC-ROC Execution
Time (ms)
Convolutional | 0.92 0.91 0.93 0.92 0.97 15
Neural
Networks
(CNNs)
Recurrent 0.88 0.87 0.89 0.88 0.94 20
Neural
Networks
(RNNs)
Long Short- | 0.90 0.89 0.91 0.90 0.96 18
Term
Memory
(LSTM)
Support 0.85 0.84 0.86 0.85 0.92 25
Vector
Machines
(SVM)
Random 0.91 0.90 0.92 0.91 0.95 22
Forest
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Decision 0.86 0.85 0.87 0.86 0.91 30
Trees

K-Nearest 0.83 0.82 0.84 0.83 0.89 28
Neighbors

(KNN)

Naive Bayes | 0.78 0.77 0.79 0.78 0.83 35
Genetic 0.87 0.86 0.88 0.87 0.93 32
Algorithms

Ensemble 0.93 0.92 0.94 0.93 0.98 27
Learning

Table 1 provides successes for comparing machine learning algorithms for real-time 10T security threat detection
[16]. F1 score, AUC-ROC, millisecond processing time, accuracy, precision, memory, and F1 score are measures.
The best accurate and AUC-ROC values are given by CNNs and Ensemble Learning. However, Naive Bayes
performs worse across all metrics.

Table 2: Performance Evaluation of Fusion Techniques for Real-Time Threat Detection

Method Accuracy Precision Recall F1 Score AUC-ROC Execution
Time (ms)

Feature 0.94 0.93 0.95 0.94 0.98 20

Fusion

Decision 0.92 0.91 0.93 0.92 0.97 22

Level Fusion

Sensor 0.93 0.92 0.94 0.93 0.98 25

Fusion

Data Fusion | 0.91 0.90 0.92 0.91 0.95 18

Late Fusion | 0.90 0.89 0.91 0.90 0.96 23

Early Fusion | 0.95 0.94 0.96 0.95 0.99 19

Sensor-Level | 0.92 0.91 0.93 0.92 0.97 24

Fusion

Channel 0.93 0.92 0.94 0.93 0.98 21

Fusion

Spatial 0.94 0.93 0.95 0.94 0.98 20

Fusion

Temporal 0.91 0.90 0.92 0.91 0.95 26

Fusion

Table 2 shows how successfully various fusion algorithms discover real-time 10T security concerns [17]. We
evaluate Feature Fusion, Sensor Fusion, and Early Fusion on accuracy, precision, memory, F1 score, AUC-ROC,
and processing time (milliseconds). Early fusion has the highest accuracy and AUC-ROC values of all fusion
techniques.

3. Methodology

We use DenseNet integration and fusion to improve real-time hazard detection and increase 10T security message
reply to times. Firstly, we integrate DenseNet, known for its dense connection patterns, to extract features.
DenseNet blocks make it easy to reuse features and communicate information, improving the model's capacity to
recognize complicated security patterns [18]. Second, feature, decision-level, sensor, and early fusion approaches
combine data from a variety of sources and modes. Decision-level fusion combines algorithmic options, whereas
feature fusion combines feature vectors from disparate data sources. Sensor fusion uses data from several devices
to get meaningful information [19]. Early fusion mixed input modalities. Each fusion approach makes use of the
greatest data source qualities, making the hazard detection system more trustworthy and accurate. The
recommended solution uses DenseNet integration and fusion to swiftly collect relevant data from diverse sources
and integrate it in real time to enhance IoT security message reply time. Combining DenseNet integration and
fusion technologies improves 10T threat detection. This simplifies rapid and accurate security threat response.
Different 10T contexts and evolving security issues can utilize the customizable and scalable recommended
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solution. Our experimental and performance analyses reveal that the recommended strategy performs better in
real-world 10T security circumstances. It may minimize loT security threats and enhance message response times.
The recommended solution is novel and effective for 10T security. It offers a full solution for 10T platform integrity
and hazard detection.

" The "Dense Convolutional Network," or "DenseNet," is a deep learning architecture with many connections.
Modern CNNs only connect the lower layers. But DenseNet instantly links all levels, so lower-layer feature maps
may be supplied to higher layers. Strong linkages make feature reuse and network communication simpler,
resulting in improved gradient flow and training efficacy. In denseNet designs, each layer generates feature maps
for the layer above it using information from all layers below it. Due to its complex connection structure, the
network may be able to identify complex data links and patterns. This makes it strong for image-based tasks such
as identifying and grouping things. We seek to enhance real-time 10T security threat detection using DenseNet's
robust feature extraction capabilities. This will help the model discover issues.

Below are equations for the mentioned algorithms:

Initialize input data Xand parameters 6.

Pass input data X through initial convolutional layer.

Enter dense block i.

Perform convolution operation:

Hy=o(W;*X + b;) @
Concatenate feature maps: X = [X, H;]

Perform batch normalization:

1
wo= 20X )

oi = 25006 - 1) 3)

Enter transition layer i.

Perform max pooling:

X = MaxPool(X) 4
Repeat steps 3-8 for each dense block and transition layer.

Perform global average pooling:

X = AvgPool(X) (5)
Pass pooled features through fully connected layer:
Z=0Wsc - X+ by) (6)

Compute loss L using softmax cross-entropy.
Update parameters using backpropagation and optimization algorithm.
Repeat training until convergence or specified epochs.

Compute accuracy Acc on validation set:
Correct Predictions

Acc = Sorect Predictions @)

Total Predictions
Evaluate model performance on test set.
This method sends data via convolutional layers in dense, connected chunks. Max pooling reduces dimensions,
and batch normalization normalizes. We assess model success through backpropagation training. We anticipate
response time by using the optimal real-time reasoning activation value.
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Figure 1: Steps involved in integrating DenseNet architecture for real-time threat detection in 10T security.

Figure 1 shows how to add DenseNet design to 10T security systems. It shows the convolutional operations, dense
blocks, transition layers, and training for tasks like finding threats.

Feature fusion combines feature vectors from several data sources or modes to create a single picture with linked
data. This fusion strategy adds diverse perspectives and a wider data picture to improve the model's ability to
distinguish. We can join, average, or weight the features. Combining characteristics from diverse sources gives
the model a more complete picture. It may identify tiny patterns and outliers that may indicate security problems.
I0T security applications that employ data from cameras, devices, and network logs benefit from feature fusion.
Combining data from diverse sources makes risk detection systems more reliable and adaptable to changing
environmental circumstances.

Receive feature vectors Fi from Algorithm 1.

Initialize fusion method and parameters.

Choose fusion method (e.g., averaging, weighted combination).

Perform fusion operation:

Ffused=% ?,=1Fi (8)
Obtain fused feature vector Fy 0.

Use Ff y5eq as input for downstream task.

Evaluate performance of fused features.

Adjust fusion method or parameters if needed.

Monitor system for changes in data sources.

Update fusion method or parameters accordingly.

Repeat fusion process with new data.

Assess performance and refine fusion approach.

End when satisfactory performance achieved.

Algorithm 2 connects Algorithm 1's feature vectors using average or weighted combination. The feature vector is
provided to subsequent tasks after merging. Checking performance and changing fusing technique or parameters
as needed. The procedure repeats until satisfied.
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Perform fusion operation:
. Choose fusion
_ Initialize method (e.g.,
feature vectors averaging, weighted ) N
from different combination) - Concatenate feature vectors if
sources necessary

- Average feature vectors or compute
weighted sum.

Evaluate Use fused feature vector Obtain fused feature

Repeat fusion performance and as mput for downstream
process with new adjust fusion task (e.g., classification,
data or as necessary method if needed detection)

vector

Continuously
assess
performance and
refine fusion
approach

Monitor system for Update fusion
changes or updates method or
m data sources. parameters
accordingly

Figure 2: Procedure for feature fusion to enhance real-time threat detection in 10T security.

The steps in Figure 2 show how to use methods like averaging or weighted combination to combine feature vectors
from different data sources so that danger detection systems are more accurate.

Decision-level fusion combines algorithmic choices to reach a consensus. This fusion approach reduces biases and
improves accuracy by using several base models. Decision-level fusion may use majority voting, average voting,
or weighted options. By combining algorithmic decisions, fusion reduces errors and enhances choice
dependability. Decision-level fusion helps when models have varying performance or biases. Fusion employs
numerous algorithms to make decisions, improving risk detection accuracy.

1. Receive decisions Di from Algorithm 1.
e Di=Output of Algorithm 1 for each instance i

e Total Decisions=— N .(Count of decisions received) 9
N

2. Initialize fusion method and parameters.
e )=Set weighting coefficients for each Di
o Init_Param=Set initial settings for the fusion methodInit_Param=Set initial settings for the fusi
on method
e  Threshold=0.5Threshold=0.5 (Setting an initial threshold for decision-making)
3. Choose fusion method.
e Method=Majority Voting or AveragingMethod=Majority VVoting or Averaging
4. Perform fusion operation.
e Dfused=Mode(D1,D2,...,Dn) (10)
5. Get confused in combination. (Assuming this refers to obtaining a combined decision considering
potential misalignments)
e Dcombined=N1}i=1NDi (11)
e Dweighted=N1} i=1NAiDi (12)
e Dcorrected=Dcombinedxcorrection factor
6. Adjust the merging parameters as needed.
o Jnew=J+AA (13)
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10.

11.

12.

13.

14.

15.

16.

17.

e  Thresholdnew=Threshold+AThreshold

Check the system to see if classifier performance has changed.

e  Performance=f(Dfused)
Modify the merging parameters as appropriate.

e Jadjust=Anew—¢

e Thresholdadjust=Thresholdnew—¢
Select new options and merge again.

o Dre-fused=New Method(D1,new,D2,new,...,Dn,new)
Examine the data and improve the hybrid approach.

o Danalyzed=Analyze(Dfused)

e Dimproved=Dfused+AD

o Doptimized=Optimize(Dimproved)
Finish when you are satisfied.

e Dfinal=Dre-fused

e  Satisfaction=Check(Dfinal)
Integration with system-wide monitoring.

¢ Integration=Combine(Dfinal,System Data)
Feedback loop integration.

o Feedback=Feedback Function(Dfinal)
Iterative enhancement.

e lteration1=Dfinal+A1l

e lteration2=Iteration1+A2

e lteration3=Iteration2+A3
Post-deployment analysis.

e  Analysisl=Deep Analyze(Dfinal)

e  Analysis2=Surface Analyze(Dfinal)
Update and re-deployment.

e Dupdated=Dfinal+Aupdate
Conclusion and process evaluation.

¢ Conclusion=Evaluate(Dfinal)

(14)

(15)
(16)

(17)
(18)
(19)
(20)

(21)
(22)

(23)
(24)
(25)
(26)

@7)

(28)
(29)

(30)

(1)

Algorithm 3 uses group votes or averages to aggregate Algorithm 2 results. The fused choice is the ultimate
decision. Checking performance and changing fusing technique or parameters as needed. We repeat the procedure
until we achieve excellent performance.
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Figure 3: Process of decision-level fusion for integrating multiple classifiers in real-time threat detection for loT

security.

Figure 3 shows the steps for combining the choices made by different classes using methods such as majority votes
or averaging to come up with a final decision that everyone agrees on. This improves threat detection.

Sensor fusion combines data streams from diverse devices to improve warning systems and provide meaningful
information. This combination strategy lets the model utilize data from several devices to better understand its
environment. Sensor fusion might be an average, weighted combination, or probability. Using sensor fusion, the
system can discover issues and security concerns faster. 10T security applications that require data from motion,
temperature, and proximity sensors benefit from sensor fusion. Sensor fusion combines data from multiple sensors

to increase situational awareness and identify hazards more quickly and precisely.

These numbers represent the discussed methods:

. To get sensor Si input, use Algorithm 3.

. Configure the merging method.

. Choose probability fusion or a weighted mixture.
. Perform fusion operation:

. Sfused = YN, w;S;

. Obtain fused sensor data Sfused

(32)

Use SfusedSfused for analysis or decision-making.

Evaluate performance of fused sensor data.
Adjust fusion method or parameters if needed.
Monitor system for changes in sensor readings.
Update fusion method or parameters accordingly.
Repeat fusion process with new sensor data.
Assess performance and refine fusion approach.
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Sensor data from Algorithm 3 is integrated using weighted combination or probability fusion in Algorithm 4.
Mixed sensor data is utilized for research or decision-making. Checking performance and changing fusing

technique or parameters as needed. The procedure repeats until satisfied.

Initialize sensor data
from multiple sources

Monitor system for
changes in sensor
readings or reliability

Update fusion method
or parameters
accordingly

Choose fusion method
(e.g., weighted
combination,

probabilistic fusion)

Adjust fusion method
or parameters if
necessary

Continuously assess
performance
refine fusion approach

Perform fusion
operation:Combine
sensor data using
chosen method

Evaluate performance
of fused sensor data

Obtain fused sensor
data

Use fused sensor data
for analysis or
decision-making

Figure 4: Steps involved in sensor fusion for integrating data from multiple sensors in 10T security for enhanced
threat detection.

In Figure 4, you can see how to improve the reliability of danger detection systems by mixing data streams from
different sources using techniques like weighted combination or probability fusion. Early fusion, sometimes
termed input-level fusion, combines data from distinct modes at the model's input. This fusion approach simplifies
joint representation learning and promotes data stream collaboration. Combining data from diverse sources before
feeding it into the model might cause early fusion. Early input-level fusion mixes data from diverse sources. This
improves identification and classification performance by allowing the machine to learn more comprehensive data
models. Early fusion works best when data from diverse sources strongly correlates with or relies on each other.
Early fusion combines data from multiple sources at the start of processing. This helps the model grasp complicated
data relationships and linkages, improving risk detection accuracy.

1. Receive input data Xi from Algorithm 3.
e  Xi=Output of Algorithm 3 for each instance i
e Total Inputs=}i=1N1 (Count of inputs received) (33)
2. Initialize fusion method and parameters.
e Init_Param=Set initial settings for the fusion method
3. Choose fusion method.
¢ Method1=Concatenation
e  Method2=Weighted Combination
e  Method3=Choose based on data characteristics
4. Perform fusion operation.

e Concatenation: Xfused=[X1,X2,...,Xn] (34)
o Weighted combination: Xfused=} i=1NwiXi (35)
e Hybrid approach: Xfused, hybrid=Hybrid(X1,X2,...,Xn) (36)

5. Obtain fused input data Xfused.
o  Xfused=Output of fusion operation
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6. Use @fusedXfused as input for a downstream task.

e  Xdownstream=Downstream Model(Xfused) (37)

e  Xadjust=Adjust Model Input(Xfused) (38)
7. Evaluate performance of fused input data.

e  Performancel=f1(Xfused) (39)

o  Performance2=f2(Xfused) (40)

e  Performance3=f3(Xfused) (41)
8. Adjust fusion method or parameters if needed.

o Anew=1+AA (42)

e  Thresholdnew=Threshold+AThreshold (43)
9. Monitor system for changes in data sources or modalities.

e  Monitor1l=Check Data Changes(X) (44)

e  Monitor2=Adjust Monitoring Settings(X) (45)

e Monitor3=Apply New Settings(X) (46)

10. Update fusion method or parameters accordingly.
e Update=Update Parameters based on Monitoring
11. Repeat fusion process with new input data.

e  Xnew=New Input Data 47)

o  Xre-fused=Fusion(Xnew) (48)
12. Assess performance and refine fusion approach.

o Refinel=Refine Method based on Performance(Xfused) (49)

e Refine2=Implement Refinements(Xfused) (50)

o Refine3=Evaluate Refinements(Xfused) (51)
13. End when satisfactory performance is achieved.

e  Satisfaction=Check Satisfaction(Xfused) (52)

Algorithm 5 concatenates or weights data from Algorithm 1. After data is aggregated, it feeds further jobs.
Checking performance and changing fusing technique or parameters as needed. The procedure repeats until
satisfied.

Choose fusion . e
PSR £ Perform fusion
Initialize input data \ method (e.g., / \ = 5
e byt - . - operation: ge input
modalities : data using chosen
e method

Adjust tusm.n Evaluate \ Use fused input
method or

parameters if performance of ata as input for
para S

- — fused inp i =
necessary \ fused input data \ downstream task

" Obtain fused input
data

Update fusion

method or T
parameters performance and

or - : perforn
modalities accordingly \ refine fusion approach

Continuously assess

S0 S

Figure 5: Procedure for early fusion to integrate data from different modalities for enhanced real-time threat
detection in 10T security.

110
Doi: https://doi.org/10.54216/FPA.160108
Received: July 19, 2023 Revised: November 15, 2023 Accepted: April 18, 2024



https://doi.org/10.54216/FPA.160108

Fusion: Practice and Applications (FPA) 1ol 16, No. 01. PP. 101-117, 2024

Figure 5 shows the steps for combining data from different sources at the input level using concatenation or
weighted combination to make danger detection algorithms work better.

4. Experimental Results

Different strategies enhance 10T security message reading time. We evaluate each approach based on its accuracy,
precision, memory, ROC AUC, MTTD, MTTR, output, processing speed, false positives and negatives, and
finding ability. The recommended strategy outperforms alternatives in several review metrics. It can detect security
issues because of its accuracy, precision, memory, and F1 scores. The proposed approach has high ROC AUC
rates and low false positive and false negative rates, making positive and negative classifications simpler to
distinguish. Low MTTD and MTTR indicate that the proposed system can swiftly identify and mitigate real-time
security threats. Because of its large output and poor processing efficiency, the recommended approach can process
numerous messages with minimal computing power. Every test showed the recommended approach outperformed
the current ones. This illustrates how it speeds up 10T security message responses. Researchers discovered that the
technique could make loT installations safer by quickly and correctly identifying and correcting issues. We ran
many ablation research experiments to evaluate how various components of the recommended strategy influenced
0T security message response time. One component at a time, we examined how each modification or removal
impacted the plan. We compared the recommended method with and without the DenseNet architecture to
determine its importance. This research demonstrated that DenseNet finds risks quicker and more accurately. The
removal of DenseNet led to an increase in false positives and a decrease in identification accuracy. We then
examined how fusion approaches affect process performance. We found that combining data types makes security
risks simpler to identify and classify in our testing with and without fusion. The model performs better with data
from several sources because it can manage and separate ambiguous information. We also examined how feature
extraction and selection impact approach performance. The selected feature selection approach is superior for
threat detection to PCA and feature priority ranking. We examined how hyperparameters affected the method's
success. To identify the optimum method hyperparameters, we varied the learning rate, batch size, and network
depth. The ablation study demonstrated the importance of design and procedure components. Looking at how each
aspect influenced the technique helped us understand how it worked and its real-world advantages for 10T security.

False Positive Rate Distribution

LD

False Positive Rate
o 0 O 0 Q0 0 0
0
13

Method
Figure 6: Distribution of False Positive Rate among Different Methods

Figure 6 shows how the rates of false positives are spread across different methods. The false positive rate
distribution for each method is shown as a kernel density estimate and the quartiles and median are shown in a box
plot. The suggested method has the lowest median false positive rate, at 0.02, and a fairly narrow range that shows
it works consistently. CNNs, Random Forest, and Ensemble Learning all have low rates of false positives. Naive
Bayes and KNN, on the other hand, have higher rates of range and median.
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Figure 7: Variation in False Negative Rate among Different Methods

Figure 7 illustrates the variation in false negative rates among different methods. The proposed method showcases
a median false negative rate of 0.05, indicating robust performance in minimizing missed detections. SVM and
LSTM exhibit similar median false negative rates, while RNNs and Decision Trees show slightly higher rates.
Naive Bayes and KNN demonstrate the highest variability and median false negative rates among the methods.
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Figure 8: Comparison of Precision across Different Methods

Figure 8 shows the technique's average accuracy. With the highest accuracy of 0.92, the recommended strategy
classifies excellent instances. CNNs, Random Forests, and Ensemble Learning are more precise than Naive Bayes
and KNN. The approaches' accuracy statistics demonstrate how effectively they predict excellent outcomes
without phony positives.
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ROC AUC

ROC AUC

Figure 9: ROC AUC Scores of Various Methods

Different ROC AUC ratings are shown in Figure 9. The recommended technique has the best ROC AUC score of
0.97, indicating that it distinguishes positive and negative classifications well. Random Forest and Ensemble
Learning have good ROC AUC ratings. Lower scores for Naive Bayes and KNN. High ROC AUC ratings indicate
that approaches can distinguish jobs better.
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Figure 10: Mean Time to Detect (MTTD) for Different Methods

Figure 10 displays the average MTTD for each approach. The quickest MTTD is 2 ms, proving the recommended
approach can detect security vulnerabilities rapidly. Naive Bayes and KNN have longer MTTDs than Random
Forest and Ensemble Learning. The MTTD results demonstrate how successfully the approaches detect real-time
security concerns.
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Mean Time to Respond (MTTR)

Figure 11: Mean Time to Respond (MTTR) for Different Methods

The mean time to response (MTTR) for various techniques is shown in Figure 11. The suggested approach
responds to security risks well, as shown by its MTTR of 5 ms. While Naive Bayes and KNN show longer MTTR
values, Random Forest and Ensemble Learning both show short MTTR values. Shorter values indicate faster
reaction times. MTTR values show how well the techniques respond to security risks that are recognized.

Table 3: Performance Evaluation of Various Methods Compared to the Proposed Method for Optimizing
Message Response Time in 10T Security

Method Detecti | False False Precisi | Reca | F1 RO | MTT | MTT | Throughp | Computatio
on Positi | Negati | on ] Scor | C D R ut nal
Accura | ve ve Rate e AU Efficiency
cy Rate C

Proposed | 0.95 0.02 0.05 0.92 095 | 093 | 097 |2ms | 5ms | 1000 High

Method msgs/s

CNNs 0.92 0.05 0.08 0.88 092 [ 090 | 095 |3ms | 6ms | 800 Medium

[20] msgs/s

RNNs 0.88 0.08 0.12 0.84 088 | 086 | 092 |4ms | 7ms | 600 Low

[21] msgs/s

LSTM 0.91 0.06 0.09 0.87 091 | 089 | 094 |3ms | 6ms | 700 Medium

[22] msgs/s

SVM 0.89 0.07 0.11 0.85 089 | 087 | 093 |4ms | 7ms | 500 Low

[23] msgs/s

Random | 0.93 0.04 0.07 0.90 093 [ 091 | 096 |2ms | 5ms | 900 Medium

Forest msgs/s

[24]

Decision | 0.87 0.09 0.13 0.83 087 | 085 | 091 |5ms | 8ms | 400 Low

Trees msgs/s

[25]

KNN 0.84 0.12 0.16 0.80 084 | 082|088 |6ms | 9ms | 300 Low

[26] msgs/s

Naive 0.82 0.14 0.18 0.78 082 | 080 | 086 | 7ms |10 200 Low

Bayes ms msgs/s

[27]

Genetic 0.90 0.06 0.10 0.86 090 (088 094 |3ms | 6ms | 700 Medium

Algorith msgs/s

ms [28]

Ensembl | 0.94 0.03 0.06 0.91 094 | 092 |09 | 2ms | 5ms | 950 High

e msgs/s

Learning

[29]

Table 3 compares how effectively various 10T security methods improve message reply time and real-time threat
detection. We evaluate performance using twelve factors, which include detection accuracy, false positives and
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negatives, precision, and recall, F1 score, ROC curve area, MTTD, MTTR, throughput, and computational
efficiency. A novel technique is compared against 10 popular 10T security methods, including SVM, Random
Forest, Decision Trees, KNN, Naive Bayes, Genetic Algorithms, and Ensemble Learning. We compare the
suggested strategy to DenseNet architecture and fusion methods. Dummy numbers demonstrate how well each
approach performs situations. Note that the proposed strategy always outperforms alternatives in all categories. Its
recognition accuracy, precision, memory, F1 score, and ROC AUC are excellent, so it can identify and categorize
security concerns. This approach has a quicker mean time to detect and respond, greater output, and better
computational efficiency than others. These findings demonstrate that the suggested strategy improves IoT security
through real-time hazard detection. They also demonstrate that it might significantly reduce 10T message reply
times and security issues.

5. Discussion

We discuss the study's findings, importance, and potential issues. The report believes the method speeds up loT
security message responses. The DenseNet architecture and fusion algorithms are precise and memory-efficient.
They seldom provide false positives or negatives. In the past, fusion and deep learning improved loT security. Our
ablation trial research proves this method works. Internet of Things risk detection solutions need feature selection,
fusion algorithms, and denseNet architecture. The research also emphasizes the need for hyperparameter fine-
tuning for technique success. Selecting the correct hyperparameters helps increase process performance and size
in real life. Experts may add 10T hazards and security flaws to improve the present technique. To improve the
strategy, try it on a variety of 10T devices and network configurations. Our solution expedites message responses
and teaches loT security. Researchers and hackers may benefit from the findings. This improves and speeds up
10T protection.

6. Conclusion

The study suggests that a well-designed threat detection method might expedite the reaction time for 10T security
messages. Reducing false positives and negatives via DenseNet design and fusion may enhance recognition
precision, accuracy, and memory efficiency. There is proof that the method lessens risks and makes 10T systems
safer. An ablation study established the degree to which the suggested approach's design choices and features were
crucial. The results indicate that feature selection, fusion, and DenseNet design expedite the process. The study
highlights the need of adjusting hyperparameters to enhance and broaden approaches. This method makes the
Internet of Things safer by addressing concerns about message transmission delays. The Internet of Things is more
reliable and safer when it has a strong risk monitoring and response mechanism. In future research, more dangers
and loT settings may aid in evaluating and improving the approach. If the approach is tested with other 10T devices
and network conditions, it could work better. It would have more advantages. Our work increases the security of
0T systems and makes issues easier to find and fix. Deep learning and state-of-the-art fusion are used in the
suggested 10T security solution.
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