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Abstract: The paper aims at creating ERC-20 Token and crowd sale step-by-step with Ethereum smart
contracts. In the process, it focuses on testing the smart contracts, deploying the smart contracts to the
Ethereum blockchain, and building an ICO website deployed to the web for the buying and selling of the
tokens. The Ethereum blockchain provides a platform for creating our cryptocurrency, or tokens that can
be purchased via Ether which is the native cryptocurrency of the Ethereum blockchain. ERC-20is a standard
document that specifies the behavior of the tokens so that they are compatible with other platforms like
cryptocurrency exchanges. We used Ethereum which is a blockchain like Bitcoin. We created a token called
"Token" and there are 100,000,000 such tokens. Firstly, the token smart contract keeps track of some token
attributes which are basic. It also keeps track of who owns "My Token" and how much. ERC-20 tokens can
be used as a payment just, just like any other cryptocurrency, from one account to another. They can also
be purchased in a crowd sale, like an ICO.
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1. INTRODUCTION

In the past few years, blockchain and its applications have shown a potential growth in the field of computer
science, resulting in strong demand for software applications. It has provided a path for a lot of new projects
which are proving an easiness in the day to day life. In this project we created ERC-20 Token and crowd
sale step-by-step with Ethereum smart contracts, test the smart contracts, deploy the smart contracts to the
Ethereum blockchain, and build an ICO website deployed to the web. The Ethereum blockchain allows us
to create our cryptocurrency or token, that can be purchased with Ether, the native cryptocurrency of the
Ethereum blockchain. ERC-20 is simply a standard that specifies how these tokens behave so that they are
compatible with other platforms like cryptocurrency exchanges. We used Ethereum which is a blockchain
like Bitcoin. The major difference between ERC20 tokens and other cryptocurrencies is that ERC20 tokens
are created and hosted on the Ethereum blockchain, whereas bitcoin and bitcoin cash is the native currencies
of their respective blockchains.

The project aims at creating ERC-20 Token and crowd sale step-by-step with Ethereum smart contracts, test
the smart contracts, deploy the smart contracts to the Ethereum blockchain, and build an ICO website
deployed to the web. The Ethereum blockchain allows us to create our cryptocurrency or token, that can be
purchased with Ether, the native cryptocurrency of the Ethereum blockchain. ERC-20 is simply a standard
that specifies how these tokens behave so that they are compatible with other platforms like cryptocurrency
exchanges. We used Ethereum which is a blockchain like Bitcoin. We created a token called "Token" and
there are 100,000,000 of these tokens in existence. First, the token smart contract keeps track of some basic
token attributes. It also keeps track of who owns "My Token" and how much. ERC-20 tokens can be
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transferred from one account to another as payment, just like any other cryptocurrency. They can also be
purchased in a crowd sale, like an ICO.

1.1 Types of Blockchain

o Centralized network —this network, there is a central network owner. The central network owner
is a single point of contact for information sharing. The biggest disadvantage of the centralized
network is that the whole system is controlled by a single central node, which can also become a
single point of failure that can crash the whole system [1].

o Decentralized network —In the case of a decentralized network, we have multiple central nodes
that have a copy of all the resources. This solves the problem of a single point of failure with a
centralized network as it has multiple owners, so if a particular central node fails, the information
can still be accessed from the other nodes.

o Distributed network — the distributed network is the decentralized network taken to the extreme.
They are difficult to maintain. But it avoids the centralization completely thus a single point of
failure does not affect the whole system. This type of system has infinite scalability.

1.2 Brief of Smart Contracts

Szabo’s conception defines the smart contracts as the digital set of rules for information transfer that use
algorithms to automatically execute a transaction once the predefined conditions are successfully met and
that control the process completely [2]. This definition, which was way ahead of its time, and is accurate to
this day. The code of the smart contracts is used to enter all the terms and conditions of the contract
concluded between all the participants to the transaction into the blockchain. The participant’s obligations
are given in the smart contract in the "if-then" form. There can be two or more parties involved, and they
can be individuals or organizations. Once the given conditions are met, the smart contract independently
executes the transaction and ensures that the agreement is adhered to.

1.3 ERC20 and Other Tokens

ERC-20 defines six different functions for the benefit of other tokens within the Ethereum system. These are
generally basic functionality issues, including the method of how users can access data regarding a
particular token and in which tokens are transferred. This set of functions ensures that Ethereum tokens of
different types will uniformly perform in any place within the Ethereum system. Most of the digital wallets
which support the ether currency also support ERC-20-compliant tokens. But since the ERC-20 standard is
in initial, there will likely be bugs.

The rest of this paper is represented as follows: Section 2 represents the literature review, Section 3
represents terminology used, Section 4 represents methodology, Section 5 represents experimental results
and discussions, Section 6 represents the conclusion, and Section 7 represents the scope for improvement.

2. LITERATURE REVIEW

Bitcoin was the first cryptocurrency to use blockchain and has been the market leader since the first bitcoin
was mined in 2009. After the birth of Bitcoin with the genesis block, more than 1,000 altcoins and crypto-
tokens have been created, with at least 919 tradings actively on unregulated or registered exchanges. This
entire class of cryptocurrencies and tokens has been classified by some tax authorities as having the same
status as commodities. [3] Crypto market-related factors such as market beta, trading volume, and volatility
appear to be a significant determinant for many cryptocurrencies both in the short- and long-run. The
attractiveness of cryptocurrencies also matters in terms of their price determination, but only in the long-run.
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This indicates that the formation (recognition) of the attractiveness of cryptocurrencies is subjected to the time
factor. In other words, it travels slowly within the market. [4] Cryptocurrencies are not likely to replace
traditional fiat currency, they could change the way Internet-connected global markets interact with each
other, clearing away barriers surrounding normative national currencies and exchange rates. [5]

3. TERMINOLOGY USED
3.1 Ethereum

Ethereum is an open-source platform. It is a blockchain-based distributed computing technology as well as
an operating system introducing smart contract functionality. Ethereum has a cryptocurrency known as Ether
which is used to pay off mining nodes for computations performed. Each Ethereum account has its ether
balance which can be transferred from one account to another [6].

3.2 Ethereum Blockchain

The structure of the Ethereum blockchain is a shared record of the complete transaction history. This is similar
to that of a Bitcoin. Every time a bitcoin transaction is made, the network 'breaks' the total amount as if it was
paper money, issuing back bitcoins in a way that makes the data behave similarly to a physical coin. In an
Ethereum application, the network needs to keep track of the 'state’, including each user's balance and all the
smart contract code [7].

Previous State Transaction Next State
1BTC 5.5BTC
Wallet 1: " EEEEEE— Wallet 1:
920 BTC 925.5BTC
4 BTC
Wallet 2:
Wallet 2:
0.5BTC
30 BTC 255BTC

Figure 1: A Bitcoin Transaction

Previous State Next State
Wallet 1: Transaction Wallet 1:
920 eth — 930 eth

To:

Wallet 1 -
Wallet 2: g\(l)a"tef: Z
30 eth From: ©

Wallet 2

Value:

10 eth

Figure 2: An Ethereum Transaction
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3.3 Crowd Sale (ICO)

An Initial Coin Offering also referred to as ICO, is a fundraising process that helps the new projects to sell
their underlying crypto tokens in exchange for ether and bitcoin. Similar to that, Crowd sales are a way for a
company to raise capital for their business by creating their ERC-20 token that can be purchased by investors.
Whenever a crowd sale takes place, the company gets liquid capital in the form of Ether that was paid by the
investors, as well as holding onto a reserved amount of the ERC-20 tokens that were sold in the crowd sale

[8].
4. METHODOLOGY
The constituents of this application are:

o A web application that allows users to interact with the underlying technology by making requests
to the application back-end to serve the purpose of buying and selling ERC20 tokens using Ethereum

blockchain.

o A back-end that serves to deploy the smart contracts on the Blockchain, retrieve data or make a
transaction.

o Various libraries are necessary for compilation of the code of the application and deal with the smart
contracts.

Ethereum platform makes use of the blockchain technology and helps to make a successful project because
blockchain makes the funding process safe and it is accessible from anywhere in the world and completely
transparent.

After installing all the dependencies, we started building ERC20 token smart contract which implements
ERC20 token standards and has the following attributes:
o Token name string as "Token".
o The token symbol for the cryptocurrency.
o Total supply of tokens as a uint256 public variable "totalsupply".
o Balance of every account that owns tokens as a Solidity mapping (address => uint256) public variable
“balanceOf”.

This smart contract [9] implements the following functions:
Transfer function - allows users to send tokens to another account.
Approve function - allows another account to spend tokens, similar to a cryptocurrency exchange
that updates the allowance mapping to see how much the account is allowed to spend.

o transfer from a function - allows another account to transfer tokens.

Along with the smart contract, the test was also generated to discover more about how it works. These tests
ensure that the smart contract behaves the way it is supposed to. Following is the demonstration:
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e tr
a|n1ng Both tluff1e conf1g js and truff1e ]s were found. Using truffle-config.js.
Using network 'development'.

ruffleConfig {

_deepCopy:

_values: {
truffle_directory:
working_directory:
network:
networks:
verboseRpc:
gas: null,
gasPrice: null,
from: null,
confirmations:
timeoutBlocks: O,
production: false,
skipDryRun: false,
build: null,
resolver: TestResolver {

resolver:
source:
search_path:

{ deve1opmen£:
false,

Figure 3: Truffle Tests

We build a crowd-sale smart contract that will allow investors to purchase tokens in an initial coin offering

(ICO).
The smart contract functions as a crowd sale as follows:
o Itholds an “admin” account for the crowd sale address admin.
It references the ERC20 token smart contract - Token public “tokenContract”.
It stores the token price - uint256 public “tokenPrice”.
It stores the number of tokens sold - uint256 public “tokensSold”.

O O O O O

funds that were raised during the sale.

It implements a “sell event” so that consumers can get notifications whenever a token has been sold.
It implements a “buyTokens” function - allows users to purchase tokens in the crowd sale.
It implements an "endSale" function - allows an admin to end the crowd sale and collect the Ether

To check whether ERC20 smart contract and crowd sales smart contract works as they are supposed to, some

tests were run which gave us the following results:

} ’
confirmations:
production:
timeoutBlocks:

=35 [Il;
false,

showEvents: false,
test_files: [

Contract: Token

Contract: TokenSale
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Figure 4: Test results

Since the smart contracts passed all the test cases and work as expected, now the smart contract is deployed
at the localhost server and the ganache workspace.

Now once the smart contracts are deployed, the next step is to migrate them using truffle. Truffle migrations
allow us to "push" the smart contracts to the Ethereum blockchain (either on the localhost, testnet or mainnet)
and it helps us to set up crucial steps for joining contracts with other smart contracts as well as populate them
with the initial data. Where migrations shine is the management of contract addresses on the blockchain.

PS F:\wetransfer-cbeblb\token_sale-5_front_end> truffle deploy
arning: Both truffle-config.js and truffle.js were found. Using truffle-config.js.

our contracts

> Compiling .\contracts\Token.sol
> Artifacts written to F:\wetransfer-c6ebl6\token_sale-5_front_end\build\contracts
> Compiled successfully using:

- solc: 0.5.8+commit.23d335f2.Emscripten.clang

arning: Both truffle-config.js and truffle.js were found. Using truffle-config.js.
arning: Both truffle-config.js and truffle.js were found. Using truffle-config.js.

> Network name:
> Network id: 5777
> Block gas Timit: 0x6691b7

_initial_mi

Replacing 'Migrations’
> transac OxZ3Sgab3bf6b002616977FedlﬁefaOOZl31b979f48a6914ca0f5f15fb264ac7e5
Seconds:
0x38clea09b40F84FaF2725920A58473D8D3al5b4

1
> block timestamp: 1572463943
ccount: 0xB72E941318984916250c71a497329A8cf56FB857
99.99477214
261393
20 gwei
value sent: 0 ETH
> total cost: 0.00522786 ETH

Figure 5: Deploying Contracts

An individual’s information needs to be updated at the time he/she enters another country. Due to security
reasons, only the information about successfully reaching the destination can be changed. More power given
to the application will create security issues. Moreover, limited power means that there will not be a single
point of failure. Even if the app fails, no one will be able to update other information of an individual due to
the limited rights of the application.

5. EXPERIMENTAL RESULTS AND DISCUSSION

The front end of the project, i.e. the crowd sale website was developed using HTML, JavaScript, and Bootstrap.
To run the crowd sale website on localhost, NPM local host packages were used which were connected to the
MetaMask [10] extension to work with Ethereum.
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© LocalHost

- (@ LocalHost ~ ) @
= @ Accounts > @ oenr.coab

Copy address to clipboard

BUY TOKENS

Account 3
0x1498...4bDc

4]
4
DETAILS DATA
98.5075ETH
GAS FEE 40.01
Deposit Send No Conversion Rate Available
History TOTAL 41.01
#104-11/14/2019 at 02:42 No Conversion Rate Available
Buy Tokens -0.1 ETH
#91-11/14/2019 at 02:10
. Buy Tokens -0.1ETH
#927 11/14/2019 at 02:06
Figure 6: Buyers’ account transactions Figure 7: Meta Mask Pop-Up for
after buying tokens. confirmation of buying tokens.

Figure 8: Crowd Sale Website

6. CONCLUSION

As seen in the previous section, the proposed system uses the Ethereum blockchain network for creating an
Initial Coin Offering platform. This ICO — Crowd sale website, holds an admin account which is responsible
for selling the ERC-20 tokens. This system uses two smart contracts to justify the behavior of the tokens and
the transactions as well. These tokens could be purchased by the investors using the Ethers in their Ethereum
accounts.

This project was made possible by exploiting the merits of Blockchain technology. The existence of Blockchain
on Hyperledger [11] makes it possible for all the instances of this application to be on a unified decentralized
platform. Using this platform, the companies could raise capital for their business by creating their ERC-20
token that can be purchased by investors in the form of Ether.
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7. SCOPE FOR IMPROVEMENT

Ethereum is a shared computer technology that belongs to everyone but is not controlled by anyone. It is
available permanently, no one can stop it. It is extremely redundant as it consists of a multitude of computers

connected (in peer-to-peer mode), each running a public program (open source). The value of Ethereum will
grow with the number of interesting applications developed and used. The bubbling of applications created
(even before the finalization of Ethereum) gives us an indication that the movement is well launched. Opening
the platform encourages its development by anyone interested in doing so. Another growth vector will be the
Ethereum interconnection with everyday devices. A computer isolated from its environment has little value,
whereas its networking increases tenfold its possibilities. Existing applications include applications such as
Board Room which is a voting system (useful for managing an organization), event or market prediction
applications (such as Augur or Gnosis). Ethereum is based on several programs developed in parallel by
independent teams. This approach is much more robust than if there was only one version of the code that
manages the network. Also, Ethereum has its established development plan and significant improvements
are planned. Finally, Ethereum is a vast and ambitious ecosystem on which a digital revolution will be built.
Many systems that we all use today can be rebuilt or upgraded to Ethereum, with the advantage of reducing
or eliminating the centralization of these systems.
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