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1. Introduction 

With the rapid advancement in hardware and software to collect data, it is needed to have different techniques 

or methods to handle that data. But when communication technologies like the Internet get connected with 

different sensory devices then digital data from the physical world is collected using the Internet of Things. 

It has increased the amount to collect data exponentially. Now-a-days, IoT has become an integral part of 

almost every progressive sector of society like smart homes, smart healthcare systems [1], smart education 

sectors, smart agriculture, smart industries, smart wearable things, etc. IoT helps to connect these devices 

through a wireless medium. The Internet helps to collect a large amount of heterogeneous data from every 

part of the world.  
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Abstract 

IoT devices produce a gigantic amount of data and it has grown exponentially in previous years. To get 

insights from this multi-property data, machine learning has proved its worth across the industry. The 

present paper provides an overview of the variety of data collected through IoT devices. The conflux of 

machine learning with IoT is also explained using the bibliometric analysis technique. This paper presents 

a systematic literature review using bibliometric analysis of the data collected from Scopus and WoS. 

Academic literature for the last six years is used to explore research insights, patterns, and trends in the 

field of IoT using machine learning. This study analyses and assesses research for the last six years using 

machine learning in seven IoT domains like Healthcare, Smart City, Energy systems, Industrial IoT, 

Security, Climate, and Agriculture. The author’s and country-wise citation analysis is also presented in 

this study. VOSviewer version 1.6.18 is used to provide a graphical representation of author citation 

analysis. This study may be quite helpful for researchers and practitioners to develop a blueprint of 

machine learning techniques in various IoT domains. 
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Data generated by IoT devices like sensors, actuators, etc. is heterogeneous, dynamic, and uncertain in nature.  

This huge wealth of data collected by IoT devices needs to be analyzed. Such a large amount of data collected 

by IoT devices is not possible for humans to explore by themselves. To get insights from collected data, 

artificial intelligence techniques Machine Learning (ML), and Deep Learning (DL) play a very important 

role. Deep learning is considered as a part of machine learning only. Various machine learning approaches 

are used in every sector of daily routine life like education, banking, healthcare, security, finance, etc. directly 

or indirectly with respect to intelligent systems [2]. Figure 1 displays the trend of web search on the Google 

search engine for machine learning and IoT for the past 5 years. 

Figure 1:  Web search for machine learning and IoT for past 5 years using Google Trends. 

The field of IoT and Machine learning is very vast and popular among researchers now-a-days. Before 

moving to any new concept, researchers have to go through a large academic literature to get insights. It is 

difficult to read thousands of papers and extract useful information from those papers. Bibliometric analysis 

is a technique that eases this difficulty in an efficient manner. The bibliometric analysis tends to answer some 

research-oriented questions using a large number of publications [3]. 

A Systematic Literature Review (SLR) guideline helps to cover a large database of articles and pick those 

articles which are suitable for one’s research purpose. A. Ligthart et al. [4] presented a tertiary study on 

sentimental analysis based on SLR principles which are found to be very beneficial to provide a correct 

direction to the research. SLR principles are used to make a quick study about the readability of structured 

and unstructured abstracts. By following SLR steps they achieved their goal. Making IoT systems intelligent, 

with the use of machine learning, is a huge and dynamic platform. The number of research and review articles 

gets updated on various platforms on daily basis. Such a large number of articles are not easy to review 

without any guidance, hence Systematic Literature Review (SLR) comes into play. SLR rules will help us to 

filter out important articles which will help us with further research.  

The main objectives of this study are: 

• This study provides a detailed overview of different kinds of data generated using IoT sensor devices. 

• This study provides a systematic literature review of machine learning techniques that can be used for 

IoT data analysis in various domains. 

• Superlative literature is identified for the last 6-year academic research dataset using the Bibliometric 

analytical technique, which helps to find influential authors of respective domains.  

• This study helps to understand the document-citation network and co-authorship among influential 

authors in the Machine Learning and IoT field. 

 

A. IoT Data 

IoT is a data-collecting body that uses different sensory devices and the internet to collect the data. IoT 

devices work continuously to grab the data and as a result generated data is of huge amount which cannot be 

handled by a single system. This data needs to be handled cautiously so that the data can be converted from 

information to fruitful insights. For this purpose, different data analysis steps are applied to this collected 

data. Before moving to analysis part, let’s just have look on heterogeneous IoT data than needed to be handled 

with care. This study divides IoT data types in two parts i.e., Primary data and Secondary data as shown in 

Figure 2. 
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a. Primary Data 

Data collected by IoT devices are heterogeneous in nature on the basis of their structure. Primary data is 

categorized into three forms of data types based on the storage structure. These are structured, semi-

structured, and unstructured. 

 

 

 

• Structured Data 

These data can be structured, semi-structured, or unstructured. Data that can be stored in some format like 

tabular format etc. is called structured data. Relation datasets that have tuples and attributes stored in the form 

of a table are a perfect example of structured data. 

• Semi-structured Data 

Semi-structured data does not have any structure, but it has a certain kind of layout to store data in a certain 

way. Java Script Object Notation (JSON) files, XML files, and graph databases are some examples of semi-

structured data. 

• Unstructured Data 

Unstructured data is data which do not have any kind of pre-defined structure or layout. Video files, audio 

files, and heavy binary data files are some examples of unstructured data. Most of the data a researcher gets 

from IoT devices for data analysis is unstructured data. 

Figure 2: Variety of IoT Data 

b. Secondary Data 

Secondary data categorize data on the basis of its usability of the data while primary IoT data is the basic 

nature of the data being used. When primary data is associated with certain add-on features, they generated 

secondary data. This study describes the following type of secondary data types: 

• Timestamp Data 

Data that contains two values attached with it i.e. time and date is regarded as Timestamp data. IoT devices 

are able to collect data from the surrounding environment but not necessarily all the time. To save some of 

the bandwidth data collected by IoT devices are for some particular instances depending on their utilities. To 

know the exact timing and day of the data taken (time, date) is necessary to insert in the datasets [5]. 

• Spatiotemporal Data 

Data that has a location (space) and time as its key features are known to be spatiotemporal datasets. Many 

IoT sensor devices are attached to moving objects. These moving objects change location with the change in 

time. A lot of data that are used for the analysis of traffic flow, weather prediction etc. are examples of this 

kind of dataset. Analysis of spatiotemporal data is considered a bit difficult because both attributes location 

and time vary in every second but it is still possible by various machine learning algorithms. 

• Industrial Data 

Industries like electricity generating industries, chemical industries, oil-petroleum industries, and 

manufacturing industries uses boiler feeds, turbines, pumps of different size. These industries collect data 

like pressure, humidity, temperature, etc. with the help of IoT sensors. This data is used for analysis like 

predicting pump failure, calculating the life of a turbine, etc. Data used in these industries are called industrial 
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data. Machine Learning algorithms help in analyzing and predicting threats as well as troubleshooting the 

problems in that industry.  

• Real-Time Data 

Data which is directly transferred from an IoT device to the end user for analysis, without being stored 

anywhere is called real-time data. This huge amount of real-time data collected by IoT sensor devices is 

handled with care and can be used for predictive analysis with the help of machine learning algorithms. Such 

kind of data is used in hospitals to send pulse rates on the screen, in driverless cars to identify risks nearby, 

etc. 

• Genomics Data 

This data is basically related to healthcare industries. To predict disease and analyze neurological 

characteristics of the patients, many IoT wearable devices are used like Fitbit One etc. These devices can also 

be used to collect biospecimen. This biospecimen can help medical scientists to analyze DNA of the person 

with the help of different machine learning algorithm. After analysis, they may provide any kind of 

customized treatment to the person according to its DNA properties. This analysis can also help in the 

discovery of new drugs. A complete process of collecting biospecimens of a person with the help of IoT 

wearable devices is explained in the study. 

• High Dimensional Data 

Different IoT sensor devices collect high-dimensional data from the surroundings. Data is considered to be 

high dimensional when number of attributes of data are equivalent or may outstrip the number of 

observations. Before applying any kind of data analysis this data, needs to be reduced. Here comes the part 

of Dimensionality Reduction. Dimensionality Reduction helps in reducing the number of features with 

respect to observations. Different machine learning algorithms like support vector machine (SVM), decision 

tree, or regression can further be used for data analysis. 

B. Conflux of Machines Learning and IoT 

IoT has become an integral part of day-to-day life. IoT provides Machine-to-Machine communication [6]. It 

has made human life very easier by spreading its roots to almost every sector that is related to humans. 

Different devices like smart watches, oxi-meters, smartphones, and fitness bands are the most basic gadgets 

that almost every person carries with them. Similar to these gadgets, there are multiple tools used in various 

companies and organizations at large scale. 

These gadgets generate a lot of data. IoT data is heterogeneous, dynamic, uncertain, unbalanced, and large 

in volume. Data with so many random properties is needed to be analyzed to reach any conclusion from the 

data. These random properties of a dataset can be handled by artificial intelligence techniques, specifically 

machine learning. Machine learning algorithms outperform other technologies in the field of data analysis. 

Data analysis can be of many forms i.e. Descriptive, Predictive, Perspective, and Adaptive. 

Machine learning is the most efficient data analysis technique that can be used to analyze IoT data. Different 

machine learning techniques are being improved according to the change in the variety of the data collected 

by the IoT devices. Machine learning techniques are divided into four categories i.e. Supervised, Semi-

supervised, Unsupervised, and Reinforcement. Figure 3 presents different categories of machine learning 

techniques with respect to data types. 

Figure 3: Machine Learning techniques categorization with respect to data types 
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• Supervised learning algorithms can be applied to those data which are labeled, or which have some 

predefined outcomes. Two kinds of supervised techniques can be used to analyze the data i.e. Regression 

and Classification. Many data sets of the medical field for disease detection, are labeled are examples of 

labeled data.  

• Unsupervised learning algorithms can be applied to those datasets which are not labeled. These 

algorithms are generally used to identify some patterns hidden in the data. Clustering is a widely accepted 

unsupervised machine learning technique. 

• Semi-supervised learning algorithm is applied to the data that is a mixture of labelled and unlabelled 

data. One generally tackles these kinds of data in real life because labeled data is less available than 

unlabelled data.  

• Reinforcement learning algorithm is applied to action-oriented data. It helps in learning through hit-and-

trial methods. In this kind of learning approach, actions are taken according to the observations in order 

to maximize the output and minimize the risk factor.       

IoT and machine learning go hand in hand in the analysis of data. Table 1 explains the benefits of machine learning 

for an IoT-enabled environment based on seven selected application sectors. These application sectors are depicted 

in Figure 4 and described below: 

Table 1: Main benefits of machine learning in IoT 

S.NO. Benefits 

1. Enhance security, threat & intrusion detection over IoT networks 

2. Pest and disease detection, classification of crop, Yield estimation, Water requirements, soil 

moisture, etc.  

3. Parking lot and traffic congestion prediction, road surveillance and smart home facilities etc.  

4. Electric Grid load prediction, load balancing, smart meters, etc. 

5. Disease detection & prediction, wireless healthcare monitoring system, etc. 

6. Weather forecasting, rainfall prediction, humidity prediction, etc. 

7. Manufacturing machine’s life prediction, Robot domination Industries, etc.  

 

Figure 4: Machine learning contributing to various IoT domains 

a. Healthcare 

The Healthcare Sector is a rapidly developing sector in IoT. The amount of data collected in this sector is enormous 

due to wearable sensor devices, and health monitoring systems of a patient. Most of the time data generated in this 

sector are unstructured data. Data collected in the healthcare sector are from X-rays, CT scans, EEG, ECG, blood 
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pressure, body temperature, sugar level, respiratory rate etc. Moreover, patients in ICUs that require continuous 

monitoring have sensors all over the body. These sensors generate continuous data. To analyze such a large amount 

of data and predict the results machine learning algorithms are used. Mostly used machine learning algorithms for 

this sector are logistic regression, SVM, and J48 classifier. 

b. Agriculture 

The economies of many countries like India are based on agriculture. Smart farming and smart irrigation are some 

of the new techniques that help in increasing production. To automate farming or forestry and include intelligence 

in it IoT techniques are needed to be implemented. Also, machine learning and cloud computing can help in 

automating farming. IoT has different sensory devices that can be used for measuring soil moisture, humidity in 

the environment, soil temperature, ultraviolet radiations, and many more [7]. 

c.  Climate 

Climate monitoring and weather forecasting systems are already present in the market. These systems work in 

collaboration with different IoT sensors and for prediction, it use machine learning and deep learning technology. 

Different kinds of IoT sensors that can be used for climate monitoring are temperature sensors, humidity sensors, 

air flow sensors, light sensors, etc.   

d. Energy 

With the increase in the development of Smart City projects, conservation of energy resources and management 

of energy systems become the main concern. To save energy-producing resources, the combination of IoT tools 

and machine learning techniques is quite helpful. For smart city development, the smart grid plays an important 

role.  Smart grids help in maintaining energy release. It manages energy generated, energy used, energy remained 

to perform any task. [8] 

e. Industrial IoT (IIoT) 

Today’s era of industries is trying to automate every machine. Smart devices used in industries perform their 

functioning using machine learning concepts. Industry 4.0 is considered the fourth revolution in industries. Smart 

manufacturing industries are recent trends in the industrial world. The connection between different machines and 

devices in industries is set up with the help of the internet which takes a step toward the next revolution of 

industries. This upgradation of industries is called the Industrial Internet of Things (IIoT). Machine learning 

concepts are used to monitor and automate these IIoT machinery. IIoT basically uses the concept of IoT i.e. to 

connect anything, anywhere, anytime. 

f. Security 

The security of data is always a concern for any technology. IoT generates thousands of gigabytes of data that 

contain some critical information like personal data, confidential data, etc. which need to be protected. To avoid 

any kind of security breach, many machine learning algorithms like decision trees, Naive Bayes (NB), and 

Artificial Neural Networks (ANN) collaborate with an Intrusion Detection System (IDS). 

g. Smart City 

To make personal life easier, cities are also smart now-a-days. A smart city includes lot of larger concepts within 

it like a smart home, smart transportation system, smart parking system, etc. Different home appliances like 

washing machines, televisions, air conditioners, etc. can be automated using IoT and machine learning. Smart 

transportation includes smart parking systems, road surveillance, traffic prediction, etc. All these systems make 

the life of a common man much easier and simplified. 

2. Methodology 

This study is based on a bibliometric analysis of machine learning algorithms used for the analysis of data collected 

by IoT sensor devices. The bibliometric analysis technique is used to find insights and summarize existing literature 

using quantitative methodology. Generally, Bibliometric analysis uses a large dataset to get insights [9]. A 

systematic literature review is conducted on different published articles using methods shown in Figure 5 explained 

by Charter et al. in their study [10]. Before these methodological steps, data collection and citation analysis are 

required.   

A. Data Collection 

To cover maximum research literature data is collected from Scopus and Web of Sciences. Meta-data related to 

the publications for Machine learning, IoT, and the respective domain is exported from these well-known 

platforms. This dataset is further used for this study. Firstly, duplicate data are removed from the dataset. Then, 

literature data is analyzed, and commonly used keywords are recognized. Document citation analysis is then used 

to identify the relationship between the document and the authors. It helps to find the most cited paper and most 

popular author for a particular field. These connections and patterns help to cluster the publications on the basis of 
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similarity. Using the bibliometric analysis technique on this meta-data, the contribution of different countries in a 

particular research field is also studied. 

Figure 5: Complete methodology for the review process 

B. Citation Analysis 

Insights of the research literature are revealed using Citation analysis. Citation analysis helps to identify the 

relativity among the items used for analysis, on the basis of how these items cite each other. Items used for citation 

analysis are documents, sources, organizations, authors, and counties. Citation analysis can be done by various 

means such as document citation analysis, author citation analysis, organizations included in the citation, country-

wise citation, and sources of citation. Every kind of citation analysis plays a vital role in enhancing the quality of 

bibliometric analysis. Citation analysis helps to find the most influential publications and authors in a respective 

research field. Citation analysis also helps to track the evaluation of the knowledge in a particular research area 

over a period of time. 

C. Methodology Steps 

To improve the standard of the paper bibliometric analysis is done using an updated version of the systematic 

literature review.  

• Step1: Identification and question formulation 

This step deals with the search strategies for the review process. There is a vast variety of literature present on 

various platforms. Data is gathered from different databases like Web of Science (WOS), and Scopus. In this step, 

research questions are formulated that are to be tackled like: 

a. What is the state-of-art approach for using different machine learning techniques for IoT data analysis? 

b. What are the research trends in the literature of machine learning with respect to IoT data used in various IoT 

fields?  

• Step 2: Screening 

This step deals with the selection criterion for the review process. All the articles selected for the review process 

are confined to the period of 2017 to 2022. For the applicability of these screening criteria to every IoT sector, the 

search string is divided into three parts to extract data from databases of every platform. The first part is “machine 

learning”, which is used to specify the usage of machine learning techniques. The second part is “IoT”, which is 

used to ensure it can relate to both machine learning and IoT sectors. The third part depends upon different IoT 

application sectors. This interrelation between search strings helps to find the majority of machine learning 

techniques used in different IoT application sectors.  

• Step 3: Basis of Inclusion and Exclusion  

This step helps extract data from the complete dataset that is useable for the study. All the duplicate data are 

removed from the extracted data. To refine the study results inclusion and exclusion criteria needed to be defined. 

Any feature defined in the inclusion category needs to be included in the study and any feature defined in the 

exclusion category needs to be strictly excluded from the study. 
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a. For this paper inclusion criteria are: 

(1) This study includes Systematic Literature review studies. 

(2) This study is strictly related to machine learning and IoT. 

(3) This study includes papers from different IoT application sectors.  

b. For this paper exclusion criterion is: 

(1) To study except the English language is not allowed. 

(2) Studies before 2017 are not allowed to be part of the systematic review process.  

 

• Step 4: Eligibility 

This step deals with the quality assessment for the review process. This step is done manually. After reading 

multiple extracted papers, the outcomes are matched with the requirements. If they matched, then the SLR process 

is considered as successful. 

3.  Results 

Results are found with respect to various application sectors of IoT where machine learning algorithms are 

applicable for analysis purpose. Web of Sciences and Scopus datasets are explored to extract multiple papers. This 

section gives a sector-wise brief overview to an in-depth analysis of many pertinent papers which are helpful to 

get the results. 

A. Healthcare Sector 

For analysis purpose, strings used for searching publications and outcomes for every search are shown in Table 2. 

Table 2:  Different datasets used for analysis 

S. No. Data Set Keyword set for searching #Papers 

found 

1. WOS TOPIC: (Machine Learning) AND TOPIC: (IoT) 

AND TOPIC: (healthcare) 

Timespan: 2017-2022. 

401 

2. Scopus Title, abstract, keywords: ‘Machine Learning”  

AND “IoT” AND “Healthcare” 

1078 

 

a. Bibliometric Analysis w.r.t. Scopus 

For Bibliometric analysis, only Web of Sciences and Scopus data have been used in this study. After the removal 

of duplicates in Scopus data, 1078 publications have been found. 96 documents are filtered out on the basis of most 

cited (more than 25 citations) documents which are clustered on the basis of their connectivity strength. In this 

analysis, 81 such types of clustered are formed. Using these clusters, most cited papers are found and further used 

to survey different machine learning algorithms applicable to the IoT healthcare sector. Figure 6 represents the 

document citation analysis. 

Figure 6: Document citation analysis using Scopus data for the Healthcare sector 

 

As Figure 6 shows, the study by R. Vaishya et. al (2020) is the most cited document with 532 citations. R. Vaishya 

et. al (2020) discussed the usage of Artificial Intelligence (AI) or Machine Learning (ML) for the development of 
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drugs and vaccines for the current pandemic COVID-19. The authors explained how IoT becomes helpful for this 

pandemic scenario. IoT has become helpful in this pandemic scenario. J.P.O. Li et. al (2021) presented a study on 

telemedicine and AI techniques that are popular in the field of ophthalmology now-a-days [11]. A.R. Javed et. al 

(2021) have used the Ada-Boost machine learning algorithm to detect cognitive impairment among individuals in 

their early stages [12]. 

 

Supervised, unsupervised, and semi-supervised machine learning techniques in IoT-enabled healthcare monitoring 

systems can be used for disease diagnosis systems [12]. Optimized machine learning algorithms can help in 

analysis of the data collected through IoT sensors for cardiovascular disease, diabetes, Alzheimer’s, tuberculosis, 

etc. [13]. Multiple machine learning algorithms like Decision Trees, Support Vector Machine (SVM), Naive Bayes 

Classifiers, and Random Forest Classifiers can be applied on any kind of high-dimensional IoT data like healthcare 

CTG cardiography, etc. for dimensionality reduction. Machine learning algorithms like the Random Forest, KNN, 

Decision Tree, etc. are used in IoT-based health monitoring systems [15]. The Internet of Robotic Things (IoRT) 

uses technologies like machine learning, IoT, cloud computing, etc. to work in the healthcare sector. It helps to 

insert small robotic inhalable devices into the patients to get an idea of organs from inside without any kind of 

surgery. 

 

Country-wise citation analysis in the field of IoT Healthcare using machine learning is shown in Figure 7. The 

threshold for this study has been set where the minimum no. of documents of countries should be 12 and the 

minimum no. of citations for a country should be 98. Using this threshold, 25 countries are filtered out which are 

further clustered into 4 clusters. Among all resulted 25 countries, India is at the top with 3916 citations. The top 5 

countries with the number of publications and total citations are shown in Table 3. 

Figure 7: Country-wise citation analysis using Scopus data for the Healthcare sector 

Table 3: Country-wise citation analysis on Scopus database for the healthcare sector 

Country #Documents #Citations 

India 460 3916 

China 66 1780 

United Kingdom 68 1733 

United States 110 1663 

Pakistan 68 975 

 

b. Bibliometric Analysis w.r.t. Web of Science 

For bibliometric analysis from the WoS database, 401 studies have been extracted. These studies have no duplicate 

records. 1714 authors contributed a total of 401 publications in the research fields of Smart Healthcare using IoT 

and machine learning. Co-author citation analysis is done by applying a threshold on several documents and a 

number of citations. To get the results, the minimum number of documents per author is set to 3 and the minimum 

number of citations for authors is set to 15. Based on this criterion, the highly cited work of 36 authors is considered 

for this study. Figure 8 presents the co-author citation analysis results. 

 

Some of the studies are indexed by both Scopus as well as WoS [14]. A detailed review is presented by H.K. 

Bharadwaj et. al (2021) [16], for machine learning algorithms to enable IoT healthcare applications. A new term 

H-IoT is introduced. This study has covered all the steps used for H-IoT like diagnosis, prognosis and spread 
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control, assistive systems, monitoring, and logistics. Machine learning techniques can be used for prediction model 

with its classification properties. 

 

Figure 9 shows the most contributed countries in the field of IoT Healthcare and used machine learning in their 

research. The threshold is set where the minimum no. of documents of countries is 12 and the minimum no. of 

citations for a country is 100. Using this threshold, 24 countries are filtered out from a total of 80 countries. These 

are further clustered into 4 clusters. Among all resulted 25 countries, India is at the top with 1717 citations. The 

top 5 countries with the number of documents published and citations for this sector are given in Table 4. 

Figure 8: Co-Author citation analysis using WoS data the Healthcare sector 

 

Figure 9: Country-wise citation analysis using WoS data for the Healthcare sector 

 

Table 4: Country-wise citation analysis on WoS database for the Healthcare sector 

Country #Documents #Citations 

India 126 1717 

Saudi Arabia 75 1500 

China 43 992 

USA 53 955 

South Korea 46 613 
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B. Agriculture  

For analysis purpose, strings used for searching publications and outcomes for every search is shown in Table 5. 

Table 5: Different datasets used for bibliometric analysis 

S. No. Data Set Keyword set for searching #Papers 

found 

1. WOS TOPIC: (Machine Learning) AND TOPIC: 

(IoT) AND TOPIC: (Agriculture) 

Timespan: 2017-2022. 

227 

2. Scopus Title, abstract, keywords: ‘Machine Learning” 

AND “IoT” AND “Agriculture” 

615 

 

a. Bibliometric Analysis w.r.t Scopus dataset 

For bibliometric analysis, 612 studies have been extracted from the Scopus database. These studies have no 

duplicates. 67 documents have been filtered out on the basis of most cited (more than 15 citations) documents, 

which are clustered in 55 clusters on the basis of their connectivity strength. Figure 10 presents the document 

citation analysis results for Scopus data. 

 

Figure 10: Document citation analysis using Scopus data for the agriculture sector 

 

K. Jha et. al (2019) [17], is found to be the most cited document among all the 67 extracted documents. This study 

has 243 citations. The authors have explained different wireless systems to be used in agriculture. They employed 

IoT and deep learning techniques to classify different plants and flowers. The importance of artificial intelligence 

techniques is described for sustainable farming. Smart irrigation system uses different sensors for data acquisition 

like soil moisture, temperature, UV radiations, air temperature, etc. Machine learning algorithms can work on 

weather data to predict the future environment. Generally, temporal datasets are used to forecast crop harvests [18].  

 

Country-wise citation analysis is done over the same data collected from Scopus. To get results, the threshold for 

a minimum number of documents for a country is set as 5 and the minimum number of citations per document 

selected is set as 15. 27 countries out of 96 are selected with respect to this threshold value, among which India is 

at the top with 2090 citations. Figure 11 presents country-wise citation results. The top 5 countries with a number 

of documents published and total citations are shown in Table 6. 

 

Table 6: Country-wise citation analysis on Scopus database for the agriculture sector 

Country #Documents #Citations 

India 294 2090 

United States 45 766 

Australia 17 570 

China 28 243 

Italy 20 295 
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Figure 11: Country-wise citation analysis using Scopus data for the agriculture sector 

 

b. Bibliometric Analysis w.r.t. Web of Science 

For bibliometric analysis, 227 studies have been extracted from the WoS database. These studies have no 

duplicates. 10 documents are filtered out on the basis of the most cited (more than 15 citations) documents, which 

are clustered into 6 clusters on the basis of their connectivity strength. Figure 12 presents the connections among 

the authors of the documents cited. 

Figure 12: Document citation analysis using WoS data for the agriculture sector 

Some of the studies are indexed in the database of Scopus as well as WoS. IoT plays an important role in ‘arable’ 

farming [19]. The authors have discussed in-depth implementation and application of IoT in farming. To overcome 

the challenges during the implementation of IoT in smart agriculture, techniques like machine learning, middleware 

platforms, etc. play an important role.  

Country-wise citation analysis is done over the same data collected from WoS. To get results, the threshold for a 

minimum number of documents for a country is set as 5 and a minimum number of citations per document selected 

is set as 15. 16 countries out of 69 are chosen with respect to this threshold value. Figure 13 presents country-wise 

citation results, among which India is at the top with 689 citations for 69 documents. The top 5 countries with 

several documents published and their total citation are shown in Table 7. 
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Figure 13: Country-wise citation analysis using WoS data for agriculture sector 

Table 7: Country-wise citation analysis on Scopus database for agriculture sector 

Country #Documents #Citations 

India 69 689 

United States 33 625 

China  47 332 

Australia 19 322 

Italy 11 226 

 

C. Climate Sector 

For analysis purpose, strings used for searching publications and number of outcomes for every search is shown 

in Table 8. 

Table 8: Different datasets used for analysis 

 

a. Bibliometric Analysis w.r.t Scopus dataset 

For bibliometric analysis, from the Scopus database, 154 studies have been extracted.14 documents have been 

filtered out of 154 on the basis of most cited (more than 15 citations). These 14 highly cited studies have been 

depicted in Figure 14.  

 

J. Pang et. al, 2021 [20] is found to be most cited publication among other extracted studies after applying the 

threshold on it. This study scored 43 citations as of now. It considers the heterogeneity of the data to develop a 

self-organized Federated Learning framework. This framework used reinforcement learning methods. IoT sensor 

can be used to check indoor air quality. IoT sensor devices acquire data from air particles such as content of CO2, 

NO2, humidity, CO content in the air and then use machine learning technologies to analyze whether this is good 

for health or not. Result of the study concluded that larger the number of people in the house, lower will be the air 

quality and more the ventilation in the house, better will be the air quality [19]. Supervised machine learning 

modules are used to predict climate conditions. Temperature sensors can be used for data acquisition which collects 

spatiotemporal data. A hydrocarbon network model helps to predict the temperature from remote locations also 

[21]. J.J. Aguilera et. al (2019) [22], created Personal Comfort Model which computes individual thermal need 

with the help of IoT thermal sensor devices. It uses machine learning techniques to predict and provide the exact 

amount of heat and air quality that is needed indoors. M. Alhussein et. al (2019) [23], proposed an energy 

management system that is based on Distribute Energy Resources (DER). Authors have used deep learning 

algorithms to predict wind speed and solar irradiance. This proposed model helps people to reduce electricity bills, 

by predicting energy generated by DERs. 

S. No. Data Set Keyword set for searching #Papers found 

1. WOS TOPIC: (Machine Learning) AND TOPIC: (IoT) 

AND TOPIC: (Climate) 

Timespan: 2017-2022. 

60 

2. Scopus Title, abstract, keywords: ‘Machine Learning”  

AND “IoT” AND “Climate” 

154 
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Figure 14: Document citation analysis using Scopus data for the Climate sector 

 

Country-wise citation analysis is done using the Scopus dataset. The threshold is maintained for this analysis as 

the minimum number of authors for a publication is set as 5, and the minimum number of citations with respect to 

a country must be at least 15. 8 out of 52 countries came as a result with respect to the threshold value. Among all 

these countries, India again is at the top with 169 citations. Figure 15 presents the country-wise analysis plot using 

VOSviewer. The top 5 countries with a number of documents and total citations are shown in Table 9. 

 

Figure 15: Country-wise citation analysis using Scopus data for the Climate Sector 

 

Table 9: Country-wise citation analysis on Scopus database for Climate Sector 

Country #Documents #Citations 

India 51 169 

United States 16 100 

Ireland 5 64 

China 6 50 

Sweden 5 39 

 

b. Bibliometric Analysis w.r.t. Web of Science 

For bibliometric analysis from the WoS database, 60 studies have been extracted. These studies have no duplicate 

records. 3 documents have been filtered out of 60 on the basis of most cited (more than 3 citations). Some studies 

like [21, 23] are indexed by both Scopus and WoS. Personal Comfort Model is created which computes individual 

thermal needs with the help of IoT thermal sensor devices. It uses machine learning techniques to predict and 

provide exact amount of heat and air quality which is needed indoors. An energy management system based on 

Distributed Energy Resources (DER) uses deep learning algorithms to predict wind speed and solar irradiance. 

This proposed model helps people to reduce electricity bills, by predicting energy generated by DERs. Figure 16 

presents the document citation analysis using WoS for climate sector. 
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Figure 16: Document citation analysis using WoS data for the Climate sector 

To analyze the WoS dataset with respect to countries, the threshold is to be set. The minimum number of documents 

for a country is set to 5 and the minimum number of citations with respect to a country must be at least 15. Based 

on these threshold values, 8 out of 44 countries fit the adjusted threshold value. Among which, the United States 

is at the top with 9 documents and 79 citations. The top 5 countries with their number of published documents and 

total citations are shown in Table 10. 

 

Table 10. Country-wise citation analysis on the WoS database for Climate Sector 

Country #Documents #Citations 

United States 7 79 

England 5 72 

India 7 70 

Mexico 5 69 

Australia 6 64 

D. Energy Sector 

For analysis purpose, strings used for searching publications and the number of outcomes for every search is 

shown in Table 11. 

Table 11: Different datasets used for analysis 

S. No. Data Set Keyword set for searching #Papers found 

1. WOS TOPIC: (Machine Learning) AND TOPIC: (IoT) 

AND TOPIC: (Energy) 

Timespan: 2017-2021. 

823 

2. Scopus Title, abstract, keywords: ‘Machine Learning”  

AND “IoT” AND “Energy” 

1629 

 

a. Bibliometric Analysis w.r.t Scopus dataset 

 

For bibliometric analysis from the Scopus database,1629 studies have been extracted. 122 documents are filtered 

out of 1629, on the basis of most cited (more than 25 citations). Figure 17 represents document citation analysis 

using Scopus data. 

 

Y. Liu et. al (2019) [24], scored highest in document citation with 313 citations. In this study, deep reinforcement 

learning technique has been used in energy management system to handle IoT data. Authors have explored various 

energy management systems that are used in smart cities. Based on these models, an energy management model is 

proposed in which IoT-based edge computing technology has been used. Machine learning algorithms are used for 

designing, predicting, and analyzing energy systems. Prediction models have been proposed using machine 

learning for renewable energy management systems. These models conserve solar energy, wind energy, biofuels 

etc. Light harvesting systems are being used with the help of solar cells, a sort of IoT device. This device grabs 

information of surroundings and passes it to artificial neural network (ANN) for inference. ANN helps in prediction 

using large dataset. 
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Figure 17: Document citation analysis using Scopus data for the Energy sector 

 

The contribution of different countries in the field of Smart Energy field that uses machine learning and IoT is 

shown in Figure 18. To get results, the minimum number of documents for a country is set to 5 and the minimum 

number of citations for a country is set to 15. Using this threshold, 56 out of 126 countries are filtered out, which 

are further clustered into 11 clusters. Among all countries, the United States is at the top with 3537 citations. The 

top 5 countries are shown in Table 12, with the number of documents published and total citations. 

Table 12. Country-wise citation analysis on the Scopus database for the energy sector 

Country #Documents #Citations 

United States  260 3537 

China 196 3322 

United Kingdom 100 1817 

India 326 1650 

Canada 52 1194 

 

Figure 18: Country-wise citation analysis using Scopus data for the Energy sector 

 

b. Bibliometric Analysis w.r.t. Web of Science 

For bibliometric analysis from the WoS database, 823 studies have been extracted. 3201 authors contributed a total 

823 publications in the research fields of Smart Energy using machine learning. Co-author citation analysis is done 

by applying a threshold on several documents and some citations. To get the results, the minimum number of 

documents per author is set to 5 and the minimum number of citations for authors is set to 15. Based on this 

criterion, the highly cited work of 16 authors is considered for this study. Figure 19 presents the co-author citation 

analysis results. 
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Figure 19: Co-author citation analysis using WoS data for the Energy sector 

 

Five studies are found to be cited by both Scopus and WoS databases. Intelligent machine learning algorithms are 

used to reduce energy depletion and increase node performance. A wireless power transmission system can be 

used in an IoT environment which helps in improving energy efficiency. K-means clustering machine learning 

algorithm is used for energy consumption prediction. With its help model can also determine the charging strategy 

by itself [27]. Machine learning algorithms can be used for signal detection and transmission in triboelectric nano-

generators. It helps in setting up optical wireless network connections. Challenges of bandwidth can be easily 

handled with sensor technology. 

 

The contribution of different countries in the field of Energy using machine learning and IoT in their research is 

shown in Figure 20. The threshold has been set as the minimum number of documents per country should be atleast 

5 and the minimum no. of citations for a country is 15. Using this threshold, 47 countries have been filtered out 

from total of 88 countries. These are further clustered into 7 clusters. Among all 47 countries, China is at the top 

with 3427 citations. The top 5 countries with the number of documents published and total citations are given in 

Table 13. 

Table 13: Country-wise citation analysis on WoS database for the energy sector 

Country #Documents #Citations 

China 173 3427 

USA 156 2685 

England 65 1579 

Australia 64 1456 

Singapore 30 1399 

Figure 20: Country-wise citation analysis using WoS data for the Energy sector 



213 
 

E. Industrial IoT (IIoT) Sector 

For analysis purpose, strings used for searching publications and the number of outcomes for every search is 

shown in Table 14. 

Table 14: Different datasets used for analysis 

S. No. Data Set Keyword set for searching #Papers 

found 

1. WOS TOPIC: (Machine Learning) AND TOPIC: (IoT) AND 

TOPIC: (Industrial IoT) 

Timespan: 2017-2021. 

606 

2. Scopus Title, abstract, keywords: ‘Machine Learning”  

AND “IoT” AND “Industrial IoT” 

996 

 

a. Bibliometric Analysis w.r.t Scopus dataset 

For Bibliometric analysis, only Web of Sciences and Scopus data is used. In Scopus data after the removal of 

duplicates, 996 publications came as a result of the search. 83 documents out of 996 have been filtered out on 

the basis of most cited (more than 25 citations) documents, which got clustered on the basis of their 

connectivity strength. Among these clusters, most cited papers are found and further used to survey different 

machine learning algorithms applicable to the IIoT sector. Figure 21 represents the document citation analysis.  

 

Figure 21: Document citation analysis using Scopus data for the IIoT sector 

 

The word “Digital twin” is introduced, which means a connection between the physical machine and virtual 

machine through data flow [27]. Industrial 4.0 technology is a workspace where industries use many wearable 

devices, sensors, and self-decision-making systems using machine learning. Robots dominate most of the 

manufacturing industries [28]. Most of the cited papers are used to provide a report on the growth of Industry 4.0. 

A way to secure data for IIoT with integration between machine learning concepts and various present intrusion 

detection solutions is presented in some studies. 

 

For country-wise citation analysis, a threshold is set as the minimum number of documents of countries should be 

5 and the minimum no. of citations for a country is 15. Using this threshold 47 out of 148 countries have been 

filtered out, which are further clustered into 17 clusters. Among all resulted 47 countries, the United States is at 

the top with 2670 citations for 137 documents. The top 5 countries with their cited documents are shown in Table 

15. Figure 22 shows the most contributed countries in the field of IIoT and used machine learning in their research. 

 

Table 15: Country-wise citation analysis on Scopus database for the Industrial IoT sector 

Country #Documents #Citations 

United States  137 2670 

China 44 770 

India  90 446 

United Kingdom 35 331 

Turkey 7 238 
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Figure 22: Country-wise citation analysis using Scopus data for the IIoT sector 

 

b. Bibliometric Analysis w.r.t. Web of Science 

For bibliometric analysis from the WoS database, 606 studies have been extracted. 2465 authors contributed a 

total, 606 publications in the research fields of Industrial IoT using machine learning. Co-author citation analysis 

has been done by applying a threshold on the minimum number of documents per author (set to 5) and a minimum 

number of citations for authors (set to 15). Based on this criterion, the highly cited work of 11 authors is considered 

for this study. Figure 23 presents the co-author citation analysis results. 

Some of the common indexed studies are already discussed above. A study investigates IIoT areas where big data 

analytics have made great efforts. Authors have presented the role of machine learning and parallel distributed 

systems for IIoT data storage and analytics [29]. IIOT Traffic can be classified using correlation for feature 

selection. To do so, search space must be divided into similar-sized fragments. A hybrid fuzzy C-means clustering 

algorithm can be used to identify spam over the IIoT cloud network. 

 

Figure 23: Co-author citation analysis using WoS data for the IIoT sector 

 

Figure 24 shows the most contributed countries in the field of IIoT using machine learning in their research. The 

threshold is set as the minimum number of documents of countries should be 5 and the minimum no. of citations 

for a country is 15. Using this threshold, 39 countries have been filtered out from total of 75 countries. These are 

further clustered into 7 clusters. Among all resulted 39 countries, China is at the top with 2877 citations. The top 

5 countries with their total publications and total citations of documents are given in Table 16. 
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Table 16: Country-wise citation analysis on the WoS database for Industrial IoT sector 

Country #Documents #Citations 

China 160 2877 

United States 91 2289 

England 53 1155 

South Korea 75 1002 

 

 

 Figure 24: Country-wise citation analysis using WoS data for the IIoT sector 

F. Security Sector 

For analysis purpose, strings used for searching publications and the number of outcomes for every search is shown 

in Table 17. 

Table 17: Different datasets used for analysis 

S. No. Data Set Keyword set for searching #Papers found 

1. WOS TOPIC: (Machine Learning) AND TOPIC: (IoT) 

AND TOPIC: (Security) 

Timespan: 2017-2021. 

1133 

2. Scopus Title, abstract, keywords: ‘Machine Learning”  

AND “IoT” AND “Security” 

3060 

 

a. Bibliometric Analysis w.r.t Scopus dataset 

For Bibliometric analysis, 3060 articles resulted from the search in the Scopus search engine. Unfortunately, due 

to the limitation of extracting the data from the Scopus dataset, only 2000 publication details have been downloaded 

with complete details. 257 documents out of 2000 have been filtered out based on the most cited (more than 25 

citations) documents, which have been clustered based on their connectivity strength.  

 

From these resulted publications, most cited papers have been found and further used to survey different machine  

learning algorithms applicable to the Smart Security sector using IoT. N.C. Luong et. al (2019) [30], publication 

came out to be the most cited paper in this field with 584 citations. Figure 25 represents the document citation 

analysis. 

Machine learning can help to handle attacks from dynamically changing IoT networks. ML helps to make next-

generation IoT a smart and intelligent system. Deep learning algorithms are considered to be much superior to 

machine learning algorithms in terms of detecting cyber-attacks. Recurrent neural networks (RNN), deep neural 

networks (DNN), restricted and deep Boltzmann machines, deep belief networks, convolutional neural networks 

(CNN), and deep autoencoders (DAE) are various deep learning algorithms that are used to classify IoT network 

data into binary and multiclass [31]. M. H. Fadhil et. al (2019), proposed an Anomaly Detecting IoT system (AD-

IoT) to handle network traffic over a smart city IoT network. They used a Random Forest (RF) machine learning 

algorithm to provide cybersecurity [32].  
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Figure 25: Document citation analysis using Scopus data for the Security sector 

 

For country-wise citation analysis, the threshold is set as minimum documents of countries should be 5 and the 

minimum no. of citations for a country is 15. Using this threshold 62 out of 157 countries are filtered out, which 

are further clustered into 8 clusters. Among resulted 62 countries, the United States is at the top with 7474 citations 

for 386 documents. The top 5 countries' number of publications and citations of documents are shown in Table 18. 

Figure 26 shows the most contributed countries in the field of Smart Security systems and used machine learning 

in their research. 

Table 18: Country-wise citation analysis on Scopus database for Security Sector 

Country #Documents #Citations 

United States 386 7474 

China  266 5980 

India 480 4992 

Australia 139 3964 

United Kingdom 150 2983 

 

Figure 26: Country-wise citation analysis using Scopus data for the Security sector 

b. Bibliometric analysis w.r.t. Web of Science 

For bibliometric analysis from the WoS database, 1133 studies have been extracted. 3662 authors contributed a 

total, of 1133 publications in the research fields of Industrial IoT using machine learning. Co-author citation 

analysis has been done by applying a threshold on minimum number of documents per author is set to 5 and a 

minimum number of citations for authors is set to 15. Based on this criterion, the highly cited work of 33 authors 

is considered for this study. Figure 27 presents the co-author citation analysis results. 
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Figure 27: Co-author citation analysis using WoS data for the Security sector 

Thamilarasu et. al (2019) [33], used deep learning methods for intrusion detection over IoT networks. A three-

layer intrusion detection system uses supervised machine learning algorithms to detect malicious attacks such as 

denial of Service (DoS), Man in Middle attacks over IoT networks. F-measures can be used as matrices to check 

the performance of the system. Deep learning algorithms can be used to detect an increased number of attacks on 

web servers with the help of the cloud network of IoT.  

 

Figure 28 shows the most contributed countries in the field of IoT Security and used machine learning in their 

research. The threshold for minimum documents of countries is set as 5 and the minimum no. of citations for a 

country is set as 15. Using this threshold, 48 countries are filtered out from a total 88 countries. These are further 

clustered into 7 clusters. Among all resulted 48 countries, China is at the top with 4677 citations. The top 5 

countries with their cited documents are given in Table 19. 

 

Table 19: Country-wise citation analysis on the WoS database for Security Sector 

Country #Documents #Citations 

China 253 4677 

USA 187 4505 

Australia 99 2626 

India  190 2105 

England 81 1378 

 

Figure 28: Country-wise citation analysis using WoS data for the IoT security sector 
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G. Smart City 

For analysis purpose, strings used for searching publications and the number of outcomes for every search is shown 

in Table 20. 

Table 20: Different datasets used for analysis 

S. No. Data Set Keyword set for searching #Papers found 

1. WOS TOPIC: (Machine Learning) AND TOPIC: (IoT) 

AND TOPIC: (Smart City) 

Timespan: 2017-2021. 

378 

2. Scopus Title, abstract, keywords: ‘Machine Learning”  

AND “IoT” AND “Smart City” 

910 

 

a. Bibliometric analysis w.r.t Scopus dataset 

For Bibliometric analysis, 910 publications came as a result of searching in the Scopus search engine. 88 

documents out of 910 have been filtered out on the basis of most cited (more than 25 citations) documents, which 

are clustered on the basis of their connectivity strength. Among these clusters, the most cited papers have been 

found and further used to survey different machine learning algorithms applicable to the Smart City sector using 

IoT and machine learning. Figure 29 represents the document citation analysis. E. Oztemel et. al, 2020 [28] came 

out to be the most cited document with 576 citations. 

 

B.P.L Lau et. al (2019) [34], surveyed different machine learning techniques that can be used for data fusion for 

smart city applications. Classification, Regression, and Unsupervised techniques can be used for data fusion. F. 

Zantalis et. al (2019) [35], reviewed smart transportation for which machine learning and IoT are considered 

integral parts. Authors include smart lighting, smart parking, accident prevention, and road surveillance as a part 

of smart transportation systems. The authors discussed ensemble learning, Decision Tree, Clustering, ANN, DL, 

and linear classification as different machine learning techniques that can be used to manage smart transportation 

systems [26]. 

 

Figure 29: Document citation analysis using Scopus data for the Smart City sector 

For country-wise citation analysis, the threshold for minimum documents of countries is set as 5 and the minimum 

no. of citations for a country is set as 15. Using this threshold, 38 out of 101 countries have been filtered out, which 

are further clustered into 8 clusters. Among all resulted 38 countries, the United States is at the top with 3107 

citations for 119 documents. The top 5 countries with total publications in this field and total citations are shown 

in Table 21. Figure 30 shows the most contributed countries in the field of Smart Cities that have used machine 

learning in their research. 
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Figure 30: Country-wise citation analysis using Scopus data for the Smart City sector 

 

Table 21: Country-wise citation analysis on Scopus database for Smart City 

Country #Documents #Citations 

United States 119 3107 

Australia 47 1625 

China 69 1564 

United Kingdom 59 1558 

India 240 1043 

 

b. Bibliometric analysis w.r.t. Web of Science 

For bibliometric analysis from the WoS database, 378 studies have been extracted. 1564 authors contributed a 

total, 378 publications in the research fields of Smart City using machine learning. Co-author citation analysis is 

done by applying a threshold on, a minimum number of documents per author is set to 5 and a minimum number 

of citations for authors is set to 15. Based on this criterion, the highly cited work of 4 authors is considered for this 

study. Figure 31 presents the co-author citation analysis results. 

Figure 31: Co-author citation analysis using WoS data for the Smart City sector 

 

Five studies are indexed in both Scopus and WoS databases. Data fusion techniques for smart cities, autonomous 

vehicles, etc. can be improved with various mathematical methods like artificial intelligence, probabilistic 

methods, etc.  The authors proposed a hybrid model using ARIMA and Bi-LSTM optimized using Aquila 
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optimizer. This proposed hybrid model is used to handle traffic congestion problems. for Different machine 

learning algorithms can be used for mining purposes over IoT datasets. Among them, Deep Learning ANNs, C4.5, 

and C5.0 gave the best accuracy results. Every sector of smart cities like smart health management systems, smart 

traffic management systems, unmanned aerial vehicles, etc. is likely to evolve with Artificial Intelligence (AI), 

Deep Reinforcement Learning (DRL), and Machine Learning (ML) technologies only [36]. 

Figure 32 shows the most contributed countries in the field of IoT Smart City and used machine learning in their 

research. The threshold is set as the minimum number of documents of countries should be 5 and the minimum no. 

of citations for a country is 15. Using this threshold 33 countries are filtered out from total 74 countries. These are 

further clustered into 6 clusters. Among all resulted 33 countries, the USA is at the top with 1786 citations. The 

top 5 countries with their cited documents are given in Table 22. 

Figure 32: Country-wise citation analysis using WoS data for the IoT Smart City sector 

Table 22: Country-wise citation analysis on WoS database for Smart City 

Country #Documents #Citations 

United States  65 1786 

China 84 1541 

Australia 37 1271 

England 39 1257 

Saudi Arabia 47 902 

 

4. Result Outcomes 

This section discusses results based on bibliometric analysis and the limitations of the study. The sector-wise 

bibliometric analysis will help in finding the kind of machine learning algorithms used worldwide for a particular 

IoT application sector. This study finds the majority of quality publications that can be helpful for researchers 

before moving in any direction of their research work. Table 23 and Table 24 summarize the results of the highly 

cited papers and countries respectively, for each application domain of IoT where machine learning plays an 

integral part of the research.  

Table 23: Most cited paper for different IoT domains using ML techniques. 

S. No. IoT Domain Publication #Citation 

1. Healthcare R. Vaishya et. al, 2020 [9] 523 

2. Agriculture K. Jha et. al, 2019 [17] 243 

3. Climate J. Pang et. al, 2021 [20] 43 

4. Energy Y. Liu et. al, 2019 [24] 313 

5. IIoT E. Oztemel et. al, 2020 [28] 576 

6. Security N.C. Luong et. al, 2019 [30] 584 

7. Smart City E. Oztemel et. al, 2020 [28] 576 

 

Table 24: most contributed countries in different IoT domains using ML techniques 

S. No. IoT Domain Most contributed country #Citation 
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1. Healthcare India 3916 

2. Agriculture India 2090 

3. Climate India 169 

4. Energy United States 3537 

5. IIoT China 2877 

6. Security United States 7474 

7. Smart City United States 3107 

 

After going through all the results, it is seen that IoT domains like Healthcare, Energy, Security, and Smart City 

have a lot of academic literature in the databases as compared to Climate, agriculture, and IIoT. India is a country 

having maximum citations for three IoT sectors i.e. healthcare, agriculture, and Climate. The United States is also 

a leading country with the highest citation values under three IoT domains i.e. Energy, Security, and Smart City. 

China has the most cited research work for the IIoT application area of IoT and machine learning.  

 

After reviewing filtered articles, this study can find the kind of data used in every IoT application sector. Also, it 

provides a kind of machine learning algorithm that can be used to manage the data for its respective IoT application 

sector. The outcomes of the study are summarised in Table 25. It is not possible to review such a large number of 

publications and produce a textual analysis for it. So, systematic literature review techniques is used to extract 

some important articles for analysis. Papers from the WoS and Scopus are reviewed thoroughly after filtering them 

from thousands of articles that are extracted from the database. For this review, data for only the past 6 years are 

extracted still, it gave results in thousands for one IoT application sector. Some of these papers got repeated for 

more than one sector, but these repeated papers have been kept to one sector only, for which they are found to be 

more relevant. This process is done manually. 

 

Table 25: Summarized Outcomes 

S.No. IoT 

application 

sector 

Kind of data used Machine Learning  

Algorithms/ technique 

Referenced articles 

1. Healthcare  Real-Time Data, 

Temporal data, 

Genomic data, High 

dimensional data 

SVM, Naive Bayes, 

Random Forest, Decision 

Tree, KNN 

[13; 14; 15] 

2. Agriculture Temporal data, real-

time data 

KNN, deep reinforcement 

learning, linear regression, 

Bayesian network 

[18; 19] 

3. Climate Real-Time Data, 

Spatiotemporal data 

Deep learning, supervised 

machine learning 

[22; 23; 37] 

4. Energy High dimensional data, 

temporal data 

ANN, CNN, KNN, 

reinforcement learning 

[25; 26; 40] 

5. Industrial 

IoT 

Real time data reinforcement learning, 

KNN, SVM, ANN, naïve 

Bayes, Logistic regression 

[28; 29; 39] 

6. Security Real-time data decision tree, NB, ANN, RF, 

DNN, RNN, DAE, CNN, 

deep belief network 

[32; 38] 

7. Smart City Real-Time Data, 

Temporal data  

SVM, regression, ensemble 

learning, Decision tree, 

Clustering, ANN, DL, RF 

[25; 35; 36] 

 

The limitation of this study is that it is based on citation analysis only. Though Citation may help to pick the most 

popular article in the field but bypasses the recent papers as recent papers may not have high citation value. Data 

collected for this study is limited to the searched keywords only.  Also, only two databases study i.e. Scopus and 

WoS are used for this study. Other databases like IEEE Xplore, Springer, etc. can also be used in the future for this 

kind of bibliometric review.   
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5. Conclusion  

Machine learning has evolved so rapidly and started influencing everyday life of individuals apart from all 

segments contributing in realizing Smart city projects across the globe. To analyze such a large amount of data, 

machine learning techniques and IoT makes a great duo. This paper elaborates on the connection between machine 

learning and IoT concerning different IoT application areas. In this study, Scopus and WoS databases are used to 

extract published articles related to machine learning and IoT. To handle such a large dataset, Bibliometric analysis 

is done. Systematic Literature Review steps have been followed to perform bibliometric analysis on the extracted 

articles. These articles are then filtered based on author and country-wise citations. These filtered articles are then 

reviewed thoroughly to get in-depth knowledge of IoT and ML technology conflux. Some of the articles discussed 

in this study give the impression that deep learning algorithms outperform in some fields as compared to machine 

learning algorithms. This study concluded the kind of data one has to deal with, for a particular IoT application 

sector. It also elaborates on multiple machine learning techniques that are suitable to manage data for particular 

application sectors of IoT. This study helps to conclude the majority kind of data types that one needs to deal with 

for a particular IoT application domain. This study will allow researchers and practitioners to generate a well-

defined road map to use machine learning techniques for particular IoT application areas. 
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