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Abstract 

The increasing use of credit cards, especially for online payments, has led to a significant increase in fraud 

involving credit card payment technologies. Financial companies must enhance fraud detection systems to mitigate 

significant losses. This study introduces a methodology for developing a credit card fraud detection system that 

uses the Synthetic Minority Oversampling Technique (SMOTE) to address an imbalanced dataset problem and an 

attention layer to identify important features in the input sequence, two long short-term memory (LSTM) layers 

modeling long-run dependencies within a sequence of transactions, a dropout layer that neglects values lower than 

0.3, and two dense layers, which allows enhancing the accuracy of prediction of fraudulent transactions. When 

implemented, the proposed system achieves an accuracy of 0.9434% on the IEEE dataset, 0.9850% on the Banksim 

dataset, and 0.9757% on the European dataset. This methodology shows improvements in fraud detection, 

emphasizing its ability to enhance financial security systems and reduce misclassification in credit card 

transactions. 

Keywords: Fraud Detection; Credit Cards; Deep Learning; SMOTE; Attention Mechanism; Long short-Term 

Memory 

1. Introduction 

The exponential advancement of technology and the use of the Internet becoming an integral part of everyday life, 

people have become accustomed to using their credit cards for web-based purchases and Procedure financial 

transactions [1]. The study was conducted in nine countries and included approximately 3,700 customers. The 

results indicate that traditional shopping will change to adopting online purchasing permanently[2]. Scammers 

innovate tactics and discover new vulnerabilities. According to the European Central Bank, they were quick to 

adapt new methods to carry out deceptive transactions [3]. 

Annually, a substantial amount of money is lost due to fraudulent operations. Scammers create fraudulent web 

pages that closely mimic genuine websites. This web page offers a range of discounts to encourage customers to 

purchase the available products. Once the purchase is completed, the fraudster collects all relevant information 

related to the card and then exploits it to carry out fraudulent operations [4]. 

Fraud detection systems are essential to reduce the possibility of financial losses. Developing a powerful system 

capable of detecting fraudulent transactions is necessary using deep learning algorithms that deal with more 

complex patterns, and these are considered effective methods for fraud detection systems[5]. This study presents 

the development of a credit card fraud detection system that uses LSTM with an attention mechanism. It allows 

the neural network to automatically identify the most important data features for the classification task, leading to 

improved detection performance. The following are important contributions to this paper. 

Incorporating the attention mechanism into LSTM recurrent networks, the classifier can effectively determine 

which features of the data sequence to focus on for making accurate fraud decisions. The misclassifications were 
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reduced FP and FN to enhance the detection system and increase accuracy. The proposed system will be evaluated 

using three types of data: European, Banksim, and IEEE.                              

This paper was organized in the following way: Section 2 provides significant related works to discover fraud in 

credit cards. Section 3 discusses methodological applications. Section 4 presents the findings and discussion. 

Section 5: Evaluating the proposed system in comparison to other relevant studies. Finally, conclusions and future 

work. 

2. Related Work 

Given the considerable influence of stolen credit cards on the financial market, numerous financial companies 

have dedicated plenty of money to developing fraud detection systems. 

Najadat et al. (2020) [6]. The researchers employed a bidirectional long-short-term memory (BLSTM) with a max-

pooling layer oversampling balancing technique. It achieved the highest performance use IEEE with an AUC of 

0.9137%, Precision of 0.9114%, and f1-score of 0.9281%.Vengatsan et al. (2020) [7]. The objective of this study 

is to identify instances of fraud by using machine learning algorithms, such as logistic regression (LR) and k-

nearest neighbors (KNN), without using balancing techniques to process the data set. The European dataset has a 

precision rate of 95%, a recall rate of 72%, and an f1-score of 82%. Benchaji et al. (2021) [8]. The system was 

developed to identify fraudulent transactions using LSTM with unified manifold approximation and projection 

(UMAP) for feature selection, attention mechanism, and SMOTE. The results showed that the European datasets 

had a recall of 0.911%, a precision of 0.967%, a Banksim precision of 0.974%, and a precision of 0.972%. Amusan 

et al. (2021) [9]. An under-sample was used to balance the data and using several machine-learning algorithms. 

The study's results revealed that the Random Forest (RF) algorithm achieved a high accuracy of 0.9519% on 

European data. The use of the under sampling technique leads to the removal of some data in the majority category. 

Al-Faqir et al.  (2022) [10]. This paper introduces a model that aims to decrease the occurrence of fraudulent 

actions by integrating the outcomes of three advanced deep learning models: Convolutional Neural Network 

(CNN), Auto encoder (AE), and Recurrent Neural Network (RNN). The European credit card dataset was used, 

reaching an accuracy of 0.949%without selection of the best features. Kanika et al. (2022) [11]. The decision 

threshold is adjusted by implementing a new loss function known as Weighted Hard Reduction Focal Loss (WH-

RFL) while addressing the class imbalance problem to enhance fraud detection. Results obtained using the 

European dataset show an accuracy of 0.9125%, and the Banksim dataset shows an accuracy of 0.9311%. Mniai 

et al.  (2023) [12]. This research introduces a model for fraud detection that uses under-sampling, feature selection, 

and support vector data description (SVDD). The findings were showcased using the European Dataset, revealing 

that the SVDD achieved an accuracy rate of 93%. The under-sampling algorithm's low accuracy can be attributed 

to removing specific data points. Jiang et al.  (2023 ) [13]. Building a fraud detection network, UAAD-FDNet, 

which uses unsupervised intentional anomaly detection. One of the techniques used in this study is to apply an 

auto encoder with attention to features. UAAD-FD Net achieved an AUC of 0.839% and a recall of 0.602% when 

tested on the IEEE dataset, and the European dataset achieved an AUC of 0.943% and a recall of 0.751%. Peneti 

et al. (2024) [14]. They proposed LightGBM machine learning algorithm implementation on an IEEE dataset that 

involved handling unbalanced data. The results indicate a recall rate of 83% and an F1 score of 45%. Prabha et al. 

(2024) [15]. Researchers focus on addressing the class imbalance problem by determining the best threshold with 

the use of machine learning algorithms. The best findings of the XGBoost algorithm on the IEEE dataset obtained 

a recall of 0.6258% and an f1-score of 0.7325%.  Based on previous works above, using balanced data effectively 

identifies fraud cases. This paper attempts to improve the accuracy by developing a model using LSTM with an 

attention layer compared to previous works. 

3. Methodology 

This section comprehensively presents the data description, preprocessing, and application of LSTM with an 

attention mechanism for data classification, as depicted in Figure 1. 
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Figure.1 Diagram of the proposed system 

3.1 Dataset Description 

The proposed system is implemented on three datasets, European, Banksim, and IEEE. 

3.1.1 European credit cards dataset 

European credit cards dataset acquired from Kaggle. The dataset includes 284,807 transactions, of which only 492 

are identified as fraudulent, and 284,315 are normal. The dataset exhibits a significant imbalance. The dataset 

consists of 31 features, including   'Amount' as transaction value, 'Time' as transaction time, and 28 more factors 

labelled V1 to V28. Class is target establishes each transaction's attribute, with a binary value of 1 indicating an 

illegal transaction while 0 indicating a legal transaction [16]. 

3.1.2 IEEE credit cards dataset 

IEEE-CIS credit card datasets obtained from Kaggle. The dataset consists of 531,486 transactions, of which 18,450 

are fraudulent and 513,036 are non-fraudulent transactions considered imbalanced. In addition, the dataset contains 

269 features. Is fraud a binary target categorizing transactions into legal (0) and illegal (1)[6]. 

3.1.3 BankSim dataset 

BankSim data is sourced from Kaggle and includes 594,643 transactions executed over 180 simulated days; 7,200 

transactions were classified as “fraudulent,” while 587,443 transactions were classified as “genuine.” This 

synthetic dataset was created using BankSim, a fraud data simulator. BankSim uses a multi-agent simulation 

method using the example of aggregated real transaction data provided by a Spanish bank. BankSim uses agents 

from three distinct categories, merchants, customers, and fraudsters, to copy the original bank statements. These 

agents communicate with each other over a series of simulated days, creating a purchase transaction record that 

resembles the original bank data and consists of 10 features. Fraud is a binary target [17].  

3.2 Pre-processing Stage 

The proposed system uses a set of basic operations known as pre-processing, which constitute the initial stage. 

Thus, at this point, the precision of the classification model is assured. The following steps in data pre-processing 

are described: 

3.2.1 Converting object dataset to numbers     

Banksim data containing three data types: numeric, float, and object preprocessed by converting the object's 

column type to a second type, categorical, using astype from the pandas' library and converting it to numeric.    

3.2.2 Dataset Cleaning 

Dataset cleaning is an important step in pre-processing. It involves identifying missing values, either empty cells 

or cells containing the word "null" in the dataset, as they can lead to inaccurate outcomes, which are addressed 

through their deletion [18].  
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3.2.3 Dataset Normalization 

Dataset normalization is an essential procedure in data management [19]. The purpose of min-max normalization 

is to enhance the efficiency and precision of the classification model so that the feature values are standardized 

within a consistent range between 0 and 1, as shown in equation (1)[20]. 

𝑛𝑜𝑟𝑚𝑎𝑙𝑖𝑧𝑒(𝑋) =
𝑋−𝑋𝑚𝑖𝑛

𝑋max−𝑋min
                                                  (1) 

X is a variable that represents features, Xmin is the lowest value of the feature, and Xmax is the highest value of the 

feature.        

3.2.4 Dataset Balancing  

The dataset used in this paper comprises more legitimate transactions, which represent the majority class, 

compared to fraudulent transactions, which represent the minority class [21].Training our model on this dataset 

will exhibit a bias towards legitimate transactions. This problem is addressed by employing the Synthetic Minority 

Over-Sampling Technique (SMOTE), which involves iteratively increasing the number of instances in the minority 

class to match the majority class[22]. As shown in the algorithm 1 [23].  

Algorithm  1  : SMOTE 

Input:   Dataset 

Output:  Dataset Balancing 

Begin 

   Step 1:  Determine the minority cases in dataset. 

   Step 2: Perform K-Nearest Neighbors calculation. 

   For each cases in the minority class 

Compute the Euclidean distances for every entry in the dataset.      

     Find the K nearest neighbors. 

  Step 3: Create Synthetic Examples 

   For each cases in the minority class 

      Select one of its K nearest neighbors at random. 

      Produce a synthetic sample by calculating the difference of the chosen adjacent 

sample and the initial sample 

 Step 4: Merge the initial dataset with the synthetic samples. 

End For  

End For  
Step 5: Return Dataset Balancing  

End 

 

3.3 Classification Stage 

The classification stage is important in data processing and consists of two basic steps: LSTM with attention 

mechanism and evaluation model. 

3.3.1 LSTM with Attention Mechanism Model  

The methodology presented in this paper utilizes a classifier that employs LSTM with attention mechanisms. 

Attention mechanisms have become essential in various deep learning models, especially natural language 

processing (NLP), time series prediction, and computer vision [24]. Each feature is assigned a different 

significance in the models that employ attention mechanisms. The attention mechanism allocates varying weights 

to various features based on their significance for the given task, enhancing the model's ability to comprehend the 

data more efficiently. Moreover, the attention mechanism enhances the neural model by ordering features based 

on their significance[25]. The key idea of this mechanism is to compute a weight distribution across the input 

features, giving greater values to those features considered of greater significance. The attention layer consists of 

attention scores, attention weights, and an attention output[26].  

Every feature in the input sequence will be transformed into Q, K, and V using three separate matrices, as shown 

in equations [27]. 

Q = X. wq                   (2) 

K = X. wk                   (3)  

V = X. wv                       (4)   
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Where X represents the input, Wq represents the weight matrix for the query, Wk represent the weight matrix for 

the key, Wv represent the weight matrix for the value, and Q is represented as the query matrix comprising vectors 

that find pertinent information within the key matrix; K is represented as the key matrix comprises the vectors that 

are used to match the information in the query matrix, and V is represented as the value matrix comprises the 

vectors that yield the ultimate information[27] , which are displayed in the Figure 2. 

Figure 2. Structure for attention mechanism 

Matrix multiplication involves computing the relationship between Q and K. The result that was thus obtained 

indicates an attention score, as depicted in Equation 5[27]. 

𝑎t = 𝑄. 𝐾                                        (5) 

    Where: 𝑎t represent attention score. 

    A Scaling matrix is performed to maintain gradients during training, preventing scores from becoming 

excessively large and avoiding the issue of gradients that decrease. The scaling matrix is passed into the softmax 

function and converted into attention weights, guaranteeing that the attention weights sum up to 1. These weights 

represent the significant relevant information, as depicted in Equation 6[28] . 

𝑤t = softmax(
𝑎t

√kd
)                                   (6) 

Where: wt represent attention weight, d is the dimensionality of query.      

The output of the softmax function is subsequently multiplied  by the Value Matrix (V), which represents the final 

output of the Attention mechanism, as shown in Equation 7 [28]. 

𝑜t = 𝑉. 𝑎t                                                      (7) 

Where: ot represent attention output. 

      The LSTM with attention mechanisms model structure. Below is a detailed analysis of the layers:  

 LSTM_1 Layer: This layer receives the input data provided to the network. In this case, the input is a one-

dimensional vector. It consists of 269 features in the IEEE dataset, 30 in the European dataset, and the Banksim 

dataset, which contains 8 features and extracts the best features based on the best weights. It consists of 100 

units and uses an activation function (tanh). 

  Attention layer: A dedicated layer uses attention mechanisms to determine the most important parts of the 

sequence by working to adjust the weights of the LSTM outputs. 

 LSTM_2 layer: The second LSTM layer processes the output from the attention layer, including 32 units, and 

uses the activation function tanh. 

 Dropout Layer: A dropout layer is added with a rate of 0.3 to prevent overfitting. During the training process, 

any individual neuron that exhibits undesirable features with a probability of less than 0.3 will be removed. 

 Dense Layer: This layer consists of 50 neurons that are fully connected. Every neuron in this layer obtains 

input from each of the neurons in the prior layer. This layer works as an intermediate layer that aids the transfer 

of educated features to the end output. 

 Dense layer: represents the last layer. It is specifically designed to perform binary classification tasks. It 

applies a sigmoid activation function to classify transactions as normal or fraudulent. 

 The model employs an Adam optimizer with a learning rate of 0.0001 and employs binary cross-entropy as 

the loss function. 
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 The model employs the model employs a Checkpoint to save the best weights during training when the lower 

validation loss and early stopping are implemented when the model's performance plateaus with consistent 

accuracy, leading to the ending of the training process.  

3.3.2 Evaluation methodology  

This paper evaluates the performance using a confusion matrix consisting of TP, FN, FP, and TN, through which 

the measures can be calculated: accuracy, precision, recall, and F1 score. In addition, the AUC measure can be 

calculated, as shown in the equations.  

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 = (𝑇𝑃 + 𝑇𝑁)/(𝑇𝑃 + 𝐹𝑃 + 𝐹𝑁 + 𝑇𝑁)                                    (8) 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 = 𝑇𝑃/(𝑇𝑃 + 𝐹𝑃)                                                                           (9) 

Sensitivity (Recall ) = TP/(TP + FN )                                                           (10) 

F1 score = 2 ∗ ((precision ∗ recall)/(precision + recall))                     (11) 

Specificity =  𝑇𝑁/(𝑇𝑁 + 𝐹𝑃                                                                        (12)                                           

𝐴𝑈𝐶 = (𝑆𝑒𝑛𝑠𝑖𝑡𝑖𝑣𝑖𝑡𝑦 + 𝑆𝑝𝑒𝑐𝑖𝑓𝑖𝑐𝑖𝑡𝑦)/2                                                          (13) 

“True Positive" (TP) refers to the number of cases correctly identified as positive. A “false negative” (FN) refers 

to many positive cases mistakenly recorded as negative. False positive (FP) refers to negative cases mistakenly 

identified as positive. “True negative” (TN) refers to correctly identified cases of negativity [29]. 

4. Result and Discussion 

Preprocessing results and LSTM with attention mechanism results will be discussed for three data types. 

4.1 The Results of Pre-processing 

The pre-processing results consist of the conversion results and the balancing results. 

4.1.1 Conversion Results 

This type of processing on Banksim data. Two columns (Zipcodeori, Zipmerchant) were deleted because each 

column contains the same value. It includes column values of object type, which converts them to categorical and 

then to numeric. 

4.1.2 Balancing Results 

Table 1 displays the data processing procedure before and after applying SMOTE so that fraudulent transactions 

become equal to legitimate transactions. 

Table 1: Data Balancing Result 

Dataset Before Balancing Fraud Normal After  Balancing 

IEEE 531,486 18,450 513,036 1,026,072 

European 284,807 492 284,315 568,630 

Banksim 594,643 7,200 587,443 1,174,886 

4.2 The Results of LSTM without attention layer 

The first method was applied, which is the standard LSTM method, which comprises two layers: an LSTM layer 

with 200 units, a layer with 100 units, a dropout layer that disregards values less than 0.3, and 2 dense layers 

responsible for the classification output. Where it appeared the Total parameters for Banksim and dataset European 

are 287101, non-trainable are 0, and the Total parameters for the IEEE dataset are 31,013, non-trainable are 0. We 

applied the model to three types of data, as illustrated in Table 2. 

Table 2: LSTM without attention layer results 

Dataset Accuracy 

 

Precision 

 

Recall 

 

F1 score AUC 

IEEE 0.9036 0.92 0.90 0.90 0.96 

European 0.9254 0.93 0.93 0.93 0.97 

Banksim 0.9810 0.98 0.98 0.98 0.99 
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Observing the results shown in Table 2, we can see that since important financial transactions require accuracy 

because decision-making gives fraudulent or natural results, they are accurate and sensitive. Therefore, we turned 

to a model that increases accuracy by adding an attention layer. 

4.3 The Results of LSTM with attention   

The proposed system is evaluated using three types of data: Banksim, IEEE, European, and the dataset was 

partitioned into two groups: training data at 80% and testing at 20%. 

4.3.1 IEEE Dataset Results 

Figure 3(a) shows the accuracy values for training and testing over 70 epochs using the IEEE dataset to achieve a 

training accuracy of 0.9417% and a test accuracy of 0.9434%, precision, and F1 score of 0.9434%, recall of 

0.9438%, AUC of 0.9437. 

Figure 3 (b) shows that the training process through 70 epochs in the IEEE dataset started with a loss function for 

training at epoch 1 of (0.5587), arrived at a low of (0.1589), and for the testing of (0.4854), arrived at a low of 

(0.1517) because the best weight in the epoch 70 was obtained, was stored for the model based on the lowest val 

loss. 

 

Figure 3. (a) The accuracy for the IEEE dataset; (b) The loss function for the IEEE dataset 

The confusion matrix depicted in Figure 4 utilizes the IEEE dataset. The number of false classifications was 

determined to be (FP=4254) and (FN=7368), resulting in an accuracy of 0.9437%. However, despite the large size 

of the data and the number of features 269, the total number of correctly identified fraudulent and natural 

(TP=98395) (TN=95198) transactions was high. 

 

Figure 4. The confusion matrix for the IEEE dataset 

 
                                                (a)                                                                                          (b) 
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4.3.2. European Dataset Results 
The European dataset was trained over 70 epochs and obtained an accuracy for training of 0.9742% and an 

accuracy for testing of 0.9757%, as shown in Figure 5(a). The small difference between the training and testing 

accuracy values indicates that the model effectively avoids overfitting. 

The European dataset was used over 70 epochs, starting with a loss function for training at epoch 1 of (0.3887), 

which arrived at a low of (0.0771), and for the testing of (0.2709), arrived at a low of (0.0736) because the best 

weight in the epoch 69 was obtained, was stored for the model based on the lowest val loss that busted by monitor 

indicator, as depicted in Figure 5 (b). Relatively low loss values indicate that the model performs well in training 

and testing.     

  
                                                  (a)                                                                                      (b) 

Figure 5. (a) The accuracy for the European dataset: (b) The loss function for the European dataset 

The improvement in the model's performance is attributed to the attention mechanism, which effectively extracts 

the most pertinent information for the classification task. 

The confusion matrix in Figure.6 displays the model's performance on European data. It shows that the correct 

classification values of (TP = 55820) and (TN = 55140) are high compared to faille values (FP=1054) and 

(FN=1712), The efficacy of this model can be ascribed to its capacity to efficiently acquire knowledge from 

training data and reduce misclassification rates due to fraudulent transformations that closely resemble natural 

transformations, making them indistinguishable. 

 

Figure 6. The confusion matrix for the European dataset 

4.3.3 Banksim Dataset Result 

The Banksim dataset was used and executed over 70 epochs, achieving 98.34% training accuracy and 98.50% 

testing accuracy, recall of 98.51%, and F1 score of 98.50%, as shown in Figure 7(a).   

The Banksim dataset is shown in Figure 7(b) for over 70 epochs. It started with a loss function for training at epoch 

1 of (0.6712), which decreased to (0.0497), and for the testing of (0.6486), that decrease to (0.0447), due to best 

weight in the epoch 69 was obtained. 
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(a)                                                                                         (b) 

Figure 7. (a) The accuracy for the Banksim dataset; (b) The loss function for the Banksim dataset 

The confusion matrix in Figure 8 displays the Banksim data. The number of correctly detected normal transactions 

(TN=117125) and the (FN=759) indicate the number of false classifications fraudulent transaction is classified as 

normal. 

 

Figure 8. The confusion matrix for the Banksim dataset 

5. Comparison of the Proposed System with Related Works 

Table 3 compares the suggested model with prior studies that employ machine learning and deep learning 

algorithms. The proposed system exhibited superior performance compared to previous researchers who utilized 

the same dataset. 

Table 3: Comparison with related works 

Reference Technique Dataset Accuracy 

 

Precision 

 

Recall 
 

F1 score 
AUC 

[6] BLSTM with a max-pooling layer IEEE - 0.9114 - 0.9281 0.9137 

[7] KNN European - 0.95 0.72 0.82 - 

[8] 

UMAP and LSTM with attention   European 
0.9670 - 0.911 - - 

Banksim 0.974 - 0.972 - - 

[9] 
RF  

European 

 

0.951 

 

- 

 

0.922 

 

- 

 

- 

[10] Ensemble (CNN, AE, RNN)  European 0.949 0.971 0.838 - - 

[11] European 0.9311 - - - - 
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The main reasons for the proposed model obtaining high accuracy are: Firstly, the SMOTE was used to balance 

the dataset. Secondly, adding an attention layer focusing on important features by correcting the weights that are 

used best to handle large datasets in credit card fraud detection. Third, the use of early stopping during model 

training and Adam's optimizer algorithm. 

6. Conclusions and Future Works  

The study introduces a methodology for detecting illegal transactions in credit cards through the used model of 

LSTM with an attention mechanism. The experimental results indicate that the detection suggested model has high 

efficiency in terms of accuracy and reduces classification error when compared with related studies because of the 

preprocessing process for the dataset that includes removing missing values, normalization, and the Synthetic 

Minority Oversampling Technique (SMOTE) for addressing imbalanced data problem and add an attention 

mechanism that automatically focuses on the most important features for the classification task by assigning and 

adjusting weights to the features with LSTM networks to model long-term dependencies and accurately detect 

fraudulent transactions. This study contributes to the use of deep learning algorithms in credit card security and 

provides valuable perspectives for continued improvements in fraud detection systems. Ensuring the long-term 

continuity and progress of these systems in the face of future challenges. In future work, we aspire to improve 

accuracy by adding feature selection algorithms to our model features and using the proposed system in real time. 
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