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Abstract 

Cloud computing has many advantages as well as some disadvantages. An internet connection is required to use 

Cloud Computing. In other words, it is not possible to access the data in cases without internet. Cloud Computing 

can provide infrastructure services, platform services and software services to individuals with any device 

connected to the internet. If the connection speed is low when there is internet, the data transmission is also slower. 

In this context, it may not be practical for individuals or institutions to benefit from Cloud Computing in places 

where internet connection is low, limited, or absent. A new technology was obtained in this study; this method 

depends on deep learning and machine learning techniques applied to detect the attacks in the cloud computing-

based systems. The suggested method compared with many traditional machine learning techniques. 
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1. Introduction 

Cloud computing is a set of scalable systems where users can store their data on the internet and meet their physical 

and software resource needs on a pay-as-you-go principle [1]. Cloud computing users can provide simple, fast, 

and economical solutions for themselves by using scalable remote cloud systems instead of constantly monitoring 

the physical or software systems they need [2]. Cloud systems are more economical for users as the sustainability 

costs of physical systems such as protection, infrastructure, maintenance, and repair are high [3]. In addition to 

providing ease of use to the user, cloud systems are naturally of vital importance in terms of cost and sustainability, 

as the available resources are limited, and they can meet the demands optimally [4]. Therefore, task-resource 

allocation scheduling is a critical issue for both service providers and users when considering performance, energy 

consumption and virtual machine (VM) sharing issues [5].  

The optimum resource utilization and performance of cloud system influenced by task scheduling. One of the most 

important things that lead to violating the service level agreement, which in turn is reflected in increased costs and 

poor performance, is that tasks are poorly designed, or resources are scheduled [6]. The main factor that affects 

the number of virtual machines (VMs) and customer features is the workload [7]. The time required to use virtual 

machines and their features forces customers to pay certain fees to the cloud service provider. The increase in the 

time to complete the task (makespan) which is reflected in the increase in the cost to the customer is due to the 

incorrect scheduling of tasks that must be run on virtual machines [8]. 

 The cloud service provider's energy consumption and maintenance and repair costs are indirectly affected by the 

increase in Makespan [9]. Therefore, it has become necessary for both the client and the cloud provider to use a 

good algorithm for scheduling tasks in cloud systems. In cloud computing, task scheduling falls under the category 

of NP-hard problems. 
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The most important way to solve scheduling problems is the optimization techniques that should be used, and this 

schedule can be implemented for different purposes [10] [11]. Optimization is the maximization or minimization 

of a problem, considering certain limits [12]. In cases where classical methods are not sufficient to solve them, 

heuristic optimization techniques can be used. Metaheuristic methods are methods that can make intelligent 

searches based on social life phenomena [13]. These methods are used to find a solution close to the optimal 

solution, where the mathematical model of any problem cannot be derived and the exact solution cannot be found, 

and they are generally advantageous from a computational point of view [14]. The use of metaheuristic algorithms 

instead of deterministic solutions is often preferred in solving task scheduling problems in terms of performance 

[15]. 

On the other hand, given the type of problem, the algorithms most prone to failure are random search algorithms 

based on local minima. [16]. this possibility may increase with the increase of virtual machines and tasks [17] for 

this reason, it has become necessary for inferential algorithms to use certain mechanisms to overcome this problem. 

In this thesis, we propose a solution based on Jellyfish Search Optimizer (JSO), a current swarm-based 

metaheuristic algorithm, which uses a different approach mechanism to solve the aforementioned problem. 

 
 

Figure Error! No text of specified style in document..  Cloud Computing 

As shown in Figure 1, according to ITU (International Telecommunication Union) sources, the data traffic 

generated by mobile networks shows a great increase on a yearly basis [18]. Data traffic largely covers today's 

general mobile network traffic. Many mobile applications access data and services hosted in remote data centers 

over mobile networks. This results in high network load as data must be uploaded to and downloaded from internet-

connected mobile devices and remote data centers. The main contributions of this study are: 

 Enhance Security in Cloud Computing: To develop and implement a novel deep learning and machine 

learning-based approach for detecting security attacks in cloud computing systems, aiming to improve the 

overall security posture and resilience of cloud environments. 

 Compare Efficacy of Detection Methods: To systematically compare the effectiveness of the proposed deep 

learning and machine learning techniques against traditional attack detection methods, assessing their 

performance in terms of accuracy, detection speed, and false positive rates in various cloud computing 

scenarios. 

 Address Connectivity Challenges: To investigate the impact of varying internet connection qualities on the 

performance of the proposed attack detection methods, aiming to establish reliable detection mechanisms that 

can operate effectively even in low-bandwidth or unstable network conditions. 

 

2. Related Work 

To promote a healthier and more environmentally friendly environment, this paper aims to explain the issues 

surrounding traditional cloud computing while also providing an overview of recent advancements in the field of 

green cloud computing.  To accomplish all the features discussed in the study, the issue of how to efficiently get 

results from the cloud is addressed in this research. Additionally, it can automate the green cloud manager's 

decision-making process for all services. This program was launched as a means of achieving goals for clients all 

around the world. This problem brought attention to the significance of green cloud computing, which offers 

methods and algorithms to cut down on energy waste by repurposing it [19]. 
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This Essay Addresses the Environmental Damage and Carbon Footprint of Computer Resources and Cloud 

Computing. A pertinent area of research is the increasing need for data centres and the associated environmental 

issues, such as the production of heat and the emission of harmful gases. Pay-as-you-go computing resources 

should be used efficiently without negatively impacting the environment. This Paper Explores the Use of Green 

Computing to Enhance the Above. Developing and utilizing computer resources without endangering the 

environment is possible with green cloud computing. This paper examines the carbon footprints of desktop, laptop, 

and internet usage, as well as how sustainable energy resources might help address these issues. Every Major IT 

Giant, Including Google, IBM [20]. 

3. Material and Methods 

Artificial intelligence reflects man's goal of surpassing himself, his desire to create something superior to himself, 

and perhaps his effort to understand his creator [21]. Man, who overcomes his physical weakness by inventing 

functional tools, aims to produce intelligent tools that will overcome mental weaknesses [22]. A new future, in 

which reason takes the place of power, is taking shape when human beings, who owe their superiority to being 

smart enough to invent and use tools, start to produce intelligent tools [23].  

Artificial intelligence has two main purposes, one technological and the other scientific [24]. While the 

technological goal is usually concerned with making intelligent work be done in a useful way by machines; The 

scientific aim is to understand humanity and other living things based on the working method of artificial 

intelligence, and to discover the source of natural intelligence [25] [26]. In this case, the first purpose of inventing 

intelligent machines is to automatically implement what is done by humans, in other words, to discover human 

intelligence [27]. The second aim is to calculate in which areas people are unsuccessful and inadequate and aim to 

invent machines that will work more competently and efficiently in these areas [28] [29]. As it is seen, it is very 

difficult for a person to fully solve the phenomena such as intelligence, vitality, and consciousness, unless he can 

get out of the circle of his mind that he has built with his judgments about intelligence [30] [31]. 

In this study, new Cloud computing security method is presented based machine learning techniques. The proposed 

method combined three techniques groups feature extraction, feature selection, and classifiers: 

a) In feature extraction step we applied convolutional neural network (CNN) to extract high level features from 

input datasets.  

b) In the feature selection step, we applied PCA to select only effective features from output of the CNN.  

c) In the classifier step we applied AdaBoost to classify the selected features by the PCA. The flowchart of the 

proposed method presented in the figure 2.  

 

Figure 2. Proposed Method 
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4. Simulation Results 

In this section, several techniques are used to validate the simulation of this system. These techniques aim to 

eliminate the over fitting problem. In addition, several techniques are applied to recognize human hand images. 

From 1992 to 2020, Scopus indexed the Green Strategy research and publication dataset, which includes 

information on authors, authors ID Scopus, title, year, source title, volume, issue, article number in Scopus, DOI, 

link, affiliation, abstract, index keywords, references, editors, publisher, correspondence address, conference 

name, conference date, conference code, ISSN, language, document type, access type, and EID. To provide results 

for green cloud computing using algorithms such as Support Vector Machine (SVM) and Random Forest (RF), 

and AdaBoost. 

no SVM 

Accuracy 

RF 

Accuracy 

AdaBoost 

Accuracy 

Proposed Method 

Accuracy 

20 88% 88% 89% 99% 

30 85% 86% 86% 97% 

40 82% 83% 84.6% 96% 

We can see from the table that traditional machine learning models (Support Vector Machine (SVM), Random 

Forest (RF) and AdaBoost, etc.) perform significantly worse compared to our method generally under all 3 

scenarios labeled as 20, 30, and 40. The accuracy for all models shows a consistent drop with the increase in 

condition number, which is indicative of the data or environment becoming more difficult under high conditions. 

This shows that the models are losing ability to generalize with higher conditions and complexity or noise in data. 

 

Figure 4. Results of RF with Dataset 

 

For the traditional models, SVM showed a clear drop in accuracy going from 88% (condition-20) to 82% 

(condition-40). This steady decrease also implies that SVM possibly detects changes in the data conditions more 

easily, reflecting prior regime of limitations which cause performance degradation when dataset is corrupted or 

complex. Random Forest slightly performs better, especially condition 30% and 40%, with accuracies of 86% and 

the same percentage for that. This implies that RF is a bit less brittle than SVM, potentially because of its ensemble 

property: it creates many decision trees and averages their prediction to combat overfitting. AdaBoost is also not 

worse than Random Forest, but it reaches 89% accuracy using the condition-20 and 84.6% with the condition-40 

This means that both algorithms are able to keep its performance constant under testing conditions (never mind 

right now), especially in one of strongest challenges for a classifier. 
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Figure 3. Results of SVM with Dataset 

The most striking result is the Proposed Method, achieving significantly better accuracy in all conditions. 

Performance in Condition 20 was the best observed, with an accuracy of 99%, compared to other models. It even 

works decently well in more challenging conditions, having accuracy of 97% and 96% respectively under 

conditon30/40. It distinguishes the new approach effectively from its older competitors and shows how competent 

it is in handling complex data settings. This means that the method we proposed is possibly using more 

sophisticated forms of optimization, improved feature selection, or something related to overcoming challenges in 

trying data complexity — whatever it may be, this certainly drives better results with increasing degree of hardness 

as found. 

In all graphs, “20” has the max accuracy >88% and sensitivity in one above 89%; so obviously it should be much 

more significant than others. From the lightest all scenarios drop followed by Scenario "30" in a decidedly lower 

performance, especially Sensitivity, and finally scenario "40", resuming as with the lowest costs of all, falling even 

more for Accuracy (approximately 81%) e Specificity (~80%). This means that scenario “20” is the best case or 

condition as it demonstrates the greatest trade-off between accuracy, sensitivity, and specificity, whereas 40 would 

be one of the worst. 

 

 

Figure 5. Results of AdaBoost with Dataset 

Support vector machines (SVMs) are a set of algorithm tools that is dependent on supervised classification to find 

the optimal level of data to maximize distance between each class. As shown in figures 3, 4, 5, the distributions of 

the total accuracy showed statistically significant differences, and paired sample multiple mean rank comparisons 

showed that SVM had higher mean rankings than the other classifiers. 
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Figure 6. Proposed Method with Dataset 

For each of SVM, Random Forest and AdaBoost may give quite strong performance (especially in the case where 

conditions are getting harder) compared to proposed method. Even in the presence of such challenging scenarios, 

this proneness with relatively high levels was constant and that endorses the precision nature along with trait 

reliability signifying its pure potential implicativeness to favor on breakthroughs for green cloud computing energy 

management based, or any other learning domains required otherwise. The improved performance across the board 

suggests that other features and techniques driving it success may be worthy of more scrutiny from traditional 

approaches or inspire creating even better solutions. 

 

Figure 7. Proposed Method with Related Works 

6. Conclusion  

Developments in information and communication technologies have reached a dizzying speed. This has caused 

the data to grow rapidly. The growth of data has revealed the problems of firstly storing and backing up, and then 

not being able to access the data from everywhere. In addition to these, ensuring the security of the data has started 

to become a problem on its own. To overcome these problems, it has become a necessity to constantly update the 

equipment and spend on increasing its capacities. Considering the rapid development of technology, the fact that 

these costs require a serious budget is encountered. With this new technology called Cloud Computing, data can 

be stored, backed up and shared with others when needed, with very low expenditures. When examined on an 

individual basis, it is seen that users want to store more data on their devices such as computers and mobile phones. 

As the features and quality of video and photo-taking devices increase, the quality of the photos and videos they 

produce also increases. This situation causes individuals to need more memory to store data. Individuals who want 

to store this data on their personal devices need to buy mobile phones and computers with higher capacity. The 
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prices of technological devices increase in proportion to the increase in their capacities. As a solution to these 

problems, it is possible to benefit from Cloud Computing. Computers using Cloud Computing have almost 

unlimited data storage on the cloud system, even if they have very low storage space. Discussions on issues such 

as information security and ownership in the field of Cloud Computing, news about the insecurity of Cloud 

Computing, and public perception can distance even individuals and businesses that are not critical in terms of 

their data. However, cloud service providers store data at many different points and make backups in different 

places. The proposed method in this study presented remarkable results when we combined CNN+PCA+AdaBoost 

and presented with several datasets and presented results more than 99.62 accuracy as average for all datasets. 
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