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Abstract

Steganalysis can be defined as the science that addresses the process of identifying and detecting hidden
information or data within various types of digital media. Recently, Deep Learning (DL) approaches have been
employed to build steganalysis systems. However, the problem with steganalysis systems adopting a DL approach
is their low accuracy and their need for effective datasets to be used for the training. In this paper, we introduce a
DL-based Steganalysis system for the detection and classification of hidden content in images. Our system, called
Steg-Analysis Convolutional Neural Network (SA-CNN), relies on a Convolutional Neural Network (CNN) and
uses High Pass Filter (HPF) and extra-embedded data. We also propose a preprocessing-based data hiding method
to increase the accuracy of SA-CNN in detecting hidden content. Therefore, this ensures the imperceptibility of
images used for training SA-CNN. In addition, we use another CNN, called Malicious-Benign Classification CNN
(MBC-CNN), that we have developed to classify the extracted hidden content into Malicious or Benign classes.
Compared with existing systems, SA-CNN shows a better performance in terms of accuracy, under increased
hiding rates ranging from 0.1 to 1.0 bpp, reaching 90%.

Keywords: Image Steganalysis; Deep Learning; Detection and Classification of Hidden Content

1. Introduction

Steganography can be defined as the science that addresses the process of hiding secret data within another data
file. When compared with Cryptography, the basic objective of Steganography is to hide the communication itself
[1,2,3]. Therefore, Steganography is performed at the communication level. In a steganography-based system,
there are three main files, namely the cover-file (commonly, it is an image file), the secret data file, and the stego-
file. Steganalysis can be defined as the science that addresses the process of identifying and detecting hidden
information or data within various types of digital media. This purpose should be achieved even if there is a high
level of similarities between the cover-file and the stego-file [4,5,6].

Steganography is considered one of the ways that threaten the security of networks. For instance, harmful content
can be embedded inside transmitted images across the communication network. People use multimedia on a daily
basis. With the diversity of multimedia, hacking operations vary, which makes someone wonder if this medium is
protected or not for use. Consequently, the process of hiding data becomes a threatening factor for both the security
of networks and the security of information itself. This is the motivation behind this research, which can be
represented by the following question: Can we detect hidden data inside digital images? If so, how can we
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recognize the type of hidden data? Researchers to help detect hidden data only present Steganalysis. The
importance of Steganalysis comes from its valuable applications in real life.

The main goal of this study is to design and implement a Deep Learning (DL)-based steganalysis system with high
accuracy in the prediction and classification of hidden content in images. To reach this goal, the following
objectives are taken into account:

1. Establishing imperceptibility of images used to conduct the training phase.

2. Increasing the accuracy of the system to predict whether a given image is embedded with data or empty
according to different hiding data rates.

3. Enabling the system to extract the hidden content, if there is any.
4. Qualifying the system to classify the extracted content into Benign or Malicious classes.
In this paper, we make the following main contribution:

e A first DL Convolutional Neural Network (CNN), called SA-CNN, to detect possible hidden content in an
input image, through extracting features of the images.

e A second DL CNN, called MBC-CNN, classifies the extracted hidden content into Malicious or Benign
classes. Let us note that in this paper, we mean by benign content a content that is a mere text while we mean
by malicious content a harmful programming code.

The rest of this paper is organized as follows:
In Section 2, we make a literature review on Steganalysis approaches.

In Section 3, we present our DL-based image steganalysis approach and the corresponding CNNs, SA-CNN and
MBC-CNN.

In Section 4, we make an experimental study on SA-CNN and MBC-CNN discuss the obtained results.
Finally, in section 5, we present the conclusion of this paper and provide some future work.
2. Related Work
Steganalysis approaches can be classified into two main categories: traditional and DL-based ones.
2.1. Traditional Steganalysis
There are different types of traditional Steganalysis:

(a) Signature-based Steganalysis

(b) Statistical Steganalysis

(c) Spread spectrum Steganalysis

(d) Transform domain Steganalysis

The key idea of signature-based Steganalysis is to search for signature patterns to check the presence of an
embedded message, where specific bytes of the image are used. In the work described in [10], Discrete Cosine
Transform (DCT) coefficients are used to extract the quantization matrix of all image blocks then it was compared
with the standard JPEG quantization table to check if there are any incompatible blocks in the image.

The objective of statistical Steganalysis [11,12] is to analyze the embedding procedure and determine statistics
that can be modified as a result of the embedding process. The authors in [13] propose a technique, based on
Fourier Transform of image histogram, to exploit the properties of the center of mass of the Histogram
Characteristic Function (HCF), which is the first order moment. Many of the transform domains methods were
employed, like DCT, Discrete Wavelet Transform (DWT) and Fast Fourier Transform (FFT), for embedding
information in transform coefficients of the cover-images [14].

Recently, DL-based approaches are effective in Steganalysis. Indeed:

Kim et al. [15] propose a Steganalysis system, based on a CNN, to add additional data to the original stego-images
for highlighting possible hidden content. They used BOSSBase dataset to train their system, and achieved an
accuracy rate of 80.05%.
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The authors of the work [16] propose a CNN, called SFRNet, made-up of two blocks: The first one, called RepVgg
block, is used to accelerate the inference, and the second one, called SE block, is used to improve the detection
accuracy. The achieved accuracy rates of SFRNet are 72.5% and 89.6% at 0.2 bits per pixel (bpp) and 0.4 bpp
respectively.

Yuwei et al. [17] proposes a CNN to extract subtle features that indicate the existence of hidden content. The
achieved accuracy rates are 76.2% and 88.7% at 0.2 bpp and 0.4 bpp, respectively, when BOSSBasel.01 is used.
The accuracy rates achieved are 80.6% and 89.2 % at 0.2 bpp and 0.4 bpp, respectively, when the BOWS2 dataset
is used.

In the study presented in [18], the authors present a CNN, called GBRAS-net. That includes a preprocessing phase
using filter banks to enhance steganographic noise, a feature extraction phase using depth wise and separable
convolutional layers and skip connections. BOWS 2 and BOSShase 1.01 datasets were used to evaluate the
performance of GBRAS-net. The achieved accuracies are good. For example, the achieved accuracy rates are
74.6% and 84.5% at 0.2 bpp and 0.4 bpp, respectively, when BOSSbase 1.01 dataset is used.

Lwowski et al. [19] develop Neural Spatial Rich Models (NSRM) that use Spatial Rich Model (SRM) [46] for
feature extraction, Principal Component Analysis (PCA) for dimensionality reduction, and Deep NNs (DNNSs) to
perform JPG image steganalysis against four different well-known steganography algorithms at five different
embedded rates.

In [20], FractalNet is a DNN used for steganalytic detection. FractalNet's architecture allows transition during
training from shallow Neural Networks (NN) to DNN, thereby achieving better detection performance.

Pant et al. [21] adopt Transfer Learning in a pre-trained VGG16 model to classify malware presented as grayscale
images. They achieved an accurate rate of 88.40%.

The authors in [22] propose CNN for malware classification based on custom CNN, AlexNet, VGG-16, ResNet-
50, and Inceptionv3. They tested their CNN using the Malimg dataset and achieved an accurate rate of 98.90%.

The authors of the work [23] examined the J-UNIWARD approach to build a steganalysis system to detect hidden
data embedded. They trained their model using BOSSBase and ImageNet datasets and they obtained a detection
error rate of 35.98% and 16.8% respectively.

The work proposed in [24] introduces an Automatic Steganography Distortion Learning (ASDL) framework with
Generative Adversarial Network (GAN) that can automatically learn embedded change probabilities for every
pixel in a given spatial cover image. The model was trained using the BOSSBase dataset, and a detection error rate
of 33.02% was obtained.

Based on the idea of amplifying the noise that is caused by steganography, the authors of the work [25] proposed
a CNN-based steganalysis system. They used high pass filtering to initiate the trainable filters instead of using a
random way and also to distinguish noise. They trained their model using BPPS dataset and they achieved a
detection error rate of 27.30%.

The authors of the work [26] propose a CNN called Yedroudj-Net. They rely on a pre-processing filter bank and
a truncation activation function, five convolutional layers with a batch normalization associated with a scale layer.
They used an augmented dataset of the BOSSBase dataset to enhance the training of the CNN model and they
achieved a detection error rate of 27.80%.

Tsang et al. [27] propose YeNet network to address the problem of different resolutions. The key idea of their
work is to train the steganalysis system on small-resolution images and be able to detect hidden contents on high-
resolution images. They achieved a detection error rate of 14.45% when using the BOSSBase dataset.

The objective of the work done in [28] is to strengthen the noise caused by the hiding process of steganography so
that stego-images can be recognized from the cover objects. Their CNN is trained using the BOSSBase dataset
and a detection error rate of 23.33% was obtained.

Deep Residual learning-based Network (DRN) is proposed in [29], it has two distinguished features when
compared with other CNN-based approaches. The first feature is the number of network layers that benefit from
capturing the complex statistical information held by images, and the second feature is keeping the signal coming
from stego-images, which in turn benefits enhancing the accuracy of determining cover objects from stego ones.
DRN was trained on the BOSSBase database, and the results show that the accuracy in terms of error rate is 10.4%.

The problem addressed by the authors of [30] is related to weak distortion caused by the hiding process of data,
which in turn leads to low detection. Their CNN mainly depends on strengthening the hidden message by adopting
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pre-processing filters. BOSSBase dataset was used to train their CNN and a classification rate of 79.56% was
obtained.

Most of the recent proposed models in Steganalysis are summarized in [31, 32, 33, 34]. Although much work has
been done using DL in the Steganalysis research field, still the lack of effective existing datasets used for training
is a problem faced by many researchers and hence the problem of low accuracy achievement.

In what follows, we present our DL-based image steganalysis approach and the corresponding CNNs, SA-CNN,
and MBC-CNN.

3. Our DL-Based Image Steganalysis Approach

The goal of our DL-based steganalysis approach is to protect network users from malicious codes that can intrude
into their machines, taking into consideration that malicious codes can be hidden within innocent images. To reach
this goal, our DL-based approach operates in two stages:

(i) During the first stage, a training process is performed on a specific dataset of images to be able to detect possible
hidden content in an input image, through extracting features of the images So, a DL CNN, called Steg-
Analysis Convolutional Neural Network (SA-CNN), is employed to achieve this task.

(ii) During the second stage, a training process is performed on the extracted features of images, obtained thanks
to SA-CNN, to be able to classify the possible extracted hidden content into malicious or benign content. This
task is achieved thanks to a second DL CNN, called Malicious-Benign Classification CNN (MBC-CNN).

Once these two stages are achieved, it is possible to protect network users from malicious codes hidden within
harmful innocent images.

Therefore, our DL-based steganalysis approach classifies input images into two main classes, where the second
one is partitioned into two subclasses:

(a) Class Cs: It is the class of clean images, i.e., images with no embedded data.
(b) Class C.: It is the class of embedded images, i.e., images with embedded data.
This class is further partitioned into two subclasses:

(b1) Subclass Caa is the subclass of images embedded with malicious content.
(b2) Subclass Cy is the subclass of images embedded with benign content.

Figure 1 illustrates the general framework of our DL-based approach.

»  Clean Image

Embedded with

™ Cover Image Steg-Image -
Al Image Malicious
‘ Steganosraphy > SACNN E?::tii:d MBC-CNN Embedded with
N mbedded wi
i’ Benign

(BOSS-Base) T OR T

Benign Malicious
Data Data

Figure 1. General framework of our approach.

3.1 SA-CNN Architecture

The general architecture of SA-CNN consists of a series of convolutional layers followed by pooling ones. CNNs
differ from each other according to the number of layers that are used. Figure 2 illustrates the architecture of SA-
CNN.
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Name Type Activations Learnable Properties
1 Imageinput Image input 512(s)x512(s)x1(c)x1(B) -
512x512x1 images
2 Conv_1 2-D Convolution 508(s)x508(s)x1(c)x1(B) Weights 5x5x1x1
1 5x5 convolutions Bias 1x1x1
3 Batchnorm_1 Batch Normalization 508(s)x508(s)*x1(c)x1(B) Offset 1x1x1
Batch normalization Scale 1x1x1
4 Layer 1 Tanh 508(s)x508(s)*x1(c)x1(B) -
Hyperbolic tangent
Conv_2 2-D Convolution 504(s)x504(s)x16(c)x1(B) Weights 5x5x1x16
16 5x5 convolutions Bias 1x1x16
6 Batchnorm_2 Batch Normalization 504(s)x504(s)x16(c)x1(B) Offset 1x1x16
Batch normalization Scale 1x1x16
7 Layer_2 Tanh 504(s)x504(s)x16(c)x1(B) -
Hyperbolic tangent
8 Conv_3 2-D Convolution 500(s)*500(s)x16(c)x1(B) Weights 5x5x16x16
16 5x5 convolutions Bias 1x1x16
9 Batchnorm_3 Batch Normalization 500(s)*500(s)*16(c)x1(B) Offset 1x1x16
Batch normalization Scale 1x1x16
10 | Layer 3 Tanh 500(s)*500(s)*16(c)x1(B) -
Hyperbolic tangent
11 | Conv_4 2-D Convolution 496(5)x496(5)%32(c)*x1(B) Weights 5x5x16x32
32 5x5 convolutions Bias 1x1x32
12 | Batchnorm_4 Batch Normalization 496(s)x496(s)*x32(c)x1(B) Offset 1x1x32
Batch normalization Scale 1x1x32
13 | Relu_1 ReLU 496(s)x496(s)*x32(c)x1(B) -
ReLU
14 | Conv_5 2-D Convolution 492(s)x492(s)*x32(c)x1(B) Weights 5x5x32x32
32 5x5 convolutions Bias 1x1x32
15 | Batchnorm_5 Batch Normalization 492(s)x492(s)*x32(c)x1(B) Offset 1x1x32
Batch normalization Scale 1x1x32
16 | Relu_2 ReLU 492(s)x492(s)*x32(c)x1(B) -
ReLU
17 | Fc_1 fully connected 1(s)x1(s)x32(c)x1(B) Weights 32x7746048
32 fully connected Bias 32x1
18 | Fc_2 fully connected 1(s)x1(s)x16(c)x1(B) Weights 16x32
16 fully connected Bias 16x1
19 | Fc_3 fully connected 1(s)x1(s)x2(c)x1(B) Weights 2x16
2 fully connected Bias 2x1
20 | Softmax Softmax 1(s)x1(s)x2(c)x1(B) -
Softmax
21 | Classoutput Classification output 1(s)x1(s)x2(c)x1(B) -
Crossentropyex

Figure 2. Architecture of SA-CNN.

SA-CNN consists of five convolutional layers. In addition, there are five batch normalization ones, after each
convolutional layer, used to speed up the process of training of SA-CNN. In addition, there are three fully
connected layers.

Therefore, if we consider that the size of the input image is 512x512 grayscale of 8-bit depth, we have the following
layers:

¢ The first convolutional layer uses only one filter of size 5x5.
e The second and third convolutional layers use 16 filters.
e In addition, the fourth and fifth convolutional layers use 32 filters.

All the filters are of the same size as the first one. This is to set similar areas of interest for feature extraction each
time.

The following activation functions are used:

e The Tanh activation function is used after the first and the second convolutional layers. It takes any real value
as input and output values in the range -1 to 1. This function is mainly used for classification between two
classes.

e The ReLU activation function is used after the third, fourth, and fifth convolutional layers. This function is
used to solve the vanishing gradients issue. ReLU is a nonlinear function, f(x) = max(0, x), which sets all
negative values to zero.

o Finally, the softmax activation function is used for classification purposes.

The following algorithm represents the pseudo-code of SA-CNN.
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Algorithm 1: Steg-Analysis CNN (SA-CNN)

Input: Image_HPF

Output: Image_HPF.Classification_Label

Steps:

Training_Image = Get_Image_From_Training_DataSet()

[Width, Hight]=Get_Size(Training_Image)

Layers=Set_Layers()

Testing_Image=Get_Image_From_ Testing _DataSet()
Option=Set_Options()
Training_Network=Train_Network(Training_Image,Layers,Options)
Classification_Labels=[Embedded, Clean]
Image_HPF.Classification_Label=Classify(Training_Network, Testing_Image, Classification_Labels)
YValidation=Testing_Image.Labels

Accuracy=sum(Ilmage_HPF.Classification_Label==Testing_Image.Classification_Label)/numel(Testing
_Image. Classification_Label)

3.2 MBC-CNN Architecture

MBC-CNN consists of six convolutional layers as well as six batch normalization layers. There are also six pooling
average layers followed by three fully connected layers.

The following activation functions are used:
o The activation function ReLU is used after each batch normalization layer.
* Moreover, the softmax activation function is used for classification purposes.

The following algorithm represents the pseudo-code of MBC-CNN. Let us recall that in this algorithm, we mean
by benign content that is a mere text while we mean by Malicious a harmful programming code.

Algorithm 2: Malicious-Benign Classification CNN (MBC-CNN)

Input: Image_HPF

Output: Image_HPF.Classification_Label

Steps:

Training_Image=Get_Image_From_Training_DataSet()

[Width, Hight]=Get_Size(Training_lmage)

Layers=Set_Layers()

Testing_Image=Get_Image_From_ Testing _DataSet()
Option=Set_Options()
Training_Network=Train_Network(Training_Image,Layers,Options)
Classification_Labels=[Malicious, Benign]
Image_HPF.Classification_Label=Classify(Training_Network, Testing_Image, Classification_Labels)
YValidation=Testing_Image.Labels

Accuracy=Sum(Image_HPF.Classification_Label==Testing_Image.Classification_Label)/numel(Testing
_Image. Classification_Label).
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3.3 Datasets

The main purpose of this step is to prepare a suitable environment by preparing the datasets and training the SA-
CNN. In this study, the two datasets used are BOSSBase [47] and Malimg [48] as cover and malicious images
datasets, respectively. Figure 3 shows samples from the BOSSBase and Malimg datasets

BOSSBase dataset contains 10,000 grayscale images of a size of 512x512. The texts used to be embedded into
cover-images are selected from the project Gutenberg [9]. So, an image in the BOSSBase dataset is either
embedded, using Least Significant Bits (LSBs), with a benign text or not embedded with any text, i.e., it’s a clean
image.

Malimg dataset contains 9339 grayscale images categorized into 25 classes. It is worth mentioning that the Malimg
dataset is highly unbalanced. Indeed, Class 2 and Class 3 dominate the dataset [35, 36, 37], where more than 30%
of images belong to Class 2 (Allaple.A) and 17% belong to Class 3 (Allaple.L). This is the main reason behind
selecting this dataset as it is considered a typical environment to manipulate the imbalanced data issue. From a
visualization perspective, embedded images can be represented by four sections, which are .text, .rdata, .data, and
.rsrc [38].

Allaple.L

oy

Fakerean

10.pgm 100.pgm 1000.pgm 10000.pgm

1002.pgm 1003.pgm 1004.pgm

1006.pgm 1007.pgm 1008.pgm 1009.pgm

(a) Sample images from BOSSBase dataset. (b) Sample images from Malimg dataset.

Figure 3. Sample images from BOSSBase and Malimg datasets.
3.4 Data Preprocessing

The purpose of the data preprocessing stage is to hide benign (mere text) or malicious content (harmful
programming code) within cover-images to build a preprocessing dataset, called Preprocessed Data Set (PDS).
The PDS dataset will be used for training and testing.

Actually, there are four main steps applied to build a stego-images dataset:
(i) During the first step, the Least Significant Bit (LSB) hiding technique [39, 40] is applied.

(ii) During the second step, images are embedded with hidden contents, whether malicious or benign ones, to
obtain stego-images.

(iii) The generated stego-images are then gathered together to form a stego-images dataset.

(iv) Finally, to apply the cross-validation principle, the stego-images dataset is split into two parts, the training and
testing parts. In the case of the PSD dataset:

(a) The first part, which represents 70% of PSD, i.e., 105 stego-images, is used to train SA-CNN and MBC-CNN.
(b) The second part, which represents 30% of PSD, i.e., 45 stego-images, is used to test SA-CNN and MBC-CNN.
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3.5 Establishing Imperceptibility
To measure the robustness of the PDS dataset, two aspects are considered:

(a) The first aspect concerns the benign content. That is why the Peak Signal to Noise Ratio (PSNR) values are
measured.

Indeed, PSNR measures the amount of distortion caused after hiding a content [41]. The higher PSNR value the
higher imperceptibility of hidden content. PSNR is given by the following equation:

Coverl 2

PSNR = 10 x logy[~,—] (1)

Where: Coverl is the cover image, and MSE is the Mean Square Error. MSE is given by:

k

MSE = row X colomn]? X Z(; Z(PintensinIij — PintensiyS;;)? @)
i=0 j=

(b) The second aspect concerns the malicious content. That is why the Structural Similarity (SSIM) values are

measured. Indeed, SSIM measures the variation of structural information between the cover-image and the

stego-image [42]. SSIM is given by the following equation:

. stegoy __ : stego e : stego
SSIM (img§et. imgiane) = [lum (img§se. mgAADS)] [con (img§uss. imgh ane ] X
. stego
[str (img§ss. imgiage)] 3)

where (&, 7, Z > 0) are parameters used to control the luminance, contrast, and structural elements, respectively.
The values of SSIM fall within the range [0,1], where O indicates that the quality of the stego-image is too bad
while 1 indicates that the quality of the stego-image is perfect.

Let’s note that the statistical analysis, based on the average values of PSNR, indicates that the boundaries of PSNR
are considered normal if they are between 51 and 61, either in the case of malicious content or a benign one. This
means that there is almost perfect match between the stego-images and the corresponding cover-images [43]. In
addition, when analyzing the values of PSNR of each single level of hiding rate, it is observed that the value of
PSNR is higher in the case of hiding malicious content compared with the case of hiding benign one. This means
that the nature of malicious content (harmful programming code) differs from the nature of the benign content
(mere text). Actually, the values of pixels in images are correlated, which are similar to each other or approximately
close, while in the text, the correlation of consequent letters is rare.

3.6 Training Our CNNs

During this stage, SA-CNN and MBC-CNN are trained. The training process requires feature extraction to be the
base of training. Features extraction, in both CNNSs, goes through a series of convolutional layers followed by
pooling ones.

A filter/kernel scans the input image in a convolutional fashion. After the first convolution, represented by the first
convolutional layer, features are extracted. Then, the extracted features are pooled through a pooling layer. In each
CNN, there are five convolutional layers followed by four pooling ones. After extracting the final features of the
input image, both CNNs are trained on these features to have the ability to classify images. For actual classification
from a mathematical point of view, the softmax function is used.

3.7 Testing Our CNNs

During this phase, SA-CNN and MBC-CNN are tested on the testing part of the PDS dataset. Each image, in the
testing part of the PDS dataset, is first entered in SA-CNN. If this image is embedded with a content, MBC-CNN
classifies the embedded content in malicious or benign classes.

4. Results and Discussions
In this section, we make an experimental study on SA-CNN and MBC-CNN discussing the results obtained.
4.1 Experiments Setup

Both SA-CNN and MBC-CNN are implemented in MATLAB 2020b, with the required toolboxes, on a laptop
equipped with hexa-core Intel(R) Core (TM) i7-9750HF CPU whose base frequency is 2.60 GHz. The RAM
capacity is 16 GB and the hard drive capacity is 1TB. The operating system is Microsoft Windows 10 Home (x64).
The parameters that adjust the value of the hiding ratio are set by default to 0.1, with the ability to change them
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for conducting different experiments. In addition, the size of the used filters in SA-CNN and MBC-CNN is set by
default to [3x3], with the ability of changing it for further experiments.

4.2 Evaluation Metrics

The confusion matrix helps to visualize a classification model performance by comparing predicted values against
actual values for a dataset. Table 1 represents our confusion matrix based on the following accuracy metrics:

(a) True Positives (TP): Number of positive images correctly recognized by SA-CNN as images with embedded
content.

(b) True Negatives (TN): Number of negative images correctly recognized by SA-CNN as images with no
embedded content.

(c) False Positives (FP): Number of images incorrectly recognized by SA-CNN as images with embedded content.

(d) False Negatives (FN): Number of negative images incorrectly recognized by SA-CNN as images with no
embedded content.

Table 1: Confusion matrix of evaluation of the model.

Actual class

A
<
e Positive Negative
8 )
S Positive TP FP
£

Negative FN TN

The performance metrics such as accuracy, sensitivity, and error rate metrics can be derived from the confusion
matrix. For a given classifier, the accuracy can be calculated by:
(TP+TN)

(4)

T =
accuracy number of all images

4.3 Data Hiding Result

Figure 4 represents a sample of the hiding phase after applying High Pass Filter (HPF) [49]. As shown in this
figure, when low amount of data (for example, 0.1 bpp) is hidden in the original image, it becomes impossible for
the human eye to see the difference between the original image and the stego-image. However, if we use a high
amount of data (for example, 5.0 bpp) hidden in the original image, we notice that the stego-image is distorted in
comparison to the original image.

Figure 4 also clearly shows that applying HPF enables us to differentiate between the images that have many
details, or features, and the images that are close to static, i.e., with a few features. This is actually a reflection of
the task of the HPF because it controls the contrast of the images. In some details, the original image that represents
a building generated a high-featured (high frequency) image after applying HPF. That is because it originally has
details of high frequency. In contrast, the image that represents a natural view (Small Mountain) generates an
image that has very few features after applying the HPF. This is because that, originally, this image has a low
frequency of intensity waves.
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(a) Stego-images before applying HPF (b) Stego-images after applying HPF

Figure 4. Image samples before and after applying HPF at hiding rate of 0.5 bpp.

4.4  Imperceptibility Evaluation

The statistical analysis, based on the average values of the SSIM, shows that the boundaries of the SSIM are
approximately perfect, which are between 0.995 and 0.998, either in the case of hiding malicious or benign content.
This means that there is almost perfect matching between the stego-images and their corresponding cover-images
from a structural point of view.

When it comes to analyzing the values of SSIM of each single level of hiding rate, it is observed that the value of
SSIM is higher in the case of hiding a malicious content compared with the case of hiding a benign one. The reason
behind this is that the nature of malicious content (harmful programming code) differs from the nature of the
content (mere text). Actually, the values of pixels in images are approximately close while in text there are different

series of letters. This in turn leads to a little bit of effect on the structure of the image when hiding malicious
content.

Figure 5(a) and Figure 5(b) show the values of the PSNR and SSIM for hiding benign and malicious contents for
50 random images at hiding ratio increases from 0.1 to 1.0 bpp with a step of 0.1. Figure 5(c) and Figure 5(d) show
the average values of the PSNR and SSIM for both hiding malicious and benign content respectively.
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Figure 5. PSNR and SSIM values and averages for hiding benign and malicious content at different hiding rates.

DOI: https:

doi.org/10.54216/FPA.170228

Received: February 25, 2024 Revised: May 24, 2024 Accepted: October 28, 2024

386


https://doi.org/10.54216/FPA.170228

Fusion: Practice and Applications (FPA) Vol 17, No. 02. PP. 377-393, 2025

4.5 SA-CNN Performance Evaluation

To evaluate the performance of SA-CNN, different hiding rates were adopted. Table 2 highlights the accuracy of
SA-CNN at hiding rates ranging from 0.1 to 1.0 bpp. We can notice from this table that the accuracy of SA-CNN
increases as the hiding rate increases. This is due to the increase in content for, then the detecting accuracy
increases. Consequently, the spot that represents a signal about existing hidden content is highlighted with an
increased hiding rate. The average of the achieved accuracy gives a fair statistical measure of the high accuracy of
SA-CNN, average = 77.10. Figure 6 shows samples of SA-CNN results at a hiding rate of 0.5 bpp.

Table 2: SA-CNN model accuracies at different hiding rates.

Hiding Rate

01 |02 03 |04 0.5 0.6 0.7 0.8 09 |[1.0
(bpp)

Accuracy (%) | 60 | 66.33 70 | 73.33 76.67 79.7 82.65 84.33 88 |90

(a) Stego-images after applying HPF (b) SA-CNN Results
Figure 6. SA-CNN’s output at hiding rate of 0.5 bpp.

To evaluate the performance of SA-CNN, we have compared the accuracy of SA-CNN with the one of the most
recently published CNN, called Simulated Dual-CNN [45].

Table 3 represents a comparison between the accuracy of SA-CNN and the-one of Simulated Dual-CNN, at hiding
rates of 0.1, 0.5 and 1.0 bpp. As shown in this table, SA-CNN outperforms Simulated Dual-CNN. Indeed, SA-
CNN achieves accuracies of 60%, 76.67%, and 90% at hiding rates of 0.1 bpp, 0.5 bpp, and 1.0 bpp respectively.
Whereas, Simulated Dual-CNN, for the same hiding rates, achieves accuracies of 50%, 66.67%, and 80%
respectively. The reason behind the high accuracy of SA-CNN is related to using HPF that supports suitable size
filters in convolutional layers and other layers that contribute a lot to highlight a possible hidden content to be
detected.

Figure 7 illustrates the superiority of SA-CNN, in terms of accuracy, when compared with-Simulated Dual-CNN.

Figure 8 shows the training accuracy and loss of SA-CNN and Simulated Dual-CNN at the hiding rate of 0.5 bpp.
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Table 3: Accuracy of SA-CNN compared with the-one of Simulated Dual-CNN [45].

Hiding Rate (bpp) CNN Network Accuracy (%)
Simulated Dual-CNN [45] 50
0.1
SA-CNN 60
Simulated Dual-CNN [45] 66.67
0.5
SA-CNN 76.67
Simulated Dual-CNN [45] 80
1.0
SA-CNN 90
a0 T -
— Accurcy in proposed S8 CHH
—— Aoccuracy in Simulated Dual- CHM
f= ——
| -’/-’/"_’_/
e ////-/ E
S /
£
&5 | e .
[=1] /// -
. ) -
5::3.1 0-2 DI3 0:4 015 lei D‘.T-' D‘B D‘Q 1
Hiding Fate

Figure 7. SA-CNN accuracy compared with the one of simulated dual-CNN model [45], at hiding rates ranging

from 0.1 to 1.0 bpp.

S Sty

(@) Simulated Dual-CNN [45]

(b) SA-CNN

Figure 8. Training accuracy and loss of SA-CNN, at hiding rate of 0.5 bpp, compared with the-one of simulated
dual-CNN [45].
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4.6 Hidden Data Extraction

After extracting the hidden content from the stego-image, thanks to SA-CNN, this hidden content is then saved in
one of two files: Malicious images file or Benign images one, to prepare them for the training of MBC-CNN.

Table 4 shows examples of extracted hidden contents at hiding rates of 0.1 and 0.5 bpp.
Table 4: Hidden data extraction results at different hiding rates.

ate _
(bpp) after applying HPF Malicious content Benign content

SRR JLiER

Img_Malicious_h Img_Kind_hbpp
bpp_0.1_1 o1

0.1

Img_Kind_hbpp_
bpp_0.1_2 0.1_2

Imo_Kind_hbpp_
o.5_1

Img_ Kind_ _hbpp
0.5 _2

bpp_0.5_1

05

47 MBC-CNN Performance
The extracted hidden contents, obtained thanks to SA-CNN, will be used to train and test MBC-CNN.

Figure 9 illustrates accuracy rates of MBC-CNN when classifying malicious and benign contents for 10 epochs.

Figure 9. Accuracy of MBC-CNN at a hiding rate of 0.5 bpp.

As shown in Figure 9, the accuracy of MBC-CNN can reach 100%. The justification of this high training accuracy
is that MBC-CNN s trained on different features that represent malicious or benign content. In other words, the
features extracted, thanks to SA-CNN, of malicious content differ from those extracted from benign ones. This
consequently means that the training process, in the malicious case or in the benign one, differs. Which in turn
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leads to high contrast between malicious content and benign one. Therefore, MBC-CNN has achieved high
accuracy in the process of content classification. Actually, this justification is supported visually in Figure 10.
Indeed, as shown in Figure 10, a clear difference can be noticed even by the human eye between malicious contents
and benign ones.

(a) Stego-Images (b) MBC-CNN Outputs. Benign Data (Up),
Malicious Data (Down)

Figure 10. MBC-CNN results at a hiding rate of 0.5 bpp.
5. Conclusion

In this paper, we introduced a Deep Learning (DL)-based steganalysis system with high accuracy in the prediction
and classification of hidden content in images. Our system is mainly made up of two CNNs:

() The first CNN, called Steg-Analysis Convolutional Neural Network (SA-CNN), is a Convolutional Neural
Network (CNN) that uses High Pass Filter (HPF) and extra-embedded data. SA-CNN is trained on a dataset
created from two different datasets: Malimg dataset that is used to obtain malicious content and BOSSBase
dataset that is used to obtain cover images. Concerning benign content, i.e., mere texts, they are selected
randomly from the book [50] available at Project Gutenberg [9]. The obtained cover images, malicious, and
benign contents are used to generate stego-images. These stego-images form our initial dataset. This dataset
is strengthened by hiding additional content for increasing the hiding rate and evaluating the accuracy of SA-
CNN to detect hidden content.

(b) The second CNN, called MBC-CNN is used for classifying the extracted hidden content, obtained thanks to
SA-CNN, into malicious or benign content. Extensive experiments were conducted to evaluate the
performance of SA-CNN powered with MBC-CNN. When compared with Simulated Dual-CNN [45], SA-
CNN outperformances; in terms of accuracy.

As the perspectives of our work, a fixed time-based evaluation using a parallel approach or using Hadoop in the
process of training can be paralyzed. In addition, more datasets can be involved in the evaluation process.
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