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Abstract

Given the growing demand for cybersecurity education, the practice of protecting network and software systems
from digital and electronic attacks, investing in educational cybersecurity helps significantly reduce the risk of
data breaches and protect against security breaches, and given the urgent need and growing number of students
worldwide, it is also a way to connect with and between customers by building trust-based relationships, especially
regarding essays. Automated Essay Scoring (AES) is a scalable solution for grading large amounts of essays with
multiple uses, making it ideal for cybersecurity certification programs, online courses, and standardized tests. In
the field of educational cybersecurity, automated essay scoring poses unique challenges due to specialized
terminology, persistent and evolving threats. These automated scoring systems use domain-defined ontologies to
grade essays but struggle to manage uncertainties, such as ambiguous language and partially valid arguments,
which can influence the accuracy of their scoring. Traditional ontologies often struggle to interpret such
uncertainties, leading to inconsistent results. Type 2 neutrosophic clustering (T2NS) as a novel approach
introduced in this paper is combined with an automated article scoring system based on the cybersecurity learning
ontology to address these challenges. The main steps include extracting concepts relevant to this research area
from the articles, formalizing the cybersecurity scoring criteria as ontological rules and extending the ontology
using T2NS, as well as defining membership functions to measure uncertainty and inconsistency levels. This
evaluation using benchmark datasets of cybersecurity articles shows that this approach significantly enhances the
scoring reliability and robustness of the approach compared to the basic AES methods.

Keywords: Type-2 neutrosophic ontology; Cybersecurity Education (CE); Foot of Uncertainty (FOU)

1. Introduction

The increasing reliance on digital platforms in education has amplified the demand for scalable, efficient, and
reliable assessment methods. Understanding complex technical concepts, ethical considerations, and dynamic
threat landscapes is critical in cybersecurity education and protecting internet-connected devices from attacks by
spammers, cybercriminals, and hackers. Traditional grading systems face many challenges in consistently and
accurately grading articles. These companies use the practice to protect against phishing schemes, attacks,
ransomware, identity theft, financial losses, and data breaches. Automated Essay Scoring (AES) has been shown
to be a viable solution, offering the ability to process large volumes of articles and provide timely feedback.
However, scoring cybersecurity articles presents unique challenges due to domain-specific terminology,
sophisticated content, and the need to interpret nuanced arguments and solutions. AES must take into account the
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underlying bias and variance in the data presented when modelling human-mediated scoring criteria [1-3]. AES
techniques fall into several approaches [4-6]: (1) AES focus on grammar-based and syntactic systems; (2) AES
uses statistical machine learning techniques to model patterns from annotated article data; and (3) Natural language
processing techniques assess the coherence and cohesion of text. (4) Private ontologies use domain knowledge-
based systems to evaluate the correspondence of articles to relevant concepts. (5) Hybrid approaches combine
multiple techniques to improve overall performance.

Automated article scoring offers key advantages over AES ontology [7-10]. It uses semantic knowledge to
understand the content of an article, and deeper analysis to capture relationships between concepts than purely
statistical methods. Automated article scoring can also handle uncertainty and ambiguity through fuzzy logic or
neutrosophic clustering techniques, enabling more useful evaluations even when dealing with uncertain
information. Neutrosophic ontology that uses neutrosophic logic can represent uncertain and ambiguous
information, and enhances automated article scoring (AES) systems by accommodating falsity, degrees of truth,
and indeterminacy, allowing AES systems to better handle ambiguous and subjective content This system
improves and adapts the scalability and effectiveness of AES systems across different writing tasks such as
creative, technical, and argumentative essays, taking into account diverse perspectives and interpretations [11-13].
Neutrosophic ontology can also use neutrosophic logic to represent ambiguous and uncertain information.

It differs from traditional neutrosophic ontology in that it handles uncertainty at a single level through uncertainty
of truth and falsity. T2NL enhances traditional neutrosophic ontology by an additional layer of uncertainty. It
provides a second layer to capture situations where the degree of uncertainty itself is uncertain. This additional
complexity allows for a more comprehensive and detailed representation of uncertainty. It makes the neutrosophic
ontology type 2 give valuable advances for various practical applications [14][15]. By incorporating the FOU (see
Figure 1), where T2NL represents not only the degree of membership but also the uncertainty associated with it.
Type 2 neutrosophic logic (T2NL) with uncertainty fingerprint (FOU) offers significant benefits for accurate
modelling of recursive uncertainty. This provides a more comprehensive view of uncertainty. In contrast to Type
1 Neutrosophic Logic (T1NL), which only takes into account uncertainty in membership values, T2NL extends
this to the membership function itself. This allows T2NL to handle complex and ambiguous data more effectively,
capturing uncertainty about uncertainty and better representing situations with unclear boundaries between
categories.
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Figure 1. (a) Type 1 Neutrosophic truth T(N), indeterminacyI(N), and falsity membership functions F(N). (b)
Type-2 neutrosophic set membership functions; the blurred region in T2NS provides two extra memberships for
truth, indeterminacy, and falsify membership functions TM, IM, and FM. The two extra memberships are Nj, N,

1and r are left and right shifts.

Neutrosophic ontology-based automated essay scoring (NOAES) offers a novel approach that integrates
neutrosophic logic and ontology to tackle uncertainties in AES, such as vague language and subjective
interpretations. This approach allows flexible grading by defining the degrees of truth, falsity, and indeterminacy
for each criterion. However, managing higher uncertainty levels remains a challenge, requiring interdisciplinary
efforts in neutrosophic logic, ontology engineering, NLP, and machine learning. Type-2 neutrosophic ontology
shows promise in improving uncertainty handling, offering more reliable, interpretable, and scalable AES systems
for accurate scoring. This paper extends our previous work in Ref. [13], where Type-2 neutrosophic ontology was
used to better represent uncertainty compared to Type-1 neutrosophic logic. Type-2 neutrosophic ontology
294
DOI: https://doi.org/10.54216/]CIM.150222
Received: May 22, 2024 Revised: July 23, 2024 Accepted: November 11, 2024



https://doi.org/10.54216/JCIM.150222

Journal of Cybersecurity and Information Management (JCIM) Vol 15, No. 02, PP. 293-304, 2025

provides AES systems with enhanced tools to handle ambiguity and vagueness in essay content. By addressing
uncertainty at various levels, it improves scoring accuracy by mitigating the effects of ambiguous language. The
adaptive criteria offered by this approach ensure fair and consistent evaluation, accommodating varying levels of
uncertainty across essays while promoting transparent assessment.

The structure of this paper is as follows: Section 2 reviews the literature on essay evaluation systems. Section 3
introduces the proposed AES model based on Type-2 neutrosophic ontology. Section 4 presents the model's
evaluation, along with results and discussion. Finally, Section 5 concludes the work and outlines potential future
research directions.

2. Related Work

Deep neural networks offer strong capabilities for AES but face challenges in interpretability, data requirements,
generalization, scalability, fairness, and robustness [16]. They need large labelled datasets for good performance,
which can be costly and time-consuming to create, especially for essay scoring. While DNNs excel at learning
complex patterns, they may struggle to generalize across varied writing styles, topics, and linguistic differences,
leading to biased or inaccurate scores. Additionally, training and deploying large-scale DNNs requires significant
computational resources, making real-time processing and scaling costly. Ontology-based approaches offer key
advantages for AES, especially compared to neural networks. They can utilize existing knowledge bases,
dictionaries, and linguistic resources, reducing the need for large amounts of labelled training data. By explicitly
encoding domain knowledge, ontologies perform robustly with fewer annotated examples. Additionally, ontology-
based methods are computationally efficient, requiring less processing power than neural networks, making them
suitable for resource-constrained devices [17-20]. Table 1 highlights the sate-of-the -art algorithms suggested in
the literature, their benefits, and their limitations for different contexts of automated essay assessment and
ontology-based evaluation systems.

Table 1: Summary of an automated essay scoring approaches.

Ref. Algorithm/Method Pros Cons

Subject-focused AES system using

data management, semantic| Provides  specific  feedback, Limited = to subject-focused

[21] matching, ontology building, UML|incorporates domain knowledge doma!ns, may require extensive
. . domain expertise for setup
for data design and modeling
Automated evaluation framework for| Automates question generation, .
. . . - . Performance depends on quality|
[22] |question generation using|draws from multiple educational ;
. . . of external educational data
semantic/contextual analysis sites
Machine learning appll_catlon _for Effective in correlating May over-rely on v_vord
automated essay grading using . . count/vocabulary,  potentially
[23] vocabulary richness with essay . A
OntoGen and Natural Language Tool scores neglecting deeper linguistic
Kit (NLTK) quality
Ontoloav-based case-based question Efficient in generating complex |Focused on medical education,
[24] 9y g stems for medical case-based|challenging to adapt to other

generation for medical education . i
questions domains

Restricted to automated script
Scalable, reduces test preparation |concordance test (SCT)
time compared to manual methods |generating  technology  and
medical contexts

Ontology-driven learning assessment
[25] |using SCTonto and electronic health
record data

Ontology-based multiple-choice| Does not require model answers, |Limited applicability outside

[26] |question grading with a pruning|fully depends on domain|domains with well-established
strategy ontologies ontologies
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Ref. Algorithm/Method Pros Cons

Two-step  topic  modeling and
ontology-driven keyword recognition
with  graph-based  unsupervised
method

Language and domain-|Complexity of setup, relies
independent, outperforms state- lheavily on quality of domain
of-the-art in keyword recognition |ontology

[27]

Ontology-based method for assessing| Effective  for  subject-specific|Highly dependent on the
[28] |test paper depth using Protégé, Jena, exams, utilizes word path analysis |completeness of the developed
and Java libraries for depth assessment ontology

Ontology-based framework for group| Promotes  group interactions, |Limited focus on  group
[29] |assessment analytics in collaborative| provides feedback for improved |interactions, not individual
learning communication skills performance

Designing an ontology for essay scoring poses challenges, requiring domain expertise and careful consideration
of relevant concepts and relationships. Article interpretation requires the use of ontology-based approaches as well
as advanced natural language processing techniques to extract semantic information accurately, given the diversity
of language and writing styles. Fuzzy ontology helps to deal with ambiguity by allowing degrees of membership,
which reflects the uncertainty in human language. However, the creation of fuzzy ontology is based on subjective
decisions about fuzzy grammar, linguistic variables, and membership functions, which leads to varying
effectiveness depending on the choices made by different ontologists. This paper aims to develop AES, a
development system that provides the highest level of security for the most sensitive data and security standard
due to its comprehensive and impenetrable protection. AES is based on the Type 2 neutrosophic ontology to handle
higher levels of uncertainty in article scoring, ensuring more reliable and accurate evaluations. The fingerprint of
uncertainty (FOU) in this system is an important key to truth and falsehood to manage uncertainty, which provides
a more accurate representation than Type 1 neutrosophic sets. By incorporating higher-order uncertainty, the T2NS
ontology provides a flexible framework for representing complex and uncertain information. The next section
shows the proposed AEE model based on this ontology, which improves semantic evaluation.

3. Proposed Method
3.1 Preliminaries

The ontology-based automated essay scoring system (OAES) combines ontological knowledge representation with
automated essay scoring techniques. Let O be the ontology that represents domain-specific and organizational
knowledge as a set of concepts, axioms, and relationships. Let S be the set of possible scores, represented as S =
{s1,s3, ..., Sm} Where mis the total number of possible scores. Let F be the set of features extracted from an article,
represented as F = {f,f,, ....,f,}, where n is the total number of features. OAES can then be mathematically
defined as a function OAES:F Xx 0O — S, where OAES(f,,f,,....,f,,0) =s;. This function associates the
ontological knowledge O with the set of extracted features in an article F with a given score s_i to the set of
possible scores S. The ontology O in OAES serves as a knowledge base that encodes the domain-specific
relationships, constraints, and concepts relevant to article evaluation. OAES uses the ontological knowledge
function to reason about the content, relevance, and coherence of the article, as well as to resolve the uncertainty
and ambiguity in the text [7][9][10][21][22].

Incorporating the concept of “uncertainty fingerprint” into the Type 2 Neutrosophic Ontology (T2NO) provides a
new way to measure the uncertainty associated with ontology elements. Let C be the set of concepts in the
ontology, represented as R = {ry,r5, ...., 1}, where | is the total number of relationships. represented as C =
{cq1, ¢y, .o ., i}, Where Kk is the total number of concepts. Let R be the set of relationships between concepts, Let A
be the set of axioms defining constraints and logical relationships between concepts and relationships. Let T, be
the set of layer 1 neutrosophic elements associated with concepts and relationships, represented as T, =
{tic 110, f1c} for concepts and Ty = {t,,, i, f;-} for relationships, where t,, i, f;c and t;, i;., f;. are the degrees
of truth, indeterminacy, and falsity, respectively, at the first layer. Let T, be the set of layer 2 neutrosophic elements
associated with concepts and relationships, represented as T, = {t,, i,¢, f2c} for concepts and T, = {t,,, i5p, 21}
for relationships, where t,, i,., fc and t,, i, f5¢ are the degrees of truth, indeterminacy, and falsity, respectively,
at the second layer.

Let FOU be the set of footprints of uncertainty associated with concepts and relationships, represented as FOU =
{u, v}, where u and v are the lower (layer 1) and upper bounds (layer 2) of the footprint of uncertainty, respectively.
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A type-2 neutrosophic ontology can then be formally defined as a tuple T2NO =
{C,R, A T, T,,FOU}, where C, R, and A represent the set of concepts, relationships, and axioms, respectively,
defining the ontology structure. T, and T, represent the set of layer 1 and layer 2 neutrosophic elements associated
with concepts and relationships, capturing the degrees of truth, indeterminacy, and falsity at the first and second
layers, respectively. Figure 2 illustrates the graphical representation of the type-2 neutrosophic membership

function.

In formal, a single-valued neutrosophic set (SVNS) S on universal set U is characterized by truth membership
functionTMF(@53), indeterminacy membership function IMF(@5) and falsity membership function FMF(@3)
respectively, in the following way [30]

S= {(& (250, ¥s(®), 95())): E € U, 05(D), Us(®), 95(®) € [0,1] } 1)

such that 0 < @5(%), Ws(%), @s(®) < 3. Let 5(8) = [SU(Y), S (%)] be an interval type-2 neutrosophic set (IT2NS)
on universal set U where £ € U and SU: U - [0,1] and S“: U — [0,1] are two type-1 neutrosophic sets (T1NSs)
known as upper and lower neutrosophic sets respectively having the condition 0 < S*(8) < SY(¥) < 1 defined as
follows:

S={&([257®, 95" ® | [vs'®, vs"® |, [os' ®, s* ® 1)):E€ U },
[857(®), 05"® |, [ws" ®, Us"®) | [95 ®), 95" (®) ] € [0,1] @)

T, () (95 (1) ] \ /____, FOU(Falsity)
: » Falsity

\.\‘ \ ;’f /
4 NN »FQU(Indeterminacy)

Indeterminacy

\ (
3 / AY » Truth
\ » FOU(Truth)

. "
|

4 LY [

Ll

X

(5-51)05 & &
5,5, S <¢<S,
05® = { % 52 <8< 5 ©)
(54-%)%5 §3 <E< S4
S4—§3
0 otherwise
Sa8+(@Subs §, <£<5,
S2—-S1
Ps® =4 Vs 2=6=5 @
E-5a+ (a9 S;<g<S.
S,-5;
1 otherwise
S2-5;
os@® =495 2=8=5 ©)
§-55+(Sa-Heg S;<t<Sa
S,-5;
1 otherwise

where 05 = [0 ,(Z)SL] Us = [Ws’, Us"] and @5 = [sY, @s'] are interval type-2 neutrosophic numbers
(IT2NNs). The number S can be represented as (see Figure 3):
§=[3Y, 3] = [(3V,3Y,3Y, 5%; 0%, w¥, ¥ ), 5k, S5, 3%, Sk o, ik, 0} )] ®)
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and is called interval type-2 trapezoidal neutrosophic logic number (IT2TrNN) where
0<SV< SYyY< SY¥Y<SY<1,0<Sk< Sh< Sh<Sh<1, )
0<Pi< BI<LO0<YPYg< Py <1,0<qg< @y <1 (8)

In our case, the FOU represents the uncertainty associated with concepts and relationships, quantifying uncertainty
for each element in the ontology. Type-2 neutrosophic ontologies offer structured knowledge representations with
high uncertainty, enhancing the evaluation of essays. By integrating this ontological knowledge, OAES improves
the accuracy of essay scoring, capturing both surface features and deeper semantic content.

t

(%13

[¢"'gg: %Dgﬂi—'g] """""""""""
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Figure 3. An interval type-2 trapezoidal neutrosophic number [30].
3.2 Type-2 Neutrosophic Ontology-based AES

An ontology-based automated article scoring system (OAES) follows several main steps, starting with pre-
processing articles, where texts are cleaned, formatted and irrelevant information is removed, and sometimes-
semantic tags are added to support ontology-based analysis or metadata. Features are then extracted, integrating
traditional structural and linguistic aspects along with ontology-based features such as semantic similarity and
concept coverage, which are represented as numerical vectors for scoring. Semantic analysis (NLP) uses natural
language processing to interpret texts in terms of presence, identify key concepts, assess article coherence, develop
the presence of the article domain, and integrate it into its scoring framework for content analysis. Machine
learning models are trained on labelled datasets, using both traditional and presence-based features to predict
outcomes. These models are evaluated for accuracy using different metrics before publishing new article scoring,
providing a comprehensive assessment through the combined use of semantic analysis and domain-specific
knowledge [7-9].

Avrticle pre-processing is a crucial step in preparing texts for automated scoring systems. The main tasks include
segmentation, during which text is broken down into individual words or phrases, which are then converted to
lowercase to ensure that the words are represented in a single form. This segmentation process reduces words to
their root or lexical forms, ensuring consistency. Punctuation is then removed, as it does not contribute to semantic
meaning, and stop words—common words like “the” and “is”—are filtered out. The text is broken down into
sentences for structural analysis, with parts of speech tagged for grammatical information. Named entity
recognition (NER) is then applied to identify key entities such as people or locations. HTML tags, special
characters, and irrelevant information, such as titles or citations, are removed. This comprehensive pre-processing
ensures a clean and structured dataset for accurate essay scoring, and is facilitated by tools such as NLTK, Stanford
NER, and the standard text-processing library Python.

Various approaches to essay evaluation systems for the purpose of analyzing and interpreting the content of articles
include feature extraction methods and dividing sentences into sub-phrases, such as noun and verb phrases, which
provide a hierarchical picture of the sentence structure. In order to gain knowledge of the grammatical structure,
it is necessary to conduct analysis, specifically constituency analysis. The analysis process can be accomplished
with the help of Stanford Analyzer. It focuses on analyzing vocabulary and identifying spelling or grammatical
problems, which provides vital insights into the quality of the text. Evaluating the overall lexical richness of the
articles and detecting errors with the help of these studies.

298
DOI: https://doi.org/10.54216/JCIM.150222
Received: May 22, 2024 Revised: July 23, 2024 Accepted: November 11, 2024



https://doi.org/10.54216/JCIM.150222

Journal of Cybersecurity and Information Management (JCIM) Vol 15, No. 02, PP. 293-304, 2025

Lexical Variation (With Error): LV, = ), Lds/) Ls 9)
Lexical Variation (Without Error): LV, = };(Lds — ), LEs)/>. Ls (10)
Percentage of Lexical Error: LE = ), LEs/Y, Ls (11)
Lexical Density: Ld =Y L/Y Tw (12)

Where:

Lds represents the total number of items in each part.

LEs represents the total number of lexical errors in each part.

Ls represents the total number of lexical items (excluding stop words) in each part.
Tw represents the total number of words used in the article (including stop words).
L represents the total number of items.

Semantic analysis of essay evaluation systems aims to interpret and evaluate the meaning of the text, the quality
of the essay's processing, and the coherence and depth of its arguments and content, respectively. Its main
components are identifying main and sub-topics, measuring the similarity between the essay and the expected
responses, and evaluating the coherence and flow of ideas through lexical coherence (key repeated terms) and
logical coherence (presented idea). Additionally, the system checks if the essay remains focused on the topic, as
irrelevant content can negatively affect the score. A word's significance in a corpus can be quantified using its term
frequency-inverse document frequency (TF-1DF). The term frequency (TF) measures how often a word (t) appears
in a document (d), while the inverse document frequency (IDF) reflects how rare the word is across the document
collection (Ds), in which w represents the relative weight of the words in each segment of the essay in relation to
the word frequency of the essay as a whole [8].

TF — IDF(t, d, Ds) = TF(t, d) - IDF(t, Ds) (13)
_ e} |{deDs}|
TF —IDF(t,d,Ds) = ;- ="+ log o = (14)

The frequency of a term in a text determines its weight, and coherent essays are expected to have closely related
points in a high-dimensional semantic space, represented by TF-IDF vectors. Coherence is measured by calculating
the distance between essay parts in this semantic space. In the proposed model, cosine similarity is used to evaluate
cohesiveness; measuring how conceptually, close words are within the essay. (Tokens) A and B are two points,
the proximity between them in the semantic space is reflected in higher cosine similarity values, which leads to
stronger coherence in meaning. In our model, we use a transformer-based model known as Bidirectional Encoder
Representation from Transformers (BERT). It is able to capture deep semantic information by performing a
bidirectional analysis of the context of words. Word2Vec is also able to produce word embeddings that are able to
construct the context of words in a text from identifying semantic similarities.

cos® = A-B/||A]l.|IBIl (15)

Spatial autocorrelation of articles measures the similarity or dissimilarity in their characteristics based on their
geographic distribution. Semantic analysis focuses on the meaning and context of the text, especially when students
write articles from different regions. Major spatial autocorrelation measures, such as Moran's (1), Geary's (C), and
Getis's (G), have been adapted to high-dimensional semantic space using the Python spatial analysis library.
Combining these analyses provides insights into how article content varies across geographic regions.

N 1on TN IR, wy(Df-DE )(pf-pE)
I=_'_Zk:1 k_ k- (16)
S n 2L, (Of-D)?
_N-D 1 an | ZEAZ wy 0f - DY
C= = Yk=1 N N k_ pk n
2 n 2L, %L, wij (DF-DE )2
N N kpk
_ 1¢n Zi=12j=1wij(d)Di Dj
G(AD) - n Zk=1 Zf§1Z]C:1D{(D}( (18)

S is the sum of all weights wy;, where each pair of points i and j is given a weight w;; of 1 according to whether or
not they are neighbors, and 0 according to whether or not they are not neighbors. | can take on values ranging from
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-1 to +1; a positive | corresponds to spatial autocorrelation, which means that points in close proximity cluster
together. On the other hand, values that are close to zero indicate that there is absolute spatial randomness. AD
represents the average distance between two points in semantic space. A weighting function w;;(d) assigns binary
weights to pairs of points, where w;;(d) = 1 if they are within distance AD, andw;;(d) = 0 otherwise. Each part
of the essay generates a vector with three elements, resulting in a final vector that averages the corresponding
elements from each part.

4, Results and Discussions

The benchmark datasets used for the experiments were adapted to evaluate cybersecurity essays, leveraging data
structures and methodologies from the Automated Essay Scoring competition hosted on the Kaggle platform
(www.kaggle.com/datasets) [30]. These datasets consist of essays written by students on six diverse topics, with
potential for customization to focus on cybersecurity themes. Prior to any training session, essays are pre-scored
by two human experts to establish a reference standard. The dataset providers divided the essays into training and
testing sets, enabling consistent evaluation across experiments. The proposed model's precision was assessed by
comparing its scoring outputs with human evaluations using identical training and testing data.

The model is constructed using a HP Pavilion g6 Series laptop with an Intel Core i5 CPU, 16GB RAM, 64-bit
operating system, and Microsoft Windows 10 professional as the running operating system. The following metrics
were used to assess the accuracy of the prediction models [2] : The Z-score measures the percentage of essays with
the same score from both human evaluators and the AEE model, comparing the number of scores that agree with
human raters. The Kappa statistic, also known as the quadratic weighted Kappa (Kp), measures inter-rater
reliability by comparing the agreement between human and system evaluation scores. It ranges from 0 to 1,
typically falling between arbitrary agreement between evaluators and complete agreement between graders. All
experiments were done after transforming the essay into a semantic space by moving a window over it by 10
words.

In Experiment 1, we compare the suggested model to two related statistical-based AES systems: AGE (Automated
Grader for Essays) with only linguistic and content attributes and AGE+ (the AGE system with extra coherence
attributes) [2][4][5] The purpose of this comparison is to find out if the inclusion of semantic attributes improves
model performance. Table 2 displays the quadratic weighted kappa metric, whereas Table 3 displays the exact
agreement metric for the comparative models. The model's accuracy increases by 10% to 12% for different datasets
compared to AGE and AGE+, primarily due to its simultaneous consideration of syntax, coherence, and
consistency. The AGE system only validates syntactic characteristics, while the proposed approach considers all
three simultaneously, resulting in better results. This approach addresses grammar and spelling mistakes, smooth
paragraph flow, and consistent essay structure.

Table 2: Comparison of AEG, AGE+ and the Suggested Model in terms of Kp.

Models Dataset 1 Dataset 2 Dataset 3
AGE System 0.91 0.75 0.82
AGE+ system 0.93 0.80 0.84
Proposed model 0.97 0.88 0.93

Table 3: Comparison of AEG, AGE+ and the Suggested Model in terms of Z.

Models Dataset 1 Dataset 2 Dataset 3
AGE System 0.88 0.72 0.78
AGE+ system 0.90 0.79 0.82
Proposed model 0.96 0.89 0.90

In experiment 2, we compare the proposed model with state-of-the-art systems like Project Essay Grade (PEG),
E-Rator, and Lexile Writing Analyzer. PEG uses a database of human-graded training essays to evaluate the quality
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of unscored essays using statistical methods. E-Rator assigns grades to essays by identifying key components of
writing quality and assigning weights based on statistical procedures. Lexile Writing Analyser calculates the Lexile
level of polished, edited, and complete writing using a web-based application. Commercial systems dominate the
automated scoring market in the United States, providing grades without feedback. The results shown in Table 4
confirm that the proposed model outperforms other systems in terms of quadratic weighted kappa. These systems
extract lemmas into vectors, treating them as numbers without considering word order or coherence. The proposed
model, which incorporates semantic features, improves accuracy by incorporating extra features like spatial
analysis and spatial autocorrelation.

Table 4: Comparison of the proposed model with state-of-the-art commercial systems in terms of Kp

AEE Systems Dataset1 Dataset2 Dataset 3 Average Rank
PEG 0.84 0.72 0.84 0.81 2
e-rater 0.83 0.70 0.83 0.78 3
Lexile 0.69 0.63 0.68 0.64 4
Proposed Model 0.97 0.90 0.91 0.92 1

In experiment 3, the proposed model was compared to various machine learning models in essay scoring, including
recurrent neural network, similarity measure (cosine coefficient), and word order graph. The results in Table 5
show that the proposed model outperformed the neural network-based model by 18%, the similarity based model
by 15%, and the word graph algorithm by 7%. Reasoning that recurrent neural networks are not ideal for all NLP
tasks—specifically, they struggle with lengthy sentences—is the basis for the suggested model's superiority.
Synonyms, in which different words have the same meaning and polysemy, in which the same word has more than
one meaning, are outside the scope of similarity metrics-based AES model. In the suggested model, the essay was
evaluated well from a semantic perspective after latent semantic analysis converted it into semantic space, where
each word was viewed as an individual point. When extracting features, the word order graph-based scoring system
turned to word2vector and doc2vector. One major issue with these two methods is that they fail to provide a precise
definition of the sub-linear relationships making them less effective for complex sentences with multiple words.

Table 5: Comparison between the proposed model and machine learning-based AEE models model on
selected dataset in terms of Kp.

AEE Systems Dataset 1 Dataset 2 Dataset 3
Neural Network based model 0.70 0.81 0.80
Measure-based AEE model 0.79 0.73 0.79
Word order graph-based Model 0.83 0.82 0.85
Proposed Model 0.96 0.91 0.89

To further demonstrate the efficacy of type 2 neutrosophic logic and an ontology builder in computer-assisted
essay grading, an additional set of experiments was conducted. Here, we compared our prior work [8] [13], which
uses fuzzy ontology and type-1 neutrosophic ontology, with our suggested work to express semantic features for
automated essay grading. Table 6 results back up the study hypothesis that the system's kp correctness will be
enhanced by employing the type-2 neutrosophic ontology to represent essay's semantic properties. When compared
to the closest combination that shields type 1 neutrosophic logic and ontology, the proposed combination increased
kp by at least 5%. By encompassing a wider range of possible values, type-2 neutrosophic ontology offers
robustness against variations and uncertainties in data. This can be particularly beneficial in environments where
data is incomplete, inconsistent, or subject to rapid change. Table 7 compares between the three types of ontology.

Table 6: Comparison of the proposed model with other state-of-the-art fuzzy and type-1 ontology-based AEE
systems in terms of kp
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Models Dataset 1 Dataset 2 Dataset 3
Fuzzy Ontology model [8] 0.90 0.78 0.86
Type-1 Neutrosophic Ontology model [13] 0.95 0.83 0.88
Type-2 Neutrosophic Ontology model 0.98 0.89 0.92

Table 7: Comparison between fuzzy, type-1 and type-2 neutrosophic ontology

Feature

Fuzzy Ontology

Type-1 Neutrosophic Ontology

Type-2 Neutrosophic Ontology

Representation
Complexity
Computation
Expressiveness

Handling
Uncertainty

Interpretability

Example

Use Case

Single value for truth
Lowest
Least intensive

Least expressive

of Only truth

Easiest
0.7

Simple scenarios

Single values for T, I, and F
Moderate
Moderately intensive

More expressive than fuzzy

Truth, indeterminacy, and falsity

Easier than type-2, more complex than
fuzzy

(T=0.6, 1=0.2, F=0.2)

Scenarios with moderate complexity

Ranges or distributions for T, I, and F
Highest

Most intensive

Most expressive

Truth, indeterminacy, and falsity with
ranges(FOU)

Most complex

(T=[0.5, 0.7], 1=[0.1, 0.3], F=[0.1, 0.3])

Highly uncertain and dynamic scenarios

and uncertainty

5. Conclusion

The integration of Type-2 Neutrosophic Sets into ontology-based Automated Essay Scoring systems for
cybersecurity education has proven to be a transformative approach, significantly enhancing scoring reliability and
robustness. By effectively handling uncertainties such as ambiguous language, partially correct arguments, and
contradictory information, the proposed model overcomes limitations of traditional ontology-based methods. With
T2NS, the system models uncertainty, indeterminacy, and contradiction with greater precision, enabling more
precise assessments of essays that address the specialized and evolving nature of cybersecurity topics. Evaluation
on benchmark datasets demonstrates that this model outperforms baseline AES methods, offering scalable and
consistent scoring for cybersecurity certification programs, standardized tests, and online courses. This
advancement represents a meaningful step towards automating assessments in highly specialized educational
domains. Despite its strengths, the proposed model has limitations that provide avenues for future work. The
computational complexity of T2NS and the need for domain-specific ontologies tailored to the dynamic
cybersecurity landscape pose challenges for large-scale applications. Improving computational efficiency,
expanding the system’s applicability to different domains, and incorporating hybrid models that combine human
supervision and automated scoring should be considered. The effectiveness of the system in addressing highly
novel or unusual arguments deserves further examination, although it has performed well when it comes to scoring
well-structured articles. These are the focuses of future studies. Implementing these innovations will ensure the
scalability, flexibility, and efficiency of AES systems in a variety of educational settings.
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