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ABSTRACT

A common symmetric key block cypher for protecting electronic data is called the Advanced Encryption Standard
(AES). The implementation of the AES algorithm using Very-Large-Scale Integration (VLSI) is examined in this
study. Cryptographic algorithms can be realised in hardware thanks to VLSI, which has advantages over software
implementations in terms of increased processing speed and security. In this work, an AES block cypher core
designed and implemented with VLSI techniques is described. We investigate various architectural designs to
maximise performance indicators such as area, power consumption, and throughput. The trade-offs between different
implementation options and design concerns for important components such as S-boxes will be covered. To illustrate
the performance and usefulness of the implemented AES core, simulation results will be given. This paper examines
the VLSI implementation of the Advanced Encryption Standard (AES), with a focus on image processing applications,
even though it is essential for general data security. Effective on-chip encryption and decryption can be included into
image processing systems by implementing the AES algorithm into specialised hardware circuits. Benefits of this
VLSI design include enhanced performance over software-based solutions on resource-constrained image processing
devices, the ability to encrypt images in real-time for secure transmission or storage, and the potential for reduced

power usage for battery-powered applications.
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1. INTRODUCTION

One popular and very safe block cypher is called Advanced
Encryption Standard, or AES. It is a fundamental technology
in contemporary cryptography, protecting private information
both in transit and in storage. Significant progress in data
concealing and cryptography has been fueled by the constant
need for secure communication and data storage. By putting
forth a VLSI implementation of an AES block-cipher-based
data concealing technique for image processing applications,

this study investigates the integration of these two fields.
Important features of it are:

Block Cypher: AES uses fixed-size blocks (usually 128 bits)
to encrypt data, in contrast to stream cyphers that encrypt data
one bit at a time. It uses a secret key to separately encrypt
each block.

Symmetric vs. Asymmetric: AES is a symmetric cipher,
meaning the same key is used for both encryption and decryp-
tion. This offers simplicity but requires secure key exchange
beforehand.
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Key Length and Rounds: AES encryption is stronger as
keys get longer. Three key lengths are supported: 128 bits,
192 bits, and 256 bits. Along with key length, the number of
encryption rounds, or iterations, vary as well; more rounds
provide more robust protection.

* 128-bit key: 10 rounds
* 192-bit key: 12 rounds
* 256-bit key: 14 rounds

Numerous cryptography systems, such as the DES algorithm,
offer some degree of security; however, because it only has
56 key lengths, it is susceptible to easy hacking. To improve
reliability, the National Institute of Standards and Technology
(NIST) developed 15 very secure algorithms. For secure data
transfer, the Rijndael algorithm took the place of the DES
in October 2000 and became known as the Advanced En-
cryption Standard (AES). Numerous fields, including cellular
networks, web servers, mobile networks, smart cards, etc.,
use the AES standard. AES is used by digital video recorders
for both picture transmission and reception.

The AES algorithm is thought to be more dependable, and
its implementation at the hardware and software levels is
now simpler and more effective. It is more dependable to
implement in hardware such as Field Programmable Gate
arrays (FPGA). FPGA aids in design optimisation and proto-
typing for various design requirements. Numerous projects
with varying degrees of optimisation have been completed,
implemented using FPGA, and customised to create an ASIC
device.

1.1 AES Block Cipher Process

AES encrypts data through a series of intricate steps, broadly
categorized as:

State Array: The message to be encrypted (plaintext) is
divided into 16 bytes (128 bits) and arranged into a 4x4
matrix called the state array.

Key expansion: To create round keys that are used through-
out the encryption process, the secret key is subjected to a
different transformation.

Round Function: The round function, which is the founda-
tion of AES, loops through the key schedule and state array.
It consists of four fundamental actions that are repeated:

SubBytes: Using a preset S-box, byte-level replacement that
ensures dispersion, which disperses the impact of a single bit
change throughout the ciphertext.

ShiftRows: The state array’s rows are cyclically shifted by a
predetermined number of positions.

Mixing: the state array’s columns by a particular mathemati-
cal procedure can improve diffusion even more.

AddRoundKey: Using a round key generated from the en-
larged key schedule, XORing the state array incorporates the
key into the encryption process.

Final Round: The final round differs slightly, omitting the
MixColumns step.

Ciphertext Output: The resulting state array after all rounds
is the encrypted message (ciphertext).

Block Diagram for the AES Process as Illustrated in Figure 1.
Decryption essentially reverses the encryption process, using
the same key but applying the round function steps in reverse
order with specific round keys. This transforms the ciphertext
back to the original plaintext.

2. VLSI IMPLEMENTATION FOR HARDWARE AC-
CELERATION

The design and production of integrated circuits containing
millions of transistors on a single chip is known as Very-
Large-Scale Integration, or VLSI. Using VLSI hardware to
implement the data concealing method provides:

High Throughput: When compared to software-based so-
lutions, hardware implementations can achieve far quicker
processing speeds.

Low Power Consumption: VLSI designs are appropriate for
devices with limited resources since they can be optimised
for power efficiency.

3. PROJECT OBJECTIVES

The goal of this research is to create a data hiding method
for image processing applications that is both secure and
effective. Among the specific goals are:

Creating a method for cipher-based data concealing in images
using an AES block cypher.

Creating a VLSI architecture to implement the suggested data
concealing strategy in real time.

Assessing the VLSI design’s performance in terms of through-
put, power consumption, and hardware resource usage.

4. RELATED WORK

AES (Advanced Encryption Standard) itself is an algorithm,
but there are various technologies that enable its implemen-
tation for secure data encryption. Here’s a breakdown of
existing technologies for AES:

Zhi Li et al. [1] described AES (Advanced Encryption Stan-
dard) techniques were improved for system architecture and
algorithm design, and hardware was integrated to speed up
technological advancements. According to the experimental
results, the AES algorithm lowered the encryption time by
an average of 40% when compared to the DES algorithm
for the same quantity of data. This demonstrated the ne-
cessity of strengthening key management even further. To
increase the security performance of the accounting data en-
cryption processing system using the DES algorithm, it must
set up a mechanism for data backup and recovery, reinforce
security awareness raising, and provide security training. The
confidentiality and integrity of accounting data would be guar-
anteed by these advancements, which would give businesses
access to more dependable and efficient accounting data pro-
tection solutions. Haider K. Hoomod et al. [2] proposed an
algorithm that can replace traditional encryption algorithms
in the world, which can also be selected by the (NIST) as an
advanced coding standard. Here, he showed the modification
to improvement of the Twofish algorithm, which is used to
make the algorithm better than the memory consumption with
the S-boxes, and better security, through the hybridization
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Figure 1. Block diagram for AES process

between processes that operate on the SALSA20 algorithm
with the techniques in the S-BOXES of the Twofish algorithm
and replace the key-schedule in s-boxes with the equation in
system, that will have caused difficulty of breaking the code
generated by the s -boxes exists in this algorithm.

Malli Mahendra et al. [3] ensured that the information with
limiting the spillage and loss of information, by fostering
the privacy, integrity of information move through the cloud
and improve the trust pace of the users. To give security in
the cloud Novel Data Authentication is used. To guarantee
security a critical plan is executed that is against the cipher
attack. A total sample size of 20 is performed on two gath-
erings to accomplish the better encryption time. Farah Jihan
Aufa et al. [4] asymmetric keys or public key cryptography
are frequently employed in information and communication
systems data security. Because of its simplicity, the RSA
algorithm (Rivest, Shamir, and Adleman) is among the most
well-liked and frequently applied public key cryptography
techniques. The encryption and decryption processes are the
two primary uses of RSA. The Digital Signature Standard’s
(DSS) Digital Signature Algorithm (DSA) is the digital sig-
nature algorithm that is used. The public key cryptography
scheme also includes DSA. Digital signature creation and
validity verification are the two primary uses for DSA. The
purpose of this study is to determine which bits are more
useful by comparing the computing times of RSA with var-
ious bits. Then combine both RSA and DSA algorithms to
improve data security. From the simulation results, the au-
thors choose RSA 1024 for the encryption process and added
digital signatures using DSA 512, so the messages sent are
not only encrypted but also have digital signatures for the
data authentication process.

M. A. El-Mowafy et al. [5] suggested two newly techniques
for compressed videos using the cutting-edge H.264/AVC
video coding are given. A strong video encryption technique
based on chaotic maps and a random key was used to test
the first algorithm approach under various attack scenarios.
For video frames, a mix of steganography and cryptogra-
phy based on chaotic maps has been used to accomplish the
second algorithm technique. Using MATLAB software, the
suggested techniques are applied to luminance component Y
of a collection of several YUV video sequences with varying
resolutions. Using a variety of performance measures, the
simulation results of the suggested algorithms are assessed
in comparison to those obtained using cutting-edge methods.
It is advised to use the proposed methodologies in real-time
applications going forward since they have demonstrated
greater resistance to various types of attacks. Vanitha M. et
al. [6] offered a productive VLSI design to boost the Ad-
vanced Encryption Standard (AES) Algorithm’s throughput
and security. While the AES algorithm uses look-up tables for
subbyte transformations and inverse subbyte transformations,
our suggested method makes use of combinational circuit and

pipelining techniques to decrease latency and boost perfor-
mance. This design suggests a new method for implementing
the S-box, which controls the AES architecture’s speed and
power. By employing pseudo-nMOS technology to make the
architecture’s fundamental parts fully error detectable, this
design also boosts system security. After thorough routing,
a throughput of 58.8 Gbps was attained for this AES design,
which was modeled using Verilog HDL and synthesized using
TSMC’s 90 nm standard cell library and RTL Compiler. The
physical design implementation was carried out using SOC
Encounter.

Karim Shahbazi et al. [7] provides a high-secure symmetric
cryptography algorithm that is lightweight and can be im-
plemented on field-programmable gate arrays (FPGAs) and
65-nm technology for Internet of Things devices with lim-
ited resources. Five primary blocks and an 8-bit datapath
are features of the suggested architecture. To store the plain
text, keys, and intermediate data, we create two designated
register banks: Key-Register and StateRegister. Shift-Rows
is integrated into the StateRegister in order to minimize the
area. We propose an optimized 8-bit block for Mix-Columns
with four internal registers that accept 8-bit and return 8-bit in
order to adapt the Mix-Column to an 8-bit datapath. Addition-
ally, the encryption and key expansion phases use a common
optimized Sub-Bytes. Gaurav Ramtri et al. [8] suggested
use cryptography methods. A text can be encrypted using
cryptographic procedures, which only an authorized user can
decrypt. We now suggest combining the two such methods,
the two fish and RSA algorithms. As an asymmetric cryp-
tographic technique, RSA requires a pair of keys, referred
to as public and private keys. The Two Fish Algorithm is a
block cipher that has a 256-bit key length. It is claimed to
be effective even in situations when the company employs
modest processors. It lets implementers balance performance
by letting them trade off encryption speed, key setup time,
and code size.

David Smekal et al. [9] described the hardware-accelerated
implementation of the Twofish encryption algorithm on Field
Programmable Gate Array (FPGA) network cards. The en-
cryption core was implemented using the Virtex 7 network
card to achieve real-time encryption and decryption. The
algorithm was implemented for 128-bit words and 128-bit
keys. This article demonstrates that the Twofish encryption
core can operate with the maximum clock frequencies of
315 MHz and achieves the throughput of 48 Gbps, which
is faster than most currently implemented systems. Venkata
Ramaiah Kavuri et al. [10] intended to stop malware attacks,
data leaks, theft of intellectual property, hacker control, and
insecure access point management. The suggested system
concentrates on several cloud technologies, including private,
multi, hybrid, and public clouds, in order to offer services
to clients while reducing security risks, expenses, and data
leakage issues. A vast array of clever and sophisticated de-
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vices are made possible by IoT [11]. These gadgets serve
both distant and local purposes. These days, data on the in-
ternet needs to be secured via encryption techniques. The
encryption algorithm known as the Dynamic Multiple Clouds
Cryptographic Algorithm (DMCCA) is used. This algorithm
combines the Blow Fish and RSA techniques. The efficiency
and speed of the DMCCA method are high when compared
to the RSA and Blow Fish techniques [12]. This algorithm
combines the Blow Fish and RSA techniques. The efficiency
and speed of the DMCCA method are high when compared
to the RSA and Blow Fish techniques.

3. Proposed methodology

The two main phases of the suggested system are decryption
and data concealing. The system receives an original image,
a secret message, and an encryption key as inputs during the
data concealing phase. The AES block cypher algorithm is
used to first encrypt the secret communication. Subsequently,
the original image is integrated with the encrypted data. Typ-
ically, the Least Significant Bit (LSB) modification is used
in this situation. The hidden data is included with minimal
impact on the image’s visual quality by altering the least sig-
nificant bits of the pixels. The main goal of the VLSI imple-
mentation is to design hardware modules specifically for the
LSB modification method and the AES encryption procedure.
These modules are made with high throughput, low power
consumption, and effective hardware utilisation in mind. The
encrypted data is embedded into the image pixels by the LSB
modification module [13]. To provide an extra degree of
protection, the data is first encrypted using the Advanced
Encryption Standard (AES) block cypher. Very-Large-Scale
Integration (VLSI) hardware is then used to speed up the en-
tire process, providing benefits including quicker processing,
less power consumption, and maybe higher throughput in
comparison to software-based implementations. The AES
Encryption Block Diagram as Depicted in Figure 2.

RGB Input ImageRGB Input ImageDWTDWTSub-band
coefficientsSub-band coefficientsFused ImageIDWTCover
ImageData Concealment (LSB)AES EncryptionBinary
formSecret DataStego-ImageRGB Input ImageRGB In-
put ImageDWTDWTSub-band coefficientsSub-band coef-
ficientsFused ImageIDWTCover ImageData Concealment
(LSB)AES EncryptionBinary formSecret DataStego-Image

RGB Input Image: This is the source image that will be
utilised to conceal the confidential information.

DWT: Discrete Wavelet Transform is represented by this
block. The picture is broken down mathematically into its
individual sub-bands. At various frequencies, these sub-bands
hold information about the image.

Sub-band coefficients: The coefficients found in this block
are those that are acquired by applying the DWT to the input
image. The image in the frequency domain is represented by
these coefficients.

Secret Data: This is the information you wish to keep hidden
within the picture. It can be any kind of data, including text
and audio.

Binary form: This block denotes the conversion of secret data
into binary form prior to its concealment within the image.
The majority of computers use binary (0Os and 1s) for data
processing and storage.

IDWT: The Inverse Discrete Wavelet Transform is repre-
sented by this block. The process of reconstructing the image
from its sub-bands involves mathematics.

Fused Image: Following the embedding of the secret data,
this is the final image produced. It is produced by utilising
the modified sub-bands with the IDWT.

Advanced Encryption Standard (AES): This block describes
the widely used encryption algorithm that can be used to
jumble sensitive data before concealing it. This strengthens
the steganographic process’s security further.

Data Concealment (LSB): This block describes how the secret
data is concealed within the picture. The way LSB substitu-
tion operates is by swapping out the secret data bits for the
least significant bits in each pixel of the image.

Cover Image: After the secret data has been concealed inside
it, this is the last image that is produced. Although the cover
image seems normal, the concealed data is actually contained
in it.

For increased security and effectiveness, the system uses hard-
ware implementation in conjunction with data concealing and
picture processing. It uses a method similar to Least Signifi-
cant Bit (LSB) replacement to conceal secret data (text, pic-
tures, or other digital information) in an image [14]. To pro-
vide an extra degree of protection, the data is first encrypted
using the Advanced Encryption Standard (AES) block cypher.
Diagrammatic Representation of AES Decryption in Figure
3.

Stego-ImageLSB DecodingOriginal ImageQuality Measure-
mentEncrypt DataAES DecryptionRecovered ImageStego-
ImageLLSB DecodingOriginal ImageQuality MeasurementEn-
crypt DataAES DecryptionRecovered Image

Very-Large-Scale Integration (VLSI) hardware is then used
to speed up the entire process, less power consumption, and
maybe higher throughput in comparison to software-based im-
plementations. Performance and security benefits abound, but
there are drawbacks as well, such as complicated hardware
designs, effects on image quality, and key management.

AES Algorithm

While AES itself is a well-established and secure system,
there’s always room for improvement depending on the spe-
cific application. Here are some potential areas for proposing
a system that builds upon AES

Pre-processing and Post-processing

* Pre-processing: Before feeding the data into AES, you could
suggest a system that includes pre-processing processes [15].
This could entail methods such as: Integrity checking in-
volves using a different key to add the message authentication
code (MAC) to the plaintext. Schemes for Padding: Prior to
encryption, the plaintext is padded to a particular block size.

* Post-processing: Following AES decryption, you may sug-
gest the following post-processing actions: Authentication:
During pre-processing, confirming the message integrity us-
ing the MAC that was previously connected. Depadding: To
recover the original plaintext, remove the padding bits that
were inserted during pre-processing.

Key Management

A safe key exchange mechanism is essential to AES. Key
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Figure 2. Block Diagram for AES Encryption
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Figure 3. Block Diagram for AES Decryption

Agreement Protocols: These protocols use key exchange to
safely create a shared secret key between parties that com-
municate with one other without sending the key over an
unsecured channel. Key Hierarchies: Putting forward a plan
for a system that makes use of master keys and derived keys
for various uses.

Mode of Operation

Despite being a block cypher, AES is frequently used with
larger amounts of data in practical applications. Popular
modes consist of: A chain dependency is created when the
current round key and the prior ciphertext block are used to
encrypt the CBC block [16]. A pseudo-random stream is cre-
ated by encrypting a counter value with the key and XORing
it with the plaintext combines message authentication and
counter mode to provide both confidentiality and integrity.
The Advanced Encryption Standard (AES) process is visu-
ally represented in Figure 4 through a comprehensive block

diagram.
Input image
and secret key

Y

Encoding the
secret key

Calculating new AES
cipher with encoded key

il
i

Encrypting the image
with AES cipher key

(e

Output cipher text

A

Figure 4. AES Flowchart

5. IMAGE STEGANALYSIS AND SECURITY

To determine how imperceptible the embedded data is, a
steganalysis of the stego-image (picture containing hidden
data) should be performed. Finding the fewest possible visual
artefacts or statistical differences from the original image is
part of this process.

6. AES ARCHITECTURE AND ITS EQUATION

SubBytes and ShiftRows are two order-independent trans-
formations. In reality, the Round Function Module’s Mix-
Columns transformation is the matrix multiplied over the
finite field GF(2%). The particular computations are used
to show how the SubBytes, ShiftRows, and MixColumns
transformations in the round function may be replaced with a
technique of looking up a single 256-byte table. This can be
stated using the matrix form as follows:

02 03 01 017 [S(ao) S0.c

01 02 03 01| (S e
(a1c) =|rl, 0<c<4.

01 01 02 03] |S(az.) 2.¢

03 01 01 02 |S(ase) S5
(D

The intermediate ciphertext acquired after the SubBytes and
ShiftRows transformations are carried out is represented by
the value of the state matrix in the middle of equation (1),
which also shows the constant matrix for the MixColumns
operation on the left. S (ai, j), the replacement value for a; ;,
which is found by consulting the S-box, is the element of the
middle matrix. After completing the MixColumns transfor-
mation, the intermediate ciphertext is found by computing
Eqg. (1), which is represented by the value of the state matrix
on the right. By substituting - and & for finite-field multipli-
cation and addition (XOR), respectively, the aforementioned
computations can be written as follows:
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So.c=2-S(a0c) ©3-S(ar) ®S(aze) ©S(as.),

St =S(aoc) ®2-S(ar) ®3-S(aze) ®S(az.),

Sy =S(aoc) ®S(are) ®2-S(aze) ®3-S(az.),

S50 =3-S(aoc) ®S(are) ®S(aze) ®2-S(az.), 0<c<4.
(2

Equation (2) illustrates how related calculations on S(a;, j)
might yield the values of 2-S(a; ;) in 2S-box and 3 - S(a; ;)
in 3S-box. Thus, by consulting the 256-byte S-box table
and performing XOR operations, one can accomplish the
intricate modifications of the round function. It is clear that
the SubBytes, ShiftRows, and MixColumns transformations
in the Round Function Module can be totally replaced by a
single 256-byte table lookup operation in order to carry out
the encryption. In particular, the accelerator replaces intricate
computations of the multiplicative inverse, multiplication,
and matrix multiplication over the finite field GF(2%), with
operations involving the lookup of a single 256-byte table.

Since the AES method is based on the mathematical foun-
dation of the finite field GF(2%), we can optimise computa-
tions and streamline our design by utilising the finite field’s
mathematical operations and procedures. The following is a
description of the 2S-box calculation process in detail. By
applying a shift and XOR to the matching value in the S-box,
each value in the 2S-box is retrieved. In the following two
scenarios, the particular operation is carried out.

Supposed {b7bgbsbabsbyb1bg} is the value from looking up
the S-box. In the first case, if by = 0, {b7bebsbabsbyb1bg}
is shifted to the left by one bit, and then the last bit is filled
with 0, and finally the value of 2S-box is {bgbsbabsbyb1bo0}.
The final result in the second case is obtained by doing a
bitwise XOR with {Ox1b} after all the operations in the first
case if b7 = 1. To save memory hardware costs, the values in
this table are derived from associated calculations rather than
being stored in the 3S-box. By bitwise XORing the matching
values from the S-box and 2S-box, each value in the 3S-box
is computed.

The calculation method of the values of 2S-box and 3S-box
can be demonstrated by using mathematical calculations and
procedures over the finite field GF(2®). The suggested tech-
nique of searching through a single 256-byte table can be
used to create a 128-bit AES accelerator, as demonstrated by
the following mathematical proof. The following polynomial
representation is used to represent all bytes as the finite field
values in accordance with the AES algorithm specification:

7
bix" +bex® +bsx® + bax* +b3x® +byx® +bix+by = Z bix'.
i=0
3)
The binary polynomial multiplication over the GF(28), how-
ever, can be used to demonstrate the above 2S-box calculation
approach. In GF(2%) multiplication with polynomials, the
polynomials are multiplied modulo an irreducible polynomial
of the form m(x) = x® +-x* + x> + x4 1. Since the addition
operation in GF(2%) is the addition of modulo 2, the addition
in the finite field can be represented by an XOR action.

In the binary polynomial representation, x - b(x) is used to
represent {0x02} multiplied by the value b(x), where b(x)
has coefficients {b7bebsbsb3byb1bg} and each b, is either O
or 1. The calculation of x- b(x) is as follows (using - and &
to represent finite-field multiplication and addition (XOR),
respectively):

x-b(x)=x

= b8 D bex” B bsx® @ bax® ® byx* B box® & b1 x> B box.

“)

Then equation (4) is divided by the irreducible polynomial
m(x) and takes the remainder as below:

= bex’ ©bsx’ Dbax’ Dbsx* ©box’ Dbix* ®box®dby (o ©x@1).

)
It is clear from equation (5) that the value in the 2S-box can
be calculated in a proven way. The output of Equation (5)
is the byte {bebsbabsbyb1bo0} if by is equal to 0. Thus, the
2S-box calculation method’s initial case is proven. When b7
equals 1, the polynomial of {00011011} (i.e., {Ox1b}) can
be used to determine the remainder. This can be done simply
by shifting {b7b6bsbabsbab by} to the left by one bit, filling
the final one with 0, and then performing a bitwise XOR with
{Ox1b}. The 3S-box computation method can be shown by
using the polynomial multiplication over the GF(2%). The
following computations are made using {0x03} multiplied
by b(x) to represent any one value in the 3S-box and b(x) to
represent any one value in the S-box:

{03}-b(x) = ({02} © {01}) - b(x)
= ({02} -b(x)) @ ({01} - b(x))
= ({02} -b(x)) ®b(x). (6)

To interact with the hardware and perform encryption and de-
cryption tasks, use the MATLAB software. Combining these
technologies allows you to develop a dependable and efficient
AES encryption system using hardware implementation and
tried-and-true algorithms. In this proposed system in Table 1
the Encryption and decryption time taken based on the size
of data hidden is shown below

7. RESULTS AND DISCUSSION

The design of the programme determines the output that a
MATLAB programme implementing AES will produce. An
encrypted and decrypted output is provided here as follows:

7.1 Encryption

Here, the programme uses AES to encrypt a plaintext mes-
sage; the encrypted ciphertext in hexadecimal format may be
the result. Binary data is frequently represented in a human-
readable fashion using hexadecimal.

A detailed illustration of the several steps in the AES en-
cryption process is given in Figures 5 through 10. The input
image used for data concealing is shown in Figure 5, and

. (b7x7 @ bex® @ bsx® & byx* & bsx® ®box> Hbix D bo)
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Table 1. Comparative Analysis with Related Works

Title & Year

Algorithm

VLSI Implementation of AES Block Cipher AES Algorithm
based Data Hiding (Proposed Work)

Exploration on Accounting Data Encryption DES Algorithm
Processing System Based on DES Algorithm

[1] (2023)

New Modified Twofish For Data Protection Twofish Algorithm
Using Salsa20 and Lu system [2] (2019)

Security System Analysis in Combination RSA Algorithm

Method: RSA Encryption and Digital Signa-
ture Algorithm [4] (2018)

Data Size Encryption time  Decryption time
1024 Bytes/1Kb  1.15 ms 1.05 ms

1024 bytes/1Kb ~ 15.2 ms 12.6 ms

10 KB 0.1188 sec 0.1186 sec

1024 bytes/1Kb 4.0 ms 29.0 ms

the wavelet-transformed image used in the AES encryption
process is shown in Figure 6. Figure 7 shows the process of
creating the encryption input key. The Stego image that was
produced following data embedding using AES encryption is
shown in Figure 8. Figure 10 shows the successful password
verification procedure when the correct input key is supplied,
while Figure 9 illustrates the effect of an invalid password,
which is caused by an unsuitable input key. The main phases
and results of the AES encryption process are depicted in
these diagrams taken together.

B i 2o - x

Image Data Hiding

Input mage

Validstion

wr Embedding Process Image Extraction

Figure 5. Input image

it _ %

Image Data Hiding

Input mage LT mage

Data Extraction

Embeading Process Image Extraction

Figure 6. Wavelet transformed image

7.2 Decryption

Here, the programme decrypts a ciphertext using AES and the
relevant key; the output is the original plaintext message that
was taken out of the ciphertext. The way your application is
set up will determine whether this is shown as text or stored
as a file.

The figures 11 to figures 14 demonstrate important results at
different points in the AES decryption process. While Figure
12 shows the recovered image throughout the decryption
process, Figure 11 emphasizes the retrieved data from the
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Figure 7. Input Key
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Figure 10. Password correct

encrypted input. The recovered image is then shown in Figure
13 following the successful use of AES decryption. Lastly,
Figure 14 verifies the accuracy and integrity of the decryption
by validating the AES procedure. Together, these numbers
give a comprehensive picture of the decryption process and
its results.
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Figure 14. Validation of AES

Utilising Xilinx for hardware implementation and MATLAB
for algorithm development, you may build a thorough anal-
ysis and perhaps implement an energy-efficient cooperative
spectrum sensing architecture for cognitive radio networks.

The binary encoding of AES data, intended for VLSI (Very
Large-Scale Integration) implementation, is shown in Figure
15. The process of transforming the encrypted or decrypted
data into a binary sequence appropriate for hardware-level
processing is shown in this image, guaranteeing effective
integration and operation within VLSI systems.

9. CONCLUSION AND FUTURE SCOPE

Implementing VLSI provides a strong method for protecting
data that is concealed in pictures. This solution delivers a
large security increase by encrypting the secret data with an
AES block cypher before disguising it via LSB substitution
and other techniques. In addition, compared to software-
based solutions, the hardware acceleration offered by VLSI
processors results in quicker processing, less power consump-
tion, and possibly better data throughput. For real-time appli-
cations that need secure and effective data hiding in image
processing, this combination is especially helpful. The com-
plexity of hardware design, the possibility of image quality
reduction as a result of data hiding, and the essential require-
ment for safe key management for both AES encryption and
the data hiding procedure itself continue to be obstacles. In
order to fully utilise this technology in practical situations, it
will be imperative to address these issues.

The potential for investigating alternate data hiding strate-
gies with greater resilience against picture manipulations is a
promising aspect of the future scope of VLSI implementation
for AES block cypher based data hiding in image processing.
Research can also concentrate on reducing the effect on image
quality while creating a VLSI architecture that is adaptable
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to different image formats and data-hiding capabilities. This
may result in covert communication techniques that are safer
and more effective.
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