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1. Introduction 

Intrusion detection is performed to make our day-to-day lives easy. There are various consumer electronic devices 

for particular applications namely wearable devices, medical devices, devices for entertainment and business, and 

so on. While these devices offer advanced proficiencies and services to consumers, they also give new challenges 

[1]. Especially, security and privacy complexities of these devices are especially significant. Numerous IDSs have 

wireless connections that increase their vulnerability to safety attacks [2]. In recent times, the IoT has become a 

division of consumer electronics wherein devices are linked to the Internet. This internet connectivity can be more 

improve these products' privacy and security difficulties due to the existence of malicious users and attackers 

through the internet [3]. Smart homes are linked to the Internet, permitting users to control various smart gadgets 

that assist significant purposes in the home for the consumer and their family. IoT is the basis of smart home 

networks, interconnecting different smart devices like wearable devices, smart computers, and smartphones. By 

making their homes more open and protected, the survival of people may be safer and easier. Smart homes provide 
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Abstract 

Intrusion Detection Systems (IDS) are increasingly being integrated into smart homes for effective pervasive 

sensing and resource management, thanks to advancements in sensor technologies and the development of 

Information and Communication Technology (ICT). Securing IDSs in smart homes is significant for 

safeguarding crucial data and ensure the integrity of related devices. Implementing strong cybersecurity, 

measures, including regular software updates, encrypted communication protocols, and secure authentication 

mechanisms, is critical to safeguard potential risks. As the smart home network constantly increasing, 

developers, users, and manufacturers must work together to maintain and prioritize stringent security 

standards, alleviating the risks closely related to connected devices and preserving the safety and privacy of 

the consumer. Blockchain (BC) technology can increase the security of IDS in smart homes by giving a 

tamper-resistant and decentralized framework to manage data transactions and device interactions. By 

leveraging blockchain, smart home networks can establish a more secure and resilient infrastructure, which 

provides consumers with high confidence in the security and privacy of the interconnected devices. This study 

introduces a Blockchain and Multi-Head Attention-Based Deep Learning for Intrusion Detection System in 

Smart Networks (BCMHDL-IDSSN) technique in Smart Home Networks. The BCMHDL-IDSSN method 

aims to enhance security in the smart home networks. In the BCMHDL-IDSSN technique, BC technology is 

used to achieve security. Besides, the BCMHDL-IDSSN technique involves the design of a multi-head 

attention bidirectional gated recurrent unit (MHA-BiGRU) method for the detection of malicious activities. 

Finally, an enhanced pigeon-inspired optimization (EPIO) model is applied for the optimal hyperactive 

parameter choice of the MHA-BiGRU model. A detailed investigation was applied to validate the performance 

of the BCMHDL-IDSSN method. The simulation values emphasized that the BCMHDL-IDSSN method gains 

high efficiency over other techniques. 
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beneficial resources like monitoring behaviors and security analysis that have interesting users and system 

developers for carrying out wide-ranging research [4]. Blockchain (BC) technology is a major developing 

technology for resolving the aforementioned complexities.  

As a distributed ledger technology, BC can store data continuously in an unassailable, distributed, and 

decentralized database [5]. As an alternative to relying on a centralized system, BC provisions trust among 

contributors dependent on the agreed-upon consensus methods. The decentralized aspect of BC technology assists 

diverse abilities of IDS, beginning from data storage constantly to preserving transparency. Therefore, if data is 

included in the BC network via block, it will not altered [6]. BC provides a high level of security for cybersecurity 

and safe data exchange through its cryptographic features. With the help of smart contracts, it automatically 

obtained activities, while a few predetermined conditions have been satisfied. In cybersecurity, consensus methods 

could be employed to decide on a few phases [7]. Additionally, BC technology helps to safely implement 

transactions of cybersecurity and accomplish an effective and protective supply chain management system; there 

is no requirement for an intermediate or additional delay. Accordingly, BC technology assists end users of 

cybersecurity in having superior experiences. 

Since traditional techniques employ a signature-based algorithm for identifying unique measures, a wide-ranging 

Intrusion Detection System (IDS) is critical to solve the fundamental problem [8]. However, the most significant 

latest technologies, called the Deep Extreme Learning Machine (DELM) could be employed to estimate data flows 

for spot intrusions and attack patterns. Consequently, it is essential to deal with smart BC-assisted applications by 

emerging robust and adaptable techniques for processing massive quantities of information [9]. Machine learning 

(ML) comprises machines for behaving training, and reasoning without human involvement. This is named as an 

Artificial Intelligence (AI) model. The simple objective of ML is to make an efficient method for obtaining data 

from the input, creating a prediction, and changing the output by applying statistical analysis [10]. ML processes 

a considerable quantity of information and makes the decision directed by indication. 

This study introduces a Blockchain and Multi-Head Attention-Based Deep Learning for Intrusion Detection 

System in Smart Networks (BCMHDL-IDSSN) technique in Smart Home Networks. The BCMHDL-IDSSN 

method aims to enhance security in the smart home networks. In the BCMHDL-IDSSN technique, BC technology 

is used to achieve security. Besides, the BCMHDL-IDSSN technique involves the design of a multi-head attention 

bidirectional gated recurrent unit (MHA-BiGRU) model for the detection of malicious activities. Finally, an 

enhanced pigeon-inspired optimization (EPIO) model is applied for the optimal hyperparameter choice of the 

MHA-BiGRU model. A detailed set of experiments was applied to validate the performance of the BCMHDL-

IDSSN method.  

2. Literature Works 

Qashlan et al. [11] introduced a technique aimed at offering a privacy-preserving data collection method employing 

the ML. The utilization of difference privacy was also developed; a robust notation in privacy-preserving 

techniques for offering the proper assurances regards how much data is leaked employing a privacy inexpensive. 

This method employs the R′enyi differential privacy (RDP) ML method and is dependent upon a form of the 

stochastic gradient descent process. Khayyat et al. [12] provided an innovative BC-assisted Shark Smell Optimizer 

with the Hopfield Chaotic Neural Network (SSO-HCNN) method. The introduced SSO-HCNN model uses a 

composite Chaotic Map (CM). Moreover, the SSO technique was presented. In addition, the diffusion stage 

employs HCNN for making a self-diffusion chaotic matrix while the random image executes an XOR operation 

through the keys for acquiring the cipher images. In [13], a BC-based AKA method was incorporated with the 

explainable artificial intelligence (XAI) method. Particularly, the contributing individuals interact with one another 

in a protective way to share the data employing a BC-based AKA method. Alternatively, a SHapley Additive 

exPlanations (SHAP) technique was exploited for interpreting the noticeable features that integrate the majority 

of the decisions. 

In [14], a novel two-level privacy-preserving model was developed in this study. This method closely integrated 

federated learning (FL) with partly homomorphic encryption. This selection for partly homomorphic encryption 

was dependent upon its higher balance among model effectiveness and computational efficiency. Combining 

partially homomorphic encryption enhances FL privacy assurance, presenting a more protectable layer. In [15], an 

innovative technique that confirms safe and apparent communication in IDS was developed. The study also 

presented a multi-criterion decision-making method named TOPSIS. Moreover, this developed method utilizes a 

BC model for incessant monitoring and tracking of devices, safeguarding liability, and surveillance of their 

previous communications. In [16], an adaptive optimum lightweight CNN (AOLCNN) system was implemented. 

BC was integrated to improve the transparency, privacy, and security of IoT systems. The integrated key store 

model entirely targeted for Android smartphones must be employed in the developed application of security-based 

web services. The NIST Curve P-256 was deployed for producing the key pairs and verifying with the help of the 

elliptical curve digital signature algorithm (ECDSA). 
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Figure 1. Overall flow of BCMHDL-IDSSN technique 

Singh et al. [17] projected BC and FL-assisted Secure Architecture where BC-based IoT cloud infrastructure could 

be employed for security and privacy. The FL method was deployed for accessing the ML applications such as the 

medical field. Additionally, an ML system is acquired without transmitting personal information to the cloud. Xie 

et al. [18] examine a verifiable FL method assisting secure data collection without employing the bilinear groups 

(FLVA) model. Mainly, to resolve the problem of private key leakage in the gradient collection process on data of 

electronic products, a three-party key negotiation algorithm was proposed. The private gradients have been 

transferred and combined with ciphertext formats that ensure the privacy of the electronic product gradient. 

3. The Proposed Method 

In this work, a BCMHDL-IDSSN technique is presented for smart home networks. The BCMHDL-IDSSN method 

aims to enhance security in the smart home networks. The MHA-BiGRU-based malicious activity recognition and 

EPIO-based tuning are the two major processes. Fig. 1 shows the workflow of the BCMHDL-IDSSN methodology. 

A. Blockchain  

In the proposed context, the BC layer generates the transaction by the utility layer and user [19]. As a revolutionary 

technology, BC can revolutionize various sectors and industries. It is a decentralized database that verifies and 

records transactions, which replaces manual processes with automatic ones making it more secure, easier, and 

faster for the business to perform transactions without third parties. BC facilitates transactions in different 

industries, such as healthcare, the public sector, finance, etc. During the BC transaction, every block is chained to 

the prior block, generating public and permanent records of each transaction's details. This enables transparent and 

secure transactions since the block comprises a unique hash and timestamp that can be validated by the network. 
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BC helps to provide new opportunities for individuals and businesses, reduce fraud, and enhance efficiency by 

creating transparent and secure records of each transaction. The hash generator takes any size of input and produces 

a fixed size of output. The cryptographic hash function is the popular type of hash function utilized in security 

applications for protecting information from tampering. The cryptographic hash function is a one-way function 

that implies that it is not possible to obtain the original input and reverse the function. This makes it ideal to store 

information securely, as any attempt to modify the information leads to diverse hash values. SHA-1 and SHA-256 

are the two most popular cryptographic hash functions. This function is utilized by several applications and 

websites to defend information. 

The BC layer is performed by the Firebase BC platform to host the data. As a cloud-assisted platform, firebase 

provides different services and tools for application development. It provides various features including cloud 

storage, real-time database, hosting, and authentication. The application must be configured with the Firebase 

project to apply this feature in mobile or web applications. The configured data is restored in the JavaScript object, 

widely called a firebaseConfig object. The firebaseConfig object has various characteristics, namely authDomain, 

apiKey, projectId, databaseURL, storageBucket, measurementId, and appId. This property holds unique value to 

a certain Firebase project. The Firebase SDK for establishing the connection between the Firebase services and 

the app utilizes this value.  

B. Malicious Activity Recognition using MHA-BiGRU 

The BCMHDL-IDSSN technique involves the design of the MHA-BiGRU model for the detection of malicious 

activities that exist in IDS. Cho et al. introduced a simple GRU mechanism together with the tremendous growth 

of LSTM, particularly text classification, and the training time is long, the increased number of samples, the 

internal computation difficulty is higher, and the parameters are many [20]. The GRU mechanism preserves the 

new LSTM effects, using a better convergence model, simple structure, fewer parameters, plus a GRU model. It 

includes a reset and update gates. The gate of reset describes what amount previous hidden layer (HL) data is 

ignored. The more ignored the data is, the smaller the reset gate value will be. The update gate defines how much 

prior output HL affects the existing layer. The stronger the influence is, the larger the value is.  

In the following ways, the GRU mechanism is updated: 

𝑟𝑡 = 𝜎(𝑊𝑟 ∗ [ℎ𝑡−1, 𝑥𝑡])                                                 (1) 

𝑧𝑡 = 𝜎(𝑊𝑧 ∗ [ℎ𝑡−1, 𝑥])                                                   (2) 

ℎ̃𝑡 = tanh(𝑊ℎ̃ ∗ [𝑟𝑡 ∗ ℎ𝑡−1, 𝑥𝑡])                                   (3) 

ℎ𝑡 = (1 − 𝑧𝑡) ∗ ℎt−1 + 𝑧𝑡 ∗ ℎ̃𝑡                                      (4) 

In the equations, 𝑍𝑡 represents the update gate at moment ℎ̃𝑡 ,  𝑟𝑡 is the reset gate at moment 𝑡, ℎ𝑡 denotes the 

candidate activation at 𝑡 moment, ℎ𝑡−1 embodies the HL at (𝑡 − 1) moment and ℎ𝑡−1 indicates the active state at 

𝑡 moment. The gate of reset 𝑟 is described by the data received from the prior candidate state; the gate of update 𝑧 

can be defined by the prior data that the existing should be forgotten and the novel data is accepted. 

GRU is a variant of unidirectional NN architecture, which is often output from the back. However, the output of 

the present moment has relationships with the before and after moment in classifying the text sentiment. At each 

moment, the input is used to provide dual GRUs in opposite directions, and these unidirectional GRUs define the 

output.  

The present HL state of BiGRU is defined by combining the output ℎ⃖ 𝑡−1 of the forward HL at the 𝑥𝑖 and (𝑡 − 1) 

moment and the backward HL ℎ⃖ 𝑡−1. The HL state ℎ  𝑡−1 of Bi-GRU at 𝑡 time is attained by weighting the HL 

forward and the HL ℎ⃖ 𝑡−1 reverse: 

ℎ  𝑡 = 𝐺𝑅𝑈(𝑥𝑡 , ℎ  𝑡−1)                                                 (5) 

ℎ⃖ 𝑡 = 𝐺𝑅𝑈(𝑥𝑡 , ℎ⃖ 𝑡−1)                                                (6) 

ℎ𝑡 = 𝑤𝑡ℎ  𝑡 + 𝑣𝑡ℎ⃖ 𝑡 + 𝑏𝑡                                              (7) 

The 𝐺𝑅𝑈() function specifies the non-linear conversion to the input word vector, then it is encoded into the HL 

state. 𝑤𝑡  and 𝑣𝑡 are the weights respective to the ℎ  𝑡 HL forward and the ℎ⃖ 𝑡 HL reverse, at time 𝑡, 𝑏𝑡 refers to the 

offset value respective to the HL at 𝑡 moment. 
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Figure 2. Architecture of MHA-BiGRU 

The attention device initiated from the attention of human-visual that pretends when individuals detect data, they 

will mostly concentrate on exact fragments of the data [21]. Presently, attention is effectively functional for 

numerous tasks like text classification, image detection, machine translation, etc. The authors projected the multi‐

head attention (MA) mechanism. It obtains the important data of the series from numerous features, i.e., it can able 

to absorb deeper text feature data. The technique takes a BI-GRU layer output as vectors 𝑋𝐵, and the sequence of 

text input is 𝑋 = (𝑥1, 𝑥2, … , 𝑥𝑡), whereas 𝑥𝑖 denotes the 𝑖𝑡ℎ vector of word, and 𝑑 refers to the dimensionality of 

the problem, 𝑋 ∈ ℝ𝑛×𝑑. The MA layer input is [𝑋𝐵, 𝑋𝐵 , 𝑋𝐵 , 𝑋, 𝑋], 𝑄 = 𝐾 = 𝑉 = 𝑋𝐵 , 𝑄 ∈ ℝ𝑛×𝑑𝑘 , 𝐾 ∈ ℝ𝑚×𝑑𝑘 , 𝑉 ∈
ℝ𝑚×𝑑𝑣   𝑊ℎ𝑒𝑟𝑒𝑎𝑠 Q, 𝐾, and 𝑉 pass over 3 independent linear transformations that are exposed in Eqs. (8) ‐ (10). 

Fig. 2 portrays the infrastructure of MHA-BiGRU. 

𝑄 = 𝑄𝑊𝑖
𝑄                                                              (8) 

𝐾 = 𝐾𝑊𝑖
𝐾                                                             (9) 

𝑉 = 𝑉𝑊𝑖
𝑦
                                                         (10) 

Permit the values of 𝑄, 𝐾, and 𝑉 into Scaled Dot‐Product Attention, and do again that process ℎ times, whereas ℎ 

denotes the sum of heads of MA. 

ℎ𝑒𝑎𝑑𝑖 = 𝐴𝑡𝑡𝑒𝑛𝑡𝑖𝑜𝑛(𝑄, 𝐾, 𝑉)                        (11) 

𝐴𝑡𝑡𝑒𝑛𝑡𝑖𝑜𝑛 (𝑄, 𝐾, 𝑉) = 𝑠𝑜𝑓𝑡𝑚𝑎𝑥 (
𝑄𝐾𝑇

√𝑐𝑙𝑘
) 𝑉       (12) 

Lastly, every attention value () is merged as the last output of the MA layer, as revealed in Eq. (13). 

𝑀𝑢𝑙𝑡𝑖𝐻𝑒𝑎𝑑(𝑂, 𝐾, 𝑉) = 𝐶𝑜𝑛𝑐𝑎𝑇(ℎ𝑒𝑎𝑑1, … , ℎ𝑒𝑎𝑑ℎ)     (13) 

C. Hyperparameter Tuning using EPIO Algorithm 

Lastly, the EPIO technique is applied for the optimal hyperparameter choice of the MHA-BiGRU model. The PIO 

algorithm pretends to be the dual operative method employed in the method dependent upon the dissimilar 

navigational tools utilized by pigeons on their travel such as Landmark Operator and Map and Compass Operator 

[22]. 

 

𝑉𝑖(𝑡) = 𝑉𝑖(𝑡 − 1) × 𝑒−𝑅𝑡 + 𝑟𝑎𝑛𝑑 × (𝑋𝑔 − 𝑋𝑖(𝑡 − 1))  (14) 

𝑋𝑖(𝑡) = 𝑋𝑖(𝑡 − 1) + 𝑉𝑖(𝑡)                                        (15) 
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Here, 𝑟𝑎𝑛𝑑 denotes the randomly generated numbers between 0 and 1; 𝑅 signifies the factor of map and compass 

that range among 0 and 1; 𝑋𝑔 signifies the existing global finest location;  𝑡 signifies the generation amount. In the 

dual‐dimension space, the speed of the 𝑖𝑡ℎ pigeons has been defined by its preceding speed and the existing location 

that is compared to the present finest location of pigeons. Likewise, the 𝑖𝑡ℎ pigeon location is based on its 

preceding location as well as its existing speed. By equating every pigeon's location, the individuals with the finest 

fitness value are nominated as the existing global best location, 𝑋𝑔. 

𝑁𝑝(𝑡) =
𝑁𝑝(𝑡 − 1)

2
                                          (16) 

𝑋𝑐(𝑡) =
𝛴𝑋𝑖(𝑡) × 𝑓𝑖𝑡𝑛𝑒𝑠𝑠(𝑋𝑖(𝑡))

𝑁𝑝(𝑡) × 𝛴𝑓𝑖𝑡𝑛𝑒𝑠𝑠(𝑋𝑖(𝑡))
            (17) 

𝑋𝑖(𝑡) = 𝑋𝑖(𝑡 − 1) + 𝑟𝑎𝑛𝑑 × (𝑋𝑐(𝑡) − 𝑋𝑖(𝑡 − 1))   (18) 

Whereas, fitness () signifies the fitness of all pigeons, representing the excellence of the solution after estimation; 

𝑟𝑎𝑛𝑑 denotes the randomly generated number amid 𝑧𝑒𝑟𝑜 and 𝑜𝑛𝑒; 𝑋𝑐(𝑡) refers to the vital location of every 

pigeon in generation 𝑡; 𝑁𝑝 indicates the number of pigeons residual in all groups that total half of the original 

population. In this estimation stage, the navigational position of the pigeon is dependent upon the midpoint location 

of higher individuals. At this stage, pigeons do not have the delay from their distinct speed. As an outcome, it can 

rapidly meet the optimum values.  

The algorithm of PIO displays faster convergence because it has its specific disadvantages. If the early population 

is heavily spread or does not lie nearer the exact global optimal, then the algorithm may change incorrectly, 

converging to local goals. Furthermore, the PIO technique removes halved of the pigeons with lesser fitness in all 

iterations, leading to a condensed populace range after some iterations. So the space of solution converts restricted 

and upsurges the probability of dropping into local goals. To find out these restrictions, a chaos and reverse tactic 

is presented at the time of initialization, which will improve the arbitrariness of the produced first solution and 

extend the attention of the solution area. Moreover, a variable named failure count (𝐹𝐶) is presented in this 

iteration procedure. If the value of 𝐹𝐶 beats a pre-defined threshold of 𝑀𝐹𝐶, then a Cauchy perturbation 

redistribution tactic has been utilized to annoy the global finest solution, thus averting early convergence. 

Chaos movement is impelled by its characteristic outlines, which can navigate every path within a definite array 

without reiteration or crossing. By employing chaos movement, an expanded early pigeon can be produced, 

efficiently averting early convergence at the time of optimization. The dual general models for making chaotic 

variables are Tent Map and Logistic. When compared to the Logistic method, the Tent Map delivers a larger 

convergence and quicker iteration velocity that is definite as 

𝑋𝑛+1 = 𝜇 × (1 − 2 × |𝑋𝑛 − 0.5|)𝑛 = 0,1,2, … , 𝑁      (19) 

Whereas, 0 < 𝑋0 < 1 is produced utilizing the function of 𝑟𝑎𝑛𝑑. By choosing 𝜇 = 1, the mapping leftovers in the 

fully chaotic condition, 𝑋𝑛 ∈ (0,1). Applying this technique, randomly generate numbers amid [0,1]. Next, 

dependent upon the solution space [𝑆min/𝑆max] of the issue and the dimension 𝐷, the equivalent individual 

initialize Eq. (19) can be changed as 

𝑆𝑖,𝑗 = 𝑆min,𝑗 + 𝑋𝑛 × (𝑆max,𝑗 − 𝑆min,𝑗)𝑗 = 1,2, … , 𝐷   (20) 

Here, 𝑆𝑖,𝑗  signifies the 𝑗𝑡ℎ dimension of 𝑡ℎ𝑒 𝑖𝑡ℎ individual in the population; 𝑆min and 𝑆max denote the lower and 

upper limits, correspondingly. While utilizing the chaos model improves the assortment of the early populace, 

there stays a definite amount of arbitrariness, and the convergence of the solution space may not be optimum. So, 

an inverse tactic has been executed to develop the initialize procedure additionally, to transport the preliminary 

values nearer to the global optimal. So, an elite collection tactic is used dependent on the existing and inverse 

solution to produce an early pigeon nearer to the global optimal. The backward point explanation is: 

During this 𝐷‐dimensional area, 𝑆 = (𝑋1, 𝑋2, … ,  𝑋𝐷) is employed to signify a fact in space. Here, 𝑋1, 𝑋2, … , 𝑋𝐷 ∈

𝑅 and 𝑋𝑖 ∈ [𝑎𝑖 , 𝑏𝑖]∀𝑖 ∈ {1,2, … , 𝐷}. The reverse point 𝑆̂ = (𝑋̂1, 𝑋̂2, … , 𝑋̂𝐷) relates to every space point that stated 

as 

𝑋̂𝑖 = 𝑎𝑖 + 𝑏𝑖 − 𝑋𝑖                                     (21) 

For the early population produced over chaotic movement, the reverse point 𝑆̂ equivalent to every individual 𝑆 has 

been calculated. Then, these reverse points were replaced in the FF, 𝑓(∆) to compute the fitness value of every 

individual. A lesser value of fitness specifies a greater solution. If 𝑓(𝑆̂) ≤ 𝑓(𝑆) is lesser than 𝑆, then the individuals 

are substituted by the reverse point 𝑆, or else, the original individual stays unmoved. The early solution has been 
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improved by iterative equating the fitness value with their equivalent symmetric points and uniting the similar with 

the elite choice tactic. 

D. Cauchy Perturbation Redistribution Strategy 

In this stage, the population inclines to travel near the midpoint of the superior individual at the time of landmark 

operator, resulting in great converge velocity. Nevertheless, the distance among pigeons reduces and maximum 

entities collect within a definite array, so their speeds decline and the model acquires fixed local goals. To 

overwhelm this restraint, a Cauchy perturbation redistribution tactic has been presented to interrupt the global 

finest solution, compelling the entities to endure progressing and outflow from the global bests.  

The function of Cauchy likelihood density has been expressed below 

𝑓(𝑥; 𝑥0, 𝛾) =
1

𝜋𝛾[1 + (
𝑥 − 𝑥0

𝛾
)

2

]
=

1

𝜋
[

𝛾

(𝑥 − 𝑥0)2 + 𝛾2
] (22) 

Additionally, the function of Cauchy distribution is definite as 

𝐹𝑡(𝑥) =
1

2
+

1

𝜋
 arctan (

𝑥

𝑡
)                                (23) 

Here, 𝑥0 signifies the position parameter; 𝛾 embodies the scale parameter. Dissimilar values of 𝑥0 and 𝛾 resemble 

diverse functions of probability density. In this paper, the values of 𝛾 = 1 and 𝑥0 = 0 are selected to attain 

considerably dissimilar function values in a smaller array of independent parameters. Next, the Cauchy 

perturbation is employed for the global optimal solutions. 

𝑋𝑔 = 𝑋𝑔 + 𝐶(𝑥0, 𝛾) × (𝑢𝑏 − 𝑙𝑏)                              (24) 

Whereas 𝐶(𝑥0, 𝛾) epitomizes randomly generated values; 𝑋𝑔 signifies the global best solution;  𝑙𝑏 and 𝑢𝑏 signify 

the lower and upper limitations of the optimizer issue, correspondingly. The process includes numerous stages 

after gaining the novel 𝑋𝑔. As an initial stage, it must be verified if the perturbed co-ordinate of this aspect 

decreases within the definite limits. If it beats the limits, the coordinates must be the same. Or else, if it lies in the 

limits, the fitness must be equated with the global finest solution of the original. If the solution of perturbed is 

superior, then the original finest global solution is upgraded, and then the value of 𝐹𝐶 is changed to 0. Lastly, 

dependent upon the fitness position, the underperforming half of the population has been reorganized, uniting near 

the recently upgraded global finest location. 

The EPIO approach originates an FF to reach higher classification competence. It delineates a positive number to 

illustrate the greater candidate solutions. Here, the declining of the classifier error is considered as the FF,    

𝑓𝑖𝑡𝑛𝑒𝑠𝑠(𝑥𝑖) = 𝐶𝑙𝑎𝑠𝑠𝑖𝑓𝑖𝑒𝑟𝐸𝑟𝑟𝑜𝑟𝑅𝑎𝑡𝑒(𝑥𝑖) 

=
𝑁 𝑜𝑓 𝑚𝑖𝑠𝑐𝑙𝑎𝑠𝑠𝑖𝑓𝑖𝑒𝑑 𝑠𝑎𝑚𝑝𝑙𝑒𝑠

𝑇𝑜𝑡𝑎𝑙 𝑁𝑜. 𝑜𝑓 𝑠𝑎𝑚𝑝𝑙𝑒𝑠
∗ 100                 (25) 

4. Result Analysis and Discussion 

The performance analysis of the BCMHDL-IDSSN approach is inspected in the Kaggle dataset [23]. It includes 

126238 samples with two class labels as portrayed in Table 1. 

Table 1: Dataset description 

Class No. of Instances 

Normal 65495 

Attack 60743 

Total No. of Instances 126238 

Fig. 3 exemplifies the confusion matrices made by the BCMHDL-IDSSN technique at 80:20 and 70:30 

TRAS/TESS. The outputs pointed out that the BCMHDL-IDSSN method has active recognition of the attack and 

normal samples at all class labels. 
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Table 2 and Fig. 4 portray a wide-ranging classifier outcome of the BCMHDL-IDSSN technique on 

80:20TRAS/TESS data. These experimentation outcomes highlighted that the BCMHDL-IDSSN technique 

appropriately detected the normal and attack samples. With 80%TRAS, the BCMHDL-IDSSN system gives an 

average 𝑎𝑐𝑐𝑢𝑦 of 98.95%, 𝑝𝑟𝑒𝑐𝑛 of 98.98%, 𝑟𝑒𝑐𝑎𝑙 of 98.95%, 𝐹𝑠𝑐𝑜𝑟𝑒 of 98.97%, and MCC of 97.93%. Moreover, 

with 20%TESS, the BCMHDL-IDSSN approach provides an average 𝑎𝑐𝑐𝑢𝑦 of 99.06%, 𝑝𝑟𝑒𝑐𝑛 of 99.08%, 𝑟𝑒𝑐𝑎𝑙 

of 99.06%, 𝐹𝑠𝑐𝑜𝑟𝑒 of 99.07%, and MCC of 98.14%. 

 

Figure 3. Confusion matrices of (a-c) TRAS of 80:70 and (b-d) TESS of 20:30 

Table 2: Classifier outcomes of BCMHDL-IDSSN technique at 80:20TRAS/TESS 

Classes  𝑨𝒄𝒄𝒖𝒚 𝑷𝒓𝒆𝒄𝒏 𝑹𝒆𝒄𝒂𝒍 𝑭𝑺𝒄𝒐𝒓𝒆 MCC 

TRAS (80%) 

Normal 99.38 98.64 99.38 99.01 97.93 

Attack 98.51 99.33 98.51 98.92 97.93 

Average 98.95 98.98 98.95 98.97 97.93 

TESS (20%) 

Normal 99.47 98.73 99.47 99.10 98.14 

Attack 98.65 99.43 98.65 99.04 98.14 

Average 99.06 99.08 99.06 99.07 98.14 

Table 3 and Fig. 5 examine a comprehensive classifier result of the BCMHDL-IDSSN method at 

70:30TRAS/TESS data. These experimentation outcome values emphasized that the BCMHDL-IDSSN method 

appropriately recognized the normal and attack samples. According to 70%TRAS, the BCMHDL-IDSSN 
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algorithm attained an average 𝑎𝑐𝑐𝑢𝑦 of 98.81%, 𝑝𝑟𝑒𝑐𝑛 of 98.79%, 𝑟𝑒𝑐𝑎𝑙 of 98.81%, 𝐹𝑠𝑐𝑜𝑟𝑒 of 98.80%, and MCC 

of 97.60%. Meanwhile, depending on 30%TESS, the BCMHDL-IDSSN system gets an average 𝑎𝑐𝑐𝑢𝑦 of 98.78%, 

𝑝𝑟𝑒𝑐𝑛 of 98.76%, 𝑟𝑒𝑐𝑎𝑙 of 98.786%, 𝐹𝑠𝑐𝑜𝑟𝑒 of 98.77%, and MCC of 97.53%. 

 

Figure 4. Average of BCMHDL-IDSSN method at 80:20TRAS/TESS 

Table 3: Classifier result of BCMHDL-IDSSN system at 70:30TRAS/TESS 

Classes  𝑨𝒄𝒄𝒖𝒚 𝑷𝒓𝒆𝒄𝒏 𝑹𝒆𝒄𝒂𝒍 𝑭𝑺𝒄𝒐𝒓𝒆 MCC 

TRAS (70%) 

Normal 98.59 99.10 98.59 98.84 97.60 

Attack 99.03 98.48 99.03 98.76 97.60 

Average 98.81 98.79 98.81 98.80 97.60 

TESS (30%) 

Normal 98.52 99.09 98.52 98.80 97.53 

Attack 99.03 98.42 99.03 98.73 97.53 

Average 98.78 98.76 98.78 98.77 97.53 

 

Figure 5. Average of BCMHDL-IDSSN method on 70:30TRAS/TESS 
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The effectiveness of the BCMHDL-IDSSN method with 80:20TRAS/TESS is illustrated in Fig. 6 under training 

𝑎𝑐𝑐𝑢𝑦 (TRAA) and validation 𝑎𝑐𝑐𝑢𝑦 (VALA) curves. The figure displays the performance of the BCMHDL-

IDSSN method above numerous epochs, presenting its learning procedure and generalizability. Essentially, the 

figure displays a continuous enhancement in the TRAA/VALA with development in epoch counts. It confirms the 

adaptive factor of the BCMHDL-IDSSN technique in the pattern detection on TRA/TES datasets. The boosted 

tendencies in VALA define the ability of the BCMHDL-IDSSN technique and additionally exceed in offering 

precise classification on unidentified data, underscoring strong generalizability. 

Fig. 7 depicts an overall representation of the training loss (TRLA) and validation loss (VALL) results of the 

BCMHDL-IDSSN system at 80:20TRAS/TESS above distinct epochs. The increasing minimization in TRLA 

emphasizes the BCMHDL-IDSSN algorithm improving the weights and reducing the classification error at 

TRA/TES datasets. The figure identifies the BCMHDL-IDSSN model related to the TRA data, underscoring its 

superiority in comprehending designs. In addition, the BCMHDL-IDSSN technique steadily improves its 

parameters in decreasing the discrepancies amongst the forecast and actual TRA classes. 

 

Figure 6. 𝐴𝑐𝑐𝑢𝑦 Curve of BCMHDL-IDSSN technique at 80:20TRAS/TESS 

 

Figure 7. Loss of BCMHDL-IDSSN method at 80:20TRAS/TESS 

Fig. 8 examines the classifier outcomes of the BCMHDL-IDSSN system at 80:20 and 70:30. Figs. 8a-8c displays 

the PR result of the BCMHDL-IDSSN methodology. These experimentation results specified that the BCMHDL-

IDSSN system offer maximum values of PR. Similarly, it must be perceptible that the BCMHDL-IDSSN algorithm 

could gain greater values of PR at each class. In conclusion, Figs. 8b-8d exemplifies the ROC result of the 

BCMHDL-IDSSN technique. This figure defined that the BCMHDL-IDSSN system gets boosted ROC values. In 

addition, it is obvious that the BCMHDL-IDSSN technique extends superior ROC values with every class 
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Figure 8. (a-c) PR curve on 80:20 and 70:30 and (b-d) ROC curve on 80:20 and 70:30 

Table 4: Comparative outcome of BCMHDL-IDSSN technique with recent algorithms 

Methods 𝑨𝒄𝒄𝒖𝒚 𝑷𝒓𝒆𝒄𝒏 𝑹𝒆𝒄𝒂𝒍 𝑭𝑺𝒄𝒐𝒓𝒆 

BCMHDL-IDSSN 99.06 99.08 99.06 99.07 

BC-RTHADL 98.98 98.97 98.98 98.98 

BSSHN- GBOHDL 98.30 98.35 98.30 98.33 

ANN Based IDS 81.44 80.76 81.68 82.28 

DELM  93.53 94.76 94.30 93.82 

RTS-DELM 94.86 95.21 94.74 94.38 

SYD  94.85 96.13 96.43 97.57 

DNN  94.52 94.17 95.22 95.96 

Table 4 reports an overall comparative result of the BCMHDL-IDSSN technique [24]. These simulated results 

emphasized that the BCMHDL-IDSSN technique reaches better performance. Based on 𝑎𝑐𝑐𝑢𝑦, the BCMHDL-

IDSSN technique obtains an increased 𝑎𝑐𝑐𝑢𝑦 of 99.06% whereas the BC-RTHADL, BSSHN-GBOHDL, ANN-

based IDS, DELM, RTS-DELM, SYD, and ANN systems attain diminished 𝑎𝑐𝑐𝑢𝑦 of 98.98%, 98.30%, 81.44%, 

93.53%, 94.86%, 94.85%, and 94.52%, correspondingly. Also, based on 𝑝𝑟𝑒𝑐𝑛, the BCMHDL-IDSSN algorithm 

gets an improved 𝑝𝑟𝑒𝑐𝑛 of 99.08% but, the BC-RTHADL, BSSHN-GBOHDL, ANN-based IDS, DELM, RTS-

DELM, SYD, and ANN systems attain minimized 𝑝𝑟𝑒𝑐𝑛 of 98.97%, 98.35%, 80.76%, 94.76%, 95.21%, 96.13%, 
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and 94.17%. Moreover, with 𝑟𝑒𝑐𝑎𝑙, the BCMHDL-IDSSN approach gets an improved 𝑟𝑒𝑐𝑎𝑙 of 99.06% although, 

the BC-RTHADL, BSSHN-GBOHDL, ANN-based IDS, DELM, RTS-DELM, SYD, and ANN approach gains 

minimized 𝑟𝑒𝑐𝑎𝑙 of 98.98%, 98.30%, 81.68%, 94.30%, 94.74%, 96.43%, and 95.22%. 

Table 5: CT outcome of BCMHDL-IDSSN technique with recent other methods 

Methods CT (Sec) 

BCMHDL-IDSSN 1.98 

BC-RTHADL 3.60 

BSSHN- GBOHDL 7.86 

ANN Based IDS 18.07 

DELM  13.65 

RTS-DELM 9.53 

SYD  11.79 

DNN  9.76 

Table 5 report an overall comparative computational time (CT) outcome of the BCMHDL-IDSSN method. These 

simulated outcome values denote that the BCMHDL-IDSSN system gets better performance. As specified with 

CT, the BCMHDL-IDSSN algorithm acquires minimum CT of 1.98s however, the BC-RTHADL, BSSHN-

GBOHDL, ANN-based IDS, DELM, RTS-DELM, SYD, and ANN algorithms provides superior CT of 3.60s, 

7.86s, 18.07s, 13.65s, 9.53s, 11.79s, and 9.76s, respectively. 

5. Conclusion  

In this study, a BCMHDL-IDSSN approach is introduced for smart homes. The BCMHDL-IDSSN method aims 

to enhance security in the smart home networks. The MHA-BiGRU-based malicious activity recognition and 

EPIO-based tuning process are the two major processes.  In the BCMHDL-IDSSN technique, BC technology is 

used to achieve security. Besides, the BCMHDL-IDSSN technique involves the design of the MHA-BiGRU 

technique for the recognition of malicious activities. Finally, the EPIO approach is exploited for the optimum 

hyperparameter selection of the MHA-BiGRU methodology. A complete set of experiments was applied to 

validate the performance of the BCMHDL-IDSSN algorithm. The simulation values emphasized that the 

BCMHDL-IDSSN algorithm gains high efficiency over other techniques.  
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