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Abstract

Artificial Intelligence (Al) can become a great asset to produce cryptographic keys in order to improve the security of
the encryption methods. While using machine learning algorithms Al can generate most complex and unpredictable
keys to prevent brute-force and cryptanalyst attacks. Key generation using Al also allows the design of cryptographic
solutions that adapt to the context in which the key is used. It also enhances the conventional security measures while
simultaneously providing great opportunities for creating flexible security solutions. This paper proposed a new text
security method based on the integration of the cryptography and steganography, where the suggested method is done
based on OpenAl API. The proposed method is consisted of three steps, and these steps are key generation, text
encryption, and data embedding. The first step, is utilized by using GPT-2 model to generate set of keys for both
cryptography and steganography steps. The second step, is starting by converting the plaintext to ASCII format, then
performed modulo arithmetic operation between ASCII values and the keys that generated from the previous step,
then convert the achieved equation results to Hexadecimal format, and finally convert these values to binary and these
values represent the final ciphertext. The last step of the proposed method is done by hiding the binary values within
image, this done by select positions randomly, then used GPT-2 model to generate another set of keys to shift the
values of random positions, then applied least significant bit (LSB) algorithm to hide the bits within the final position
with different color channels. The proposed approach provides a basis for the development of new-generation secure
communication systems in the context of Al.
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1. Introduction

Artificial intelligence is a new branch of computer science where a human or a computer program teaches a computer
how to think like a human being. By using machine learning, natural language processing and neural networks Al
systems can deal with massive amount of data and identify patterns, make decision and execute tasks on their own [1-
2]. On other hand, security can define as the measures and procedures aimed to protect computer systems, data, and
networks from unauthorized access, theft, damage or interference [3]. Where security is an essential component of
today has developed digital environment, covering hazards from cybercriminals, info leakage, and system weaknesses.
With the growth of smart attacks, security measures have become preventive and encompass threat identification,
encryption as well as intrusion prevention [4]. Al and security are two interrelated fields meaning that the two borrow
and develop from each other. Al improves security because threats can be detected and analysed in real-time with the
subsequent possibility to counteract them together with such threats as high-impact cyberattacks. They can work
through large amount of data, to identify occurrences of security breaches, analyse signs of such breaches, and learn
about new types of threats. On the other hand, security of these Al technologies is paramount since these technologies
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can be attacked via data poisoning, adversarial inputs and model theft. Integrated between Al and security is paramount
for dealing with issues within the context of a dynamic technological environment, in which Al creates new security
solutions while at the same time the security field guarantees the stability and credibility of Al solutions. Combined
they offer a framework for constructing robust, flexible, and safe systems in a world that is increasingly interconnected
[5-6].

A large number of cryptographic techniques has been proposed and published in the literature over the years, where
different methods have been suggested by researchers to deal with numerous security issues and strengthen security.
A new visual cryptography method is proposed by [7], where the suggested method is starting by fusion both cover
and hidden images based on advanced data embedding techniques. Then, divided image into 3 x 3 blocks, then used
a secret key for encryption the picture. Francis and Monoth [8] presented a new random visual cryptography, this done
by using multiple security layers with embedding method, where the main advantage is the pixel expansion and
codebook design issues are averted. A novel method to enhance the security database based on cryptography and
genetic operators is proposed [9], where this method starting with data encrypting based on cryptographic algorithms.
After that, applied the genetic operators for encryption process enhancement. A new cryptography method is suggested
to encrypt the sensitive data [10], this method is done by using privacy score value to isolated sensitive attribute from
non-sensitive attributes, and then generated set of keys, and finally, adaptive elliptical curve cryptography method is
applied. Sharma et al. [11] proposed a new text cryptography method based on elliptic curve cryptography, where this
method is done by leveraging elliptic curve coordinates as keys. An image encryption method is suggested by [12]
based on elliptic curve cryptography (ECC) method. Firstly, ECC is applied to encrypt image, then shuffled the rows
and columns for the cipher-image. Saravanaselvan and Paramasivan [13] suggested a new One-Time pad
cryptographic method based on Huffman Source Coding with Energy Aware sensor node Design, where the distance
needs for sending is calculated before transmission with the using of WSN applications. Various existing security
vulnerabilities was analyzed by [14], and then proposed corresponding security suggestions and improvement
measures for authentication schemes identification and carry out security evaluation of cryptographic algorithms. A
novel cryptography method is suggested based on Neural Networks Graph and machine learning to classify Bitcoin
transactions either illicit or licit [15], where the suggested method is done using Elliptic dataset data. Shidaganti et al.
[16] proposed a new security method in cloud based on both cryptography and image steganography, this done bay
using Advanced Encryption Standard method and Diffie-Hellman algorithm. A hybrid cryptography method is built
to enhance cloud security based on symmetric and asymmetric encryption methods [17], where AES method is applied
at the sender’s side, while the ECC method is applied at the receiver side.

Due to patterns and randomness, Al model generating keys are more complex and resistant to hacking and
cryptanalysts. This approach also allows the output keys to be developed and updated more rapidly while enhancing
the general protection of data. The main contributions of the proposed system are:

e Advanced Key Generation: Al-embedded GPT-2 is used for cryptographic and steganographic keys generation,
thus increasing the complexity and non-linearity of the used security aspects.

e Integrated Cryptography and Steganography: Applies both cryptographic encryption and steganography to come
up with a two-tier principle of security in communication.

e Context-Adaptive Security: Optimizes adaptations of cryptographic solutions with regard to key usage
scenarios, enhancing flexibility of usage in various situations.

e Steganographic Innovation with Al: Integrates GPT-2-produced keys for elements of data embedding location
in images, increasing steganography operations’ security and unpredictability.

e Foundation for Al-Based Security Systems: Creates a new paradigm for incorporating Al into cryptographic
and steganographic techniques for building the future generation of secure communication systems.

The paper is organized as follows: section 2 clarifies the materials and methods of the proposed method. Then, in
section 3, the evaluation criteria and the achieved results of the proposed method is presented. Finally, the conclusions
are described in section 4.

2. Materials and Methods

A new security method is developed by using GPT-2 to generate encryption keys and employing steganography for
image embedding. Where the proposed method methodology is divided into three steps: key generation, text
encryption, and data embedding, where the steps of the proposed method is shown in Figure 1
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Figure 1.The steps of the proposed methods

( Key generation

A Key Generation Using GPT-2

The first step is creating encryption keys based on the GPT-2 model, where GPT-2 is used due to its generative
language model with high language generation capacity derived from the input prompt, and it used to create set of
encryption keys that will be more secure. Where a special call is made to guide GPT-2 to create a random
cryptographic key and the call itself is created to ensure that the resulting key is truly random. For example, the model
can be prompted with: “write out secure sets of encryption keys in decimal form”.

B. Text Encryption

The second step of the proposed method is text encryption, this method is done to encrypt the plaintext message using
five steps and these steps are shown in Figure 2.

Convert plaintext to ASCII

Generate set of keys by GPT-2
Perform modular addition

04 Convert numbers to Hexadecimal

Convert Hexadecimal to Binary

Figure 2. The steps of the proposed methods
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As shown in Figure 2, the proposed cryptography method is starting by converting the plaintext characters to numerical
form using a character to code conversion (ASCII) where each character is converted to its equivalent ASCII value,
then a simple modulo arithmetic is performed on the textual data using the key which helps to ensure that the encrypted
text is just sufficiently non-linear yet is not computationally expensive, and this done based on the following equation

Enc = (Plaintext character (in ASCII) + first number from generated key) mod 256 (1)
After that, the encrypted output is encoded to another format (hexadecimal string), and finally, the obtained

hexadecimal string is converted to binary format and these numbers are represent the final ciphertext to embedded
with the cover image. The proposed cryptography steps are clarified in Algorithm 1.

Algorithm 1: Cryptography

Input: Plaintext
Output: Ciphertext
Step 1. Plaintext Converting to ASCI|I
Convert each character within plaintext to its equivalent ASCII format.
Step 2. Key generation
Use OpenAl GPT-2 to generate a cryptographic key (include set of keys).
Step 3. Perform modular addition
Apply the following equation for each character in plaintext
character in ASCII + generated key = the total (mod 256)
for example: O (79) + 127 = 206 (mod 256) = 206
Step 4. Results converting to Hexadecimal
Convert each achieve results to its equivalent Hexadecimal format.
Step 5. Hexadecimal converting to Binary
Convert each Hexadecimal to binary, and the achieved numbers are representing the ciphertext.
Step 6. End encryption:
Return the ciphertext.

End Algorithm

C. Data Embedding within Image

Finally, after converting the text into machine code is followed by steganography where the encrypted text is integrated
into an image based on the steps that illustrated in Figure 3.
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02 Generate set of keys (2) by GPT-2
Change position based on Key (2)
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Figure 3. The proposed steganography steps
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Where the used image is function as the carrier (cover image) and must be able to hold enough capacity for the
encrypted data. For this purpose, select random positions within image (select random X and Y values), then GPT-2
model is used to generate set of keys to shift the selected positions based on these keys, the LSB method is used
because of the easy implementation and does not disrupt the visual quality. The LSB is applied within image pixels,
and each pixel are made of 3 color channels (Red, Green Blue) and the least significant bit of each of the 3 colors is
change, where the color channels is also chosen randomly. The same process is done until all the binary data will be
inserted in the cover image, and finally saving the Stego-Image and can send it securely. The proposed steganography
steps are clarified in Algorithm 2.

Algorithm 2: Steganography

Input: Ciphertext (in binary)
Output: Cover image
Step 1. Load ciphertext and the Image

Load the achieved binary sequences that achieved from Algorithm 1 as ciphertext, and load the
image to hide the message inside it.

Step 2. Select hiding positions
After choose the image, based on their height a width we choose random X and Y positions.
Step 3. Key generation

Use OpenAl GPT-2 to generate a key to shift selected position that obtained from previous step
(include set of keys).

Step 4. Choose the pixel's Color embedded
Select either to embedded the binary number in red or green or blue.

Step 5. Application of Least Significant Bit method
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Applied least significant bit (LSB) of each pixel in the image to embed the binary sequence in one
color channel.

Step 6. End message hiding:
Return the cover image.
End Algorithm

3. Results and Discussions

The performance evaluation of the suggested method is done based on calculation the cryptography and steganography
times, where Table 1 and Figure 4 are shown the encryption and decryption times needed to converted plaintext to
ciphertext and vice versa, this done by using different messages with various sizes.

Table 1: The required cryptography times in term of seconds

Message size (characters) Encryption (s) | Decryption (s)
100 0.041 0.018
500 0.236 0.114
1000 0.483 0.374
1500 0.710 0.424
2000 0.862 0.503
2500 1.379 0.918
5000 1.986 1.56
10000 4.025 2.78
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Figure 4. The required cryptography times in term of seconds

While the bits hiding and restoring times required to embedded and extracted ciphertext within image by using
different messages with various sizes are shown in Table 2 and Figure 5.
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Table 2: The required steganography times in term of seconds

Message size (characters) Hide (s) | Extract (s)
100 0.034 0.007
500 0.187 0.049
1000 0.313 0.154
1500 0.499 0.266
2000 0.580 0.402
2500 0.632 0.479
5000 1.159 1.002
10000 2.603 1.879
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Figure 5. The required steganography times in term of seconds

4, Conclusion

This study is proposed a new text security method using both cryptography and steganography; the suggested method
is depending on the concept of Al. Integrating the keys generated by GPT-2 with the LSB and using an efficient
steganographic approach for concealing, this methodology offers a new and secure model for text encryption.
Randomness of GPT-2 model along with the characteristics of steganography guarantees the encrypted text’s safety
and its impossibility to read by intruders. For future work, investigate the improvement of the current technique to the
more sophisticated GPT-4, and can expand the encrypted text capability to other more formats, audio, video, and 3D
models.
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