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Abstract

The fast growth of artificial intelligence technologies, especially language processing technology has
obscured the lines in between human-generated text comparing to chatbot-generated message.
Recognizing which generated such, a text is essential for applications like information generating and
manipulated text in order to guarantee authenticity between communicated parties. This research
applies to a set of machine learning models to identify text as either human-written or chatbot-
generated. The methodology of this research starts with a dataset including text generated from
different Large Language Models (LLMs) along with a text generated by a human. After that, Tf-Idf
ranking vectorization was used to define word embedding has and represent the text numerically.
Then, different Machine Learning (ML) models leveraged recognize whether a human or a chatbot
generated a text. The ML models applied include Logistic Regression, Random Forest, Decision Tree,
Gradient Boosting, Naive Bayes, and XGBoost. For this study accuracy, precision, recall, F1-score
were used to evaluate the system. The dataset first was split into 80% for training and 20% for testing.
Out of all implemented models, the Random Forest model reported the best with accuracy of 88%.
Logistic Regression reported a close accuracy of 85%. The Random Forest model showed an 8%
improvement compared to previous studies that reported an accuracy of 80%. Confusion matrices
revealed that the Random Forest model provided high precision and recall, minimizing classification
misleading of human or chatbot text. The research focused on studying the ability of ML models in
identifying human vs. chatbot-generated text. The results showed the RF model was the best among
other models with 88% accuracy. This accuracy shows a possible usage of such models in real-world
applications that requires the confidentiality of human writing.
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1. Introduction

The new development in Al technologies with the advancements of transformers and the text
embedding techniques made it more difficult to compare human-generated to chatbot-generated
text. Chatbots are natural language conversational bots developed using LLMs. Example of such
chatbot is the ChatGPT built by OpenAl and the Google Gemini chatbot. These bots provide content
generation services as well as conversational services. Despite the benefit these chatbots provide,
they raise concerns about authenticity of content generation. It becomes hard to tell whether chatbot
or a human generates a text. It is required for applications like Al misinformation generation, fake
news and many others [1].

The LLMs receive a prompt from the user as input. Then, LLMs predict the next word in the context
of the prompt according to content that its model trained on. LLMs trained on very large datasets of
articles, books, news, and many more text. Due to that, such models can generate creative outputs
such as whole answers and sentences or even poems and essays. These models developed depending
the concept of transfers and attention mechanism [2], [3]. Model like GPT-4 has been trained on a
large amount of text. Due to that such model was able to pass many professional and academic tests

[4].

Users interact with an LLM via Al conversational chatbots. An Al chatbot is an application leverages
LLMs technology to provide human-like conversation [5]. The old versions of chatbots used rule-
based mechanism which response according to a set of answers they have set to. Then, these chatbots
developed with Al-powered advancement using ML and Natural Language processing NLP too that
helped understanding and interpreting user input according to its contexts, sentiments, and intentions
[6], [7]. Figure 1. shows the general architecture of Al conversational chatbot [8].
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Figure 1. Al conversational chatbot architecture [8]
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The OpenAl technical report regarding their latest LLMs model called GPT-4 reported that despite
GPT4’s advancement in content generating, it still producing errors in reasoning and hallucinating.
Their report recommended full care to be taken regarding output chatbot provide. Although, GPT-4
considerably decreased delusions compared to previous models, it still not accurate enough to be
considered as credible source of information. According to its evaluation on different factuality
evaluation dataset, its accuracy was around 80%, which is better than previous models 19% scores
higher than others [4]. Figure 2 shows GPT4 performance on different factual datasets.
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Figure 2. GPT-4 performance comparing to previous versions of GPT on nine adversarial-
factuality datasets [4].

In a study presented by Zhuo et al. about the ethical issues related to ChatGPT and many advanced
large language models LLMs, they reported that despite LLMs have influenced numerous
technologies, they still produce have biasness and toxicity that pose moral and societal risks.
Through many experiments, authors measured ethical issues such as dependability, biases,
dependability, robustness and toxicity using many datasets. Their study ended with the fact that
current models still have many ethical concerns. The authors emphasized the importance of their
findings on ChatGPT’s Al ethics and offered potential future concerns and practical design
considerations for LLMs. Ultimately, the authors concluded that their research provides valuable
insights into future endeavors to identify and mitigate ethical risks associated with LLM
applications[9]. A lot of other studies presented to measure accuracy, biasness, toxicity, authenticity,
and trustworthiness of LLMs chatbots such as [10], [11], [12], [13], [14]. These studies drive our
attention to the importance of determining whether a text generated by a human or Al chatbot to
guarantee authenticity and credibility.

Machine learning models have emerged as a solution for text classification. They showed great help
because they not only reduce the time for processing but also their ability to analyze huge volumes
of text data in a fast way. Standard models like Logistic Regression and Decision Trees have been
successfully applied to text classification problems. Furthermore, models like Random Forest and
gradient boosting techniques, such as XGBoost, have gained popularity for their ability to capture
non-linear relationships in complex datasets.

The process of distinguishing human vs. chatbot text requires extracting meaningful and linguistic
patterns and from the text. Human-written text often has the property of a higher degree of creativity,
irregularity, and context-dependent distinctions. On the other hand, chatbot-generated text leans
toward being more structured and repetitive with high formal writing and styling. This is because
chatbots reflect the inherent biases of the training data and algorithms used to generate it [15]. Using
proper feature detection methods like Term Frequency-Inverse Document Frequency (Tf-1df) in
addition to applying selected machine learning technique, Al chatbot writings can be detected with
high accuracy.

This research investigates the effectiveness of machine learning models in identifying a human from
Al chatbot text. Different ML models were applied in this research including Logistic Regression,
Random Forest, Decision Tree, Gradient Boosting, Naive Bayes, and XGBoost. The project aims to
find an effective model for this task. The main goal is to help with future studies as well as
applications involved in detecting human and Al writing apart.
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2. Related Work

Text classification has been studied extensively, but with the emergent of Al-powered chatbot, this
field returned as a trend in research area.

Godghase et al [16] build a machine learning model to distinguish human written text from chatbot
generated text. The authors developed a large dataset consisting of more than 750,000 human written
text along with chatbot-generated text for the same topic. In their research, authors used feature
analysis along with embedding is methods to train the ML model. In the feature extraction step, they
focused on a group of linguistic characteristics represented by word choice and sentence structure.
In addition to that, they used PCA and LDA for feature engineering. Traditional embedding methods
like GloVe, Word2Vec, and T{-1df and transformer-based technique like BERT were applied used to
build text representation numerically. With different feature extraction and selection methods and
different ML models, they achieved high classification accuracy of 96%.

Katib et al. [17] developed a novel method to detect texts from humans and ChatGPT through the
Tunicate Swarm Algorithm among with Long Short-Term Memory Recurrent Neural Network
(TSA-LSTMRNN). The approach used Tf-1df, word embedding’s along with count vectorizers to
extract features. The LSTMRNN model handled the process of training and classification of text. A
TSA helps pick the best settings to improve detection quality. Tests on reference data sets proved
the TSA-LSTMRNN system outperformed other recent methods with high accuracy reached to
93.17 % for human texts and 93.83 % for ChatGPT text.

Luo et al. [18] conducted an experiment with over 62 thousand customers to examine the
performance of chatbots and human in outbound income calls. The results of their study showed
that chatbots are effective as human expert in that field and they are better than laymen four times
in providing income calls and increasing purchases. However, revealing the chatbot identity to
people lowered the purchase rate to 79.7%. The disclosure also reduced name duration, as clients
perceived disclosed chatbots as much less informed and empathetic. This terrible effect of disclosure
may be mitigated with the aid of delaying the chatbot’s identity monitor and leveraging clients'
previous Al revel in. The look at offers precious insights for chatbot software, client targeting, and
conversational commerce strategies.

Mitrovi¢ et al. [19] investigated the difficulty of distinguishing human writings from ChatGPT
writings, especially with short text reviews. The study used an explainable Al tool called Shapley
Additive explanations (SHAP) to explain the ability of ML in distinguishing chatbot from human
text. A fine-tuned transformer-based model used to classify the text. The study found it is hard to
discover alternated or rephrased ChatGPT text. Their model was able to distinguish human from
ChatGPT text with 79% accuracy. The investigations revealed that ChatGPT as a chatbot provides
text that is more impersonal and polite with emotions in expressions with using more complicated
vocabulary that is different when compared to human writing.

Akpan et al. [20] examined the evolving role of Conversational and Generative Al (CGAI/GenAl),
particularly in human-chatbot interactions, and its impact on various fields. Their study highlights
the rapid growth of CGALI research, with 96% of publications occurring between 2019 and 2023.
Key use cases of CGAI, such as ChatGPT, are prominent in education, particularly in computer
science, healthcare, engineering, and business. The study identifies significant benefits, like
enhanced human-computer interaction and support in academic tasks (e.g., syllabus creation,
testing, and writing). However, concerns about misuse, such as plagiarism and privacy violations,
especially in healthcare, were also noted. The authors emphasize the need for strategies, policies,
and detection mechanisms to address potential challenges in both educational and operational
contexts, advocating for further research into CGAI integration in decision-making systems.

Prova et al. [21] focused on the growing challenge of distinguishing between Al-generated and
human-written text, an issue with significant ethical, legal, and social implications. Their study
proposed an Al detection model using ML techniques like XGB Classifier, SVM, and the BERT
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deep learning architecture. The results showed that BERT outperformed the other models, achieving
an accuracy of 93%, compared to 84% for XGB and 81% for SVM.

Repaka et al. [22] addressed the demanding situations of computational efficiency and aid allocation
in training LLMs. Their examine utilizes the "Human vs. LLM Text Corpus" from Kaggle to
evaluate allotted training strategies along with data parallelism, model parallelism, and pipeline
parallelism. The assignment targets to both distinguish among human- and Al-generated texts and
optimize the schooling technique for LLMs. Preliminary outcomes display an 80% accuracy in
classifying texts and a 2.1x increase in education time performance the usage of parallelism
techniques. The observe contributes to the expertise of scalable LLM education, with implications
for improving efficiency, accuracy, and fault tolerance in disbursed gadget getting to know
structures.

Our research using the same dataset used by the last research [22]. This research uses this
comprehensive dataset, which incorporates text generated by popular chatbots like GPT-3.5, GPT-
4, Claude and Gemini-Pro and other Al models such as Bloom-7B, Falcon-180B, Flan-T5, Goliath-
120B, and LLaMA-13B. This variety of chatbot sources enables deeper analysis of variances
between texts generated by human Al-generated one. Previous studies examined text from ChatGPT
or single platforms. Our research uses text across different platforms versus text written by humans,
which makes our work distinguished from other previous studies.

3. Methodology

This study employs a machine learning-based approach to classify text as either human-written or
chatbot-generated. The methodology consists of four main stages: dataset preparation, feature
extraction, model training and evaluation, and performance comparison. Figure 3. Shows the main
stages of our proposed system.
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Figure 3. Methodology of our proposed model.
3.1 Dataset

The dataset used for this study is the publicly available "HumanvsChatbot" dataset from Kaggle[23].
This dataset has more than 7500,000 entries. It has five attributes represented by such as text (human
or Al chatbot), source (written by human or Al chatbot), prompt ID, text length, and word count.
Figure 4 shows the distribution of text generated by different sources. Approximately 44% of the
texts originate from human sources; while 63 different Al models like GPT-3.5, GPT-4, Claude and
Gemini-Pro and other AI models such as Bloom-7B, Falcon-180B, Flan-T5, Goliath-120B, and
LLaMA-13B, generate the remaining 66%. This variety of chatbot sources enables deeper analysis
of variances between texts generated by human Al-generated one. In this study, human-generated
text was labeled as 1, while chatbot-generated text from all other sources was labeled as 2. This
binary classification task aims to distinguish between these two categories based on linguistic
features. In this dataset, there are around 56% of the text generated by humans and 44% generated
by Al chatbots. Figure 4. Shows that distribution clearly.
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Figure 4. Text source distribution as human or Al chatbot
3.2 Data Preprocessing

Al-powered chatbots are restricted to what they are trained on and learned from. They have
processed formal and informal styles of writing. They learned not only from internet pages, but also
many other sources such as books, articles, news and many others. We tried to keep text generated
by both human and chatbots as it is so that pattern can be discovered clearly. We did not remove
stop words. We also did not apply stemming or lemmatization. Stemming or lemmatization can do
over-normalization like turning distinct words into their basic form that give another meaning like
“organization” and “organize”, which lower the discriminative power of features extraction using
Tf-1df.

Moreover, we did not apply any filtering or removing techniques such as word length and word
count. All that to keep human and chatbot styling in its real form to increase pattern identification.
However, we removed special characters, extra whitespace, and non-alphanumeric tokens, and
lowercased all text for consistency. In addition, we added bigrams as a choice to the feature
extraction step. Bigrams help with capturing word pairs that can provide contextual relationships
between words and help identifying semantic importance.

3.3 Feature Extraction

In order to define every word, represent it as a vector so that the machine can understand it, and
study its patterns, 7f-Idf (Term Frequency-Inverse Document Frequency) vectorization was applied
to convert the text data into numerical representations. In order to get a good representation for each
gram or bigram, the maximum feature dimension was defined at 5000 to represent the most relevant
terms to current term. To balance computational efficiency and model performance. The Tf
represents the occurrence of a word w in a text # compared to the number of words in that text (See
Equation 1). The /df measures the rareness of the w according to the whole dataset texts (See
Equation 2). The score of the Tf-Idf represents the weight of the w in its ¢ (See equation 3). The
higher the score, the more important the w to its .
occurrence ofawinat

Tf = 1
f total t words @

total of ts in a dataset

Idf =1 2
Og(number of ts contain w @

Tf — Idf = Tf x Idf 3)

Where t is the text in the dataset and w is a word in a text t.

3.4 Data Splitting
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After preparing the dataset and getting all the required features, the dataset was split into training
and testing. For this work, 20% of the dataset kept for testing and the remaining dataset was used to
train the machine-learning model. The target label, which is the source of the text, human (labeled
as 1) or chatbot (labeled as 2), were saved for measuring model performance in predicting text
whether generated by a human or a Al-powered chatbot.

3.5 Machine Learning Models

In this study, six ML models implemented include LR, RF, NB, GB, DT and XGBoost. These models
are commonly used for classification tasks:

3.5.1 Random Forest

RF is an ensemble learning technique that aggregates the predictions of multiple DT. Each tree is
trained on a random subset of the data, and a random subset of features is considered at each split.
The model predicts the class by taking a majority vote from the trees.

The Gini impurity criterion used to split the nodes in each tree is given by:
c
Gini (t) =1 — Z p? @)
i=1

where c is the number of classes, p; is the probability of class i in node t.

3.5.2 Logistic Regression
LR is a linear model used for binary classification. It predicts the probability that a given input
belongs to a particular class, based on the logistic function. The equation for LR is:

Py = 1H DZmm )

Where X is the feature vector of the input text (the TF-IDF representation), B are the model
coefficients, P(y=11X) is the probability that the text is chatbot-generated.

3.5.3 Gradient Boosting

GB is an ensemble learning technique that builds trees sequentially, with each tree trying to correct
the errors made by the previous one. The objective function for GB is the residual sum of squares
(RSS) or other loss functions depending on the task. For classification tasks, the gradient of the loss
function is minimized iteratively.

The model predicts the output yt for each instance at iteration t as:
yt=9t—1+nh(X) (6)

where yt — 1 is the prediction from the previous iteration, (X) is the newly added tree's prediction
at iteration t, n is the learning rate. Each subsequent tree h.(X) fits the residuals of the previous
model, minimizing the error iteratively.

3.5.4 Decision Tree

DT recursively partition the feature space to classify data points. At each node, the feature that
maximizes information gain is selected. Information gain is calculated using the entropy measure,
where the entropy H(S) for a set S of data.

c
HES) == ) pllogamd ()

i=1

where C is the number of classes, p; is the proportion of class i in the dataset S.
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A split is made on the feature that provides the greatest reduction in entropy. The DT recursively
repeats this process, splitting the data at each node, until it reaches a predefined maximum depth or
all data in a leaf node are of the same class.

3.5.5 Naive Bayes
NB is a probabilistic classifier based on Bayes' Theorem, assuming conditional independence of
features. The posterior probability of class y given features x (x4, X5, X3, ... . X))

Po) i, n(xi 1y)
p(x)

Where P(y) is the prior probability of class, p(x; | y) is the likelihood of feature x; given class y,
P(X) is the evidence, which normalizes the probabilities.

p(ylx)= ®)

The class with the highest posterior probability is selected as the predicted class.
3.5.6 XGBoost

It is an optimized implementation of GB that uses DT as weak learners. XGBoost is known for its
speed and performance, leveraging regularization and efficient computation. The objective function
in XGBoost is a combination of a loss function L and a regularization term ().

n k
(0) =) LOWT D+ ) 9f) O
i=1 k=1

where L(y;, ¥ ;) is the loss function for the ; th instance, Q(f;,) is the regularization term for tree
fi to control model complexity.

The model minimizes this objective function iteratively by adding trees that reduce the residuals of
previous predictions.

3.6 Model Evaluation
The models are evaluated based on the following performance metrics:

1. Accuracy: The proportion of correctly classified instances:
TP+ TN

_— 10
Total Instances 10
2. Precision: The proportion of TP among all cases predicted as positive:

accuracy =

Precision = —— (11)
TP+FP
3. Recall: The proportion of TP among all actual positives:
Recall = —— (12)
TP+FN

4. Fl-score: The harmonic mean of precision and recall:
Precision*Recall
(13)

F1-score = 2% —————
Precision+Recall

4. Results and Discussion

For this research implementation, Kaggle platform was used with its standard resources explained
in Table 1. The models were programed and run using Python 3.10.12 environment. Many libraries
were used like nltk, scikit-learn and many others.
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Table 1: Kaggle computational resources setting.

Resource Setting

GPU NVIDIA Tesla P100
GPU Ram 16 GiB

Disk Space 57.6 GiB

Table 2. Reports

the parameter setting for the whole models applied. The standard setting was

reported. We did not apply any parameter tuning technique and left that for the future work.

Table 2: Parameter setting for every machine-learning model applied.

Model

Parameter Setting

Random Forest Classifier

Number of decision trees=100, maximum depth=None

Logistic Regression

Objective function solver= Limited-memory Broyden—Fletcher—
Goldfarb—Shanno (L-BFGS) algorithm, maximum
iterations=1000

Gradient Boosting

Learning rate=0.1, Number of decision trees=100, maximum
depth=None

Decision Tree

Criterion="gini', maximum depth=None

Naive Bayes | Alpha=1.0, fit prior=True
(MultinomialNB)
XGBoost Number of boosting rounds estimated=100, learning rate=0.1,

maximum depth=6, subsample=0.8,
evaluation metric='mlogloss'

colsample bytree=0.8,

The experiment implemented over the seven machine learning models including Logistic
Regression (LR), Gradient Boosting (GB), Decision Tree (DT), Random Forest (RF), Naive Bayes
(NB), and XGBoost (XGB). Table 3. Shows the performance of these six models. Out of these seven
models, the Random Forest model reported the highest accuracy of 88% and the same for F1-score,
which made it the best model in identifying whether a human wrote a text or chatbot text. Logistic
Regression model was the next best model among the others. Naive Bayes and Decision Tree models
reported the worse results compared to all other models. The reason that these models did not
perform well might be to the degree of correlation between words that model could not discriminate
between human words and chatbot words, which led to bad performance.

Table 3: Models’ performance using precision, recall, F1-score, and accuracy

Model Precision Recall F1-Score Accuracy
(Weighted) | (Weighted) | (Weighted)
Logistic Regression 85 85 85 85
Gradient Boosting 83 82 81 82
Decision Tree 80 80 80 80
Random Forest 88 88 88 88
Naive Bayes 76 76 76 76
XGBoost 85 84 84 84
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In order to discuss the performance of these models according to class level classification, a heatmap
was developed (See Figure 5). The heatmap shows an important variation between models in terms
of label classification. Class 1 represents human text and class 2 represents Al chatbot text. In
general, Random Forest reported the highest for class 1 with precision of 92%, recall 80%, and F1-
score of 88%. It also reported the highest for class 2 with 86% precision, 0.94 recall, and 0.92 for
Fl-score. Logistic Regression also did well across the two class. On the other hand, Naive Bayes
reported the worst over all models, particularly for Class 1, where it achieves the lowest precision
75%, recall 69%, and F1-score of 72%.

Class-Level Metrics Across Models

Decision Tree - 077

0.90

Gradient Boosting -

Logistic Regression

Model

Naive Bayes -
Random Forest

XGBoost

Figure 5. A heatmap of class level models’ evaluation

Despite the fact that 56% of the text in the dataset was human generated text and 44% of the text
was Al chatbot generated text, this imbalance did not effect on class 2, Al Chatbot, which reported
higher precision, recall, and F1-scores across most models. These results suggest that the models
were able to recognize many patterns or linguistic features with chatbot-generated text compared to
human text. This also leads to the fact that Al chatbot, according to what they have learned and
trained on, have consistent stylistic or structural characteristics that make them different from human
in writing. On the other hand, human text has diverse styling, and it is more nuanced, which can
lead to complexity for models to grasp patterns to recognize human writing (Class 1).

The performance can be seen clearly using confusion matrices. For each model, a confusion matrix
was generated to analyze their ability to minimize misclassification. Figure 6 shows the confusion
matrix for some of the implemented models.
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Confusion Matrix - Gradient Boosting
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Figure 6. Confusion matrix for all of the implemented models.
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From the results above, it can be concluded that selecting the model for such a task is an important
step. The Random Forest model shows the highest performance compared to other models. It shows
this model ability to handle high high-dimensional data. Random Forest as an ensemble model was
able to average predictions from multiple decision trees making it particularly suitable for such a
task. Despite such a model was used in other studies for the same dataset such as [22], however,
they did not report that much accuracy. The highest accuracy reported from this previous study was
80% while in this research, it is 88% and that is 8% improvement. Our results showed performance
better than they were in the way we treated data. In their case, they delt with 33 class, but in our
case, we considered all Al chatbot text as one class and human text as another class. This provided
a high amount of data that helped the machine-learning model to recognize text and classify it. On
the other hand, a study conducted by Mitrovi¢ et. al. [19] reported low accuracy (79%) on another
datasets. In another research that used the GPTZero to distinguish human from chatbot writing
which reported low accuracy at 80% [24].

5. Conclusion

This study focused on classifying human-generated and chatbot-generated text using machine
learning. The study used the "HumanvsChatbot" dataset from Kaggle. The text was first
preprocessed and then features were extracted using the TF-IDF vectorization. Different machine
learning models were implemented. After training and testing, the Random Forest model showed
the highest performance among the other models with an accuracy of 88% and an F1-score of 0.88.
Such a model was able to recognize a text belonging to a human or Al chatbot returns to its ability
in dealing with high dimensional data and extracting patterns from it. This study showed the
importance of model selection and feature engineering in achieving high accuracy in text
classification. For future work, we recommend applying deep learning models that use transformers
mechanisms such as BERT or GPT. Another suggestion is to apply any of the optimization
algorithms to find the best model setting.
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