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1. Introduction 

Mobile Ad Hoc Networks (MANETs) constitute decentralized wireless networks that automatically construct 

themselves using mobile nodes operating through network-connected devices without centralized guardianship 

[1]. The connectivity network operates dynamically because individual nodes are routing intermediaries and 

communication hosts. MANETs find extensive applications in emergency response, military operations, and IoT 

systems because they are adaptable and expandable [2]. The lack of central governance and cooperative routing 

protocols creates numerous security risks for MANETs because attackers can launch several vulnerable attacks 

[3]. 

Black hole attacks seriously threaten the integrity of MANETs because they exploit vulnerabilities found within 

the routing mechanisms of AODV [4]. Attackers falsely advertise themselves as the destination's shortest path, 
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Abstract 
 

Establishing basic network connectivity by mobile devices depends on wireless communication during 

infrastructure downtime. Nodes within these networks use routing protocols to send data packets between one 

another until the packets reach their endpoint. The protocols have security weaknesses that permit harmful nodes 

to stage assaults on the network. Network disruption occurs through the Black Hole Attack, which blocks all 

data packets from getting to their destinations by intercepting them during their transmission. Security systems 

that detect intruders executing these attacks protect against the security challenge. A simulated wireless ad-hoc 

network scenario is the basis for assessing how well response systems fight against the Black Hole attack. In 

this paper, the Anti-Black Hole Ad hoc On-Demand Distance Vector (ABAODV) is the proposed solution to 

combat the Black Hole attack effects. During the experiments, ABAODV's modified AODV version and 

standard AODV protocol underwent performance measurements through throughput, Packet Delivery Fraction 

(PDF), Average End-to-End Delay (AED), and Normalized Routing Load (NRL) while operating in Black Hole 

attack environments and without such attacks. Through its NS-2 implementation, ABAODV achieved 99% 

effectiveness in combating the Black Hole attack. The entire simulation was conducted on a Linux platform, 

including mobility generation, analysis, results presentation, and NS-2 simulation. 
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compromising the route discovery process of MANETs. After being chosen as an intermediate node, the attacker 

stops all data packet delivery to destination addresses [5]. The attack causes severe network performance 

degradation, generating packet loss, reduced throughput, and expanded end-to-end delay [6]. 

The AODV protocol discovers routes effectively yet lacks self-defence features that result in Black Hole attacks 

[7]. Security-related research on MANETs has become critical because these mobile networks are gaining 

increasing importance across every industry sector. Various solutions have emerged in research to detect and 

remove Black Hole attacks by using trust-based detection approaches, developing new protocols, and 

implementing route verification systems [8]. The security solutions operate to discover suspicious network nodes 

before isolating them from their network environment to enable uninterrupted, reliable data transfers. This work 

makes the following key contributions to the secure operation of MANETs under Black Hole attack conditions: 

 Design of a Security-Enhanced AODV Variant: We introduce a modified AODV routing protocol termed 

ABAODV that embeds authentication and integrity checks into the route discovery and maintenance phases, 

thereby enabling on-the-fly detection of Black Hole nodes without altering the network’s foundational 

architecture. 

 Black Hole Detection Mechanism: A novel in-protocol detection module is developed, which monitors 

sequence numbers and route reply (RREP) patterns to distinguish legitimate route advertisements from 

malicious fabrications. This module triggers an immediate isolation of identified attackers, preventing them 

from participating in subsequent routing. 

 Integrated Performance Evaluation Framework: To rigorously assess the security solution, we define and 

employ four complementary metrics Packet Delivery Fraction (PDF), Throughput, Average End-to-End Delay 

(AED), and Normalized Routing Load (NRL). This framework allows simultaneous measurement of both 

security effectiveness and protocol overhead. 

 Comprehensive Simulation and Analysis: Extensive NS-3 simulations under varying node densities and 

mobility patterns demonstrate that ABAODV maintains high PDF and throughput while incurring only 

marginal increases in AED and NRL, even in the presence of multiple Black Hole attackers. 

 Demonstration of Enhanced Network Resilience: Empirical results confirm that the proposed approach 

significantly mitigates the impact of Black Hole attacks, improving overall network robustness and reliability 

without requiring out-of-band security infrastructure or trusted third parties. 

The remainder of this paper is organized as follows: Section 2 reviews related work on existing countermeasures. 

Sections 3, 4, and 5 provide a background on MANETs, AODV, and the Black Hole attack. Section 6 presents the 

proposed solution, followed by simulation results and analysis in Sections 7 and 8. Finally, Section 9 concludes 

the paper. 

2. Related Work 

Numerous efforts documented in the literature focus on combating Black Hole attacks. Below, we present various 

detection strategies for Black Hole attacks:   

In [9], Naveena et al. proposed trust-based routing protocols to stop black-hole attacks inside Mobile Ad-hoc 

Networks (MANETs). The proposed method uses a Data Retrieval (DR) table as part of trust level monitoring 

during route formation processes to establish secure data transmission. The technique detects attacker nodes 

successfully and removes them to reach a packet transmission rate of 98%. Transmission performs better, and the 

delay time decreases during the execution of the NS-2.35 version simulation. The team's researchers organize 

future research on reducing energy consumption within Mobile Ad-hoc Network systems. 

In [10], Nakano et al. proposed a detection solution based on dummy RREQ packets to exclude malicious nodes 

from AODV-based MANETs. The study defends AODV networks from black-hole attacks because malicious 

nodes exploit the RREP packet forging method to interrupt communication. The active black-hole detection system 

within the proposed method delivers enhanced efficiency for packet delivery. The proposed method reaches a 

100% packet arrival success rate, whereas standard AODV under attack does not provide any packets to its 

intended destination. The authors plan to improve their method to function more effectively when working with 

dynamic environments having frequently changing nodes and evolving link relationships. 

In [11], Mahmoud et al. introduce IASAODV as a modified AODV routing protocol to combat black-hole attacks 

in MANETs, and it evaluates RREQ and RREP messages via Route Reply Table (RRT) to identify suspicious 

nodes. The research targets the security weakness in AODV networks because black-hole attackers exploit RREP 

message forgery to disrupt communication. Simulation tests using NS-2 demonstrate that IASAODV enhances 

packet delivery performance, throughput, and routing system load measurements compared to AODV alone or 

IDSAODV under multiple active black-hole nodes. The proposed method leads to longer end-to-end delays, as it 

needs increased waiting periods. The proposed system will focus on resolving wormhole and gray-hole security 

threats in upcoming research. 
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In [12], Prabhakar et al. introduce AODV-BS, a protected version of the AODV routing protocol designed to 

withstand black-hole attacks in MANETs through threshold evaluation and cryptographic verification. AODV 

suffers from black-hole attacks because malicious nodes intercept and then discard data packets, which constitutes 

the problem addressed by this research. AODV-BS demonstrates better delivery ratio performance and higher data 

throughput while requiring lower maintenance overheads than standard AODV during attacks from black holes. 

The designed protocol delivers 85% of packets effectively while reducing end-to-end delay substantially. 

Additional security enhancement methods will be developed to protect against wormhole and gray-hole attacks. 

In [13], Gaurav et al. proposed a security system composed of Blowfish encryption and a Digital Signature 

Algorithm (DSA) form the foundation of this paper to deter and stop black-hole attacks against AODV-based 

MANETs. The research addresses the security issue AODV faces because black-hole attacks make the network 

susceptible to malicious nodes dropping packets. The proposed security framework achieves a higher packet 

delivery ratio and throughput rates. It carries a lower network routing load when implemented with NS-2.34 than 

standard AODV under black-hole attacks. The proposed method operates at a continuous throughput level between 

85-90% while decreasing end-to-end delay duration. Researchers plan to create simpler approaches that require 

low additional resources. 

In [14], Murty et al. introduce Secure and Light Weight AODV (SLW-AODV) as a new routing protocol that 

defends Mobile Ad hoc Networks (MANETs) through protection against blackhole and cooperative blackhole 

attacks. The security mechanism includes CRC with chaotic maps to strengthen route discovery and data 

forwarding processes. The simulation findings demonstrate that SLW-AODV delivers superior performance than 

existing protocols AODV, MSN-AODV, CPM-AODV, and R-AODV by achieving higher throughput while 

maintaining excellent packet delivery ratio (PDR) and reduced average end-to-end delay (AE2ED) whose result 

demonstrates strong attack resistance capabilities. The results show how this technique successfully detects 

harmful network nodes and protects performance when facing various attacks. 

3.  Ad-hoc On-Demand Distance Vector (AODV) Routing Protocol  

AODV stands for the Ad-hoc On-Demand Distance Vector protocol, which handles automatic multi-hop routing 

for mobile nodes across ad-hoc network environments. The routing process for new destinations occurs speedily 

without mandating nodes store routes for inactive locations [15]. The mobile nodes using AODV can quickly 

detect link failures and network topology modifications. All mobile nodes work together using routing control 

messages to establish the route to a destination by following the AODV protocol [16]. 

Routing information freshness at AODV depends on utilizing sequence numbers as freshness indicators. Each 

networking device independently maintains its sequential value and then increments it before sending either an 

RREQ or RREP message [17]. The routing messages contain sequence numbers, while routing tables maintain 

them for storage. The AODV routing protocol prefers new routing information indicated by higher sequence 

numbers and lower hop counts in received Route Requests and Route Replies. A route will always be selected 

over another when its sequence numbers are newer, regardless of hop count values [18].  

AODV establishes paths to the destination using control messages such as Route Requests (RREQs), Route Replies 

(RREPs), Route Errors (RERRs), and hello messages. These messages are sent using UDP/IP protocols [19][20]. 

3. 1 AODV Work  

Node "A" begins communication with node "G" by first generating a Route Request (RREQ) message. The 

neighboring nodes receive the message before spreading it to their adjacent nodes. The process continues moving 

from node to node until a freshly discovered route to the destination or the destination node is located [21-26]. The 

Route Reply (RREP) message is sent back by the destination node or any intermediate node with a current route 

to establish communication. After reaching node "A" with the RREP, the route becomes active between "A" and 

"G" enabling their mutual communication. The figure below demonstrates control message transmission from 

source to destination nodes [27]. 
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Figure 1. AODV Route Discovery 

 

3.2 Route Maintenance in AODV 

A Route Error (RERR) message returns to the source node after a failed link causes broken routes between the 

source and its neighboring nodes. After receiving an RERR before eliminating routes containing the faulty nodes, 

the receiving node reviews its routing table. Node "E" generates a Route Error (RERR) message to notify the 

source node about the broken route after the failure of the "E-G" link during Route Request (RREQ) broadcasting. 

Figure 2 depicts the described process [28-30]. 

 

 

Figure 2. Route Maintenance in AODV 

 

4. Black Hole Attack  

MANETs experience multiple attacks targeting their Physical, MAC, and Network layers since these components 

support the routing functionality of ad hoc networks. The primary objective of network layer attacks involves 

preventing packet transfer, or their routing message parameters must be altered (sequence numbers and hop 

counts). Active attacks include a Black Hole attack as one of their types [31]. A malicious node executes this attack 

by actively waiting for the RREQ messages that neighboring nodes send. The dishonest node quickly generates 

fraudulent Route Reply (RREP) messages after receiving an RREQ for destination route advertisement purposes. 

Using an elevated sequence number, the attacker can display a valid routing entry to the victim node before any 

authentic RREP reaches the destination. Following this entry into the network, the requesting node receives false 

information about the route completion through the malicious node. Hence, it begins packet transmission, which 

results in total packet loss. A Black Hole node exhibits two main behaviors [32-36]: 

 It advertises itself by presenting a larger or the highest possible destination sequence number, making it appear 

to have the most up-to-date route to a particular destination. 

 It is an active Denial of Service (DoS) attack in MANETs, where the Black Hole node absorbs the network 

traffic and discards all the packets. 

A malicious node that exhibits these behaviors is added in Figure 3 to demonstrate the Black Hole attack. 
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Figure 3.  Depiction of a Black Hole Attack 

Node M is identified as the malicious node within the network. The process begins when the source node, S, 

initiates a Route Request (RREQ) to discover a route to the destination node, D. Node S broadcasts the RREQ 

message received by neighboring nodes N1, N2, and N3. Since these nodes do not have a valid route to the 

destination, they forward the RREQ message to propagate it across the network further. 

In this case, a malicious node, node M, also receives the RREQ broadcast from Node N3. Using the situation, 

Node M sends a false Route Reply (RREP) message back to Node N3. This RREP message contains misleading 

information, such as an unusually high destination sequence number (42949643210), which causes the network to 

believe that Node M has the most recent and optimal route to the destination. Additionally, Node M advertises a 

very low hop count, making it appear to have the shortest and most efficient path to Node D. 

Node N3, unaware of the malicious behavior, forwards the false RREP message back to Node S. As a result, Node 

S updates its routing table with the incorrect information, believing that Node M provides the best route to the 

destination. This is a classic example of a Black Hole attack, where the malicious node misleads the network into 

routing data through it, potentially allowing it to drop, intercept, or misroute the data packets, compromising the 

network's functionality. 

5. Black Hole Test  in AODV  

The proposed Black Hole implementation was tested to validate its functionality using NS's NAM (Network 

Animator) application. Two simulation scenarios were conducted.  

In the first scenario (Figure 4), no Black Hole Node is present, as the simulation depicts. The communication 

between Node 0 (labeled "src") and Node 5 (labeled "dst") is successfully routed through the intermediate nodes 

(Nodes 2, 3, and 4). The RREQ message is propagated through these nodes, and each intermediate node forwards 

the message towards the destination. When viewed in the NAM (Network Animator) tool, the simulation 

demonstrates that the data flows smoothly from the source node to the destination node without any disruption, as 

no malicious nodes (Black Hole nodes) interfere with the process. This ensures the data reaches its destination 

through an optimal and correct routing path. 

 

 

Figure 4. No Black Hole attack. 
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In the second scenario, as depicted in the simulation, Node 6 functions as a Black Hole Node and intercepts the 

packets between Node 0 (the source) and Node 5 (the destination). The Black Hole Node, acting maliciously, 

captures the RREQ and RREP messages, making it appear as the optimal path to the destination. This results in 

the malicious node misleading the network into routing the data through it. The simulation shown in Figure 5 

demonstrates how Node 6 (the Black Hole Node) captures and potentially drops or misroutes the traffic, disrupting 

the flow between the source and the destination. This attack prevents the intended data delivery from reaching its 

destination and can severely affect the network's overall performance. 

 

Figure 5. Black hole intercepts 

6. Proposed Solution 

The ABAODV design tackles nomadic computing limits through an attack defense system with little processing 

power. The implemented solution is a simple defense method that maintains constant operations for intermediate 

and destination network nodes. CheckReply constitutes the only functionality introduced in AODV that does not 

affect its standard execution. The continuous RREP packet receiver function performs false packet elimination. 

Implementing false RREP packets containing 4294967295 sequence number and hop count value 1 constitutes a 

Black Hole attack. The attacker selects 4294967295 as the sequence number because it represents the highest value 

in a 32-bit unsigned integer range, allowing the intermediate nodes to use the false routing data from the RREP 

packet. The malicious node raises its sequence number during the following data discovery stage, yet such 

elevation resets to zero after reaching the maximum bound; consequently, the source node gets another RREP and 

selects the highest number sequence, leading to traffic absorption. Any RREP packets that contain this suspicious 

information will trigger the checkReply function to identify malicious nodes, thus leading to their removal, as 

shown in Figure 6.    

 

Figure 6. Remove false RREP Packets 
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The proposed solution brings the following main benefits to the system: 

 Through early detection, the harmful node is swiftly eliminated so it will not participate in future processes.  

 The operations of the AODV protocol maintain their original configuration without modifications.  

 A modest amount of memory utilization exists because new elements remain minimal in number. 

 The security approach adopts an easy solution for maintaining normal middle and final network node 

operations. 

 

7.  Performance Metrics 
     

 Evaluating ABAODV routing protocol performance uses multiple evaluation metrics against alternative 

routing protocols. Network performance indicators include throughput, NRL, AED, and PDF. Throughput 

works with PDF to measure packet delivery efficiency over time, where better performance occurs when 

values increase. The description states lower AED and NRL values signify better protocol efficiency. Through 

network communication, these metrics are essential for determining the total performance level of protocol 

systems. Table 1 illustrates a comparative analysis of protocols under normal conditions, with Black Hole 

attacks and the proposed ABAODV protocol. It highlights the differences in throughput, NRL, AED, and PDF 

performance, showing how the proposed system performs relative to AODV under various conditions. 

Table 1: Performance metrics comparative 

Metric AODV (No Black 

Hole) 

AODV (With Black 

Hole) 

ABAODV 

(Proposed) 

Throughput (kbps) 950 300 900 

Normalized Routing Load 

(NRL) 

0.18 0.60 0.20 

Average End-to-End Delay 

(AED) (ms) 

60 130 90 

Packet Delivery Fraction 

(PDF) (%) 

97 12 95 

 

8. Experimental Results 

The performance exam of the ABAODV protocol requires its implementation within NS2. AODV publication 

recommends that all simulation parameters use their default configuration settings. A simulation analysis of 

performance metrics from a previous section occurs through different scenario evaluations. Researchers consider 

the Black Hole node count and the whole node population to be adjustable variables. We run simulations of all 

protocols under multiple configurations and log down their performance evaluation metrics for each separate run. 

The mobile ad hoc network utilizes five Constant Bit Rate (CBR) sessions in each measurement execution. In this 

analysis, each network connection follows a different configuration pattern. 
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All cases apply the left-side nodes as source nodes, with right-side nodes acting as destination nodes. According 

to all scenarios, Nodes [6,7,8,9,10] function as Black Hole nodes. The CBR applications send 512-byte data 

packets via 10 kbps transmission speed. Nodes follow random waypoint behavior patterns as their movement is 

described in the simulation model. At the beginning of the simulation, all nodes start their motion from random 

positions and move towards randomly selected destinations with steady velocity at 5 m/s throughout the 100-

second duration in this 1000x1000 meter flat region. After reaching a destination point, the node must wait for two 

seconds before moving to another randomly selected stop. The ‘NAM’ animator of NS2 presents a simulation 

demonstration using 100 nodes and 4 Black Hole nodes, as illustrated in Figure 7. Within the screenshot, green 

nodes signify both the starting and final points in the simulation, and red nodes for Black Hole nodes. 

 

  

Figure 7. NS2 scenario 

8.1 Nodes Number Effect 

Our protocol underwent performance evaluation through tests that applied a single Black Hole attack-targeting 

node 6 while increasing node numbers. The performance measurements for the protocol are depicted in Figure 8 

– 11, depending on the changing number of nodes. The numbers of nodes in each measurement range from 10 to 

100 in increments of 10 while the experimental conditions stay unchanged. 

 

Figure 8. Comparison of Packet Delivery Fraction 

ABAODV maintains identical Packet Delivery Fraction (PDF) levels to AODV protocol during Black Hole 

attacks. ABAODV demonstrates a similar Packet Delivery Fraction (PDF) to AODV due to the lack of Black Hole 

attack detection or prevention methods in AODV protocol. According to the chart, the PDF reaches 92%, and the 

number of nodes reaches 10. According to this simulation, the Black Hole nodes leaving the source or destination 

transmission range leads to higher PDF values when the network contains a limited number of nodes. There is a 

distinct reduction in PDF when the number of nodes extends from 20 to 100. 
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Figure 9: Throughput comparison 

Figure 9 shows the connection between node numbers and Throughput values for AODV under Black Hole attack 

and ABAODV. Under Black Hole attack conditions, the evaluation indicates that ABAODV delivers superior 

throughput results to AODV. 

 

Figure 10. AED comparison 

According to Figure 10, the number of nodes affects end-to-end delay. End-to-end delays in the ABAODV 

protocol slightly exceed AODV's because they require additional time during the route discovery process for 

secure route identification. 

 

Figure 11. NRL comparison 

Figure 11 shows the normalized routing load (NRL) ‘s relationship to the number of nodes. The chart shows that 

ABAODV's NRL performance matches that of traditional AODV. 
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8.2 Impact of No of Black Hole Nodes 

Our protocol's performance analysis used different numbers of Black Hole nodes to evaluate it. Figures 12 through 

15 reveal that the protocol performance measures change based on increasing numbers of Black Hole nodes. The 

number of Black Hole nodes extends from 1 to 5 within the fully replicated systems using 50 nodes and a single 

scenario. 

 

Figure 12. PDF comparison 

Figure 12 displays the influence of the Black Hole node number on the Packet Delivery Fraction (PDF). The figure 

indicates that AODV suffers major damages from Black Hole attacks, which produce a PDF of less than 10% 

regardless of how many Black Hole nodes operate. The ABAODV protocol demonstrates superior Packet Delivery 

Fraction performance, which stays high regardless of Black Hole attacks. The presence of five Black Hole nodes 

maintains a PDF value of 99%. 

 

Figure 13. Throughput comparison 

Figure 13 illustrates the impact of the number of Black Hole nodes on throughput for both AODV and ABAODV 

protocols. An increased number of Black Hole nodes causes the AODV protocol to deliver below 5 kbps. 

Throughout operations decrease because Black Hole attackers detect and divert data packets, disrupting network 

performance. The ABAODV protocol delivers superior throughput to its counterpart, the AODV. The ABAODV 

protocol can protect its communications from Black Hole node attacks by preventing drops of malicious packets, 

thereby achieving higher data transmission rates. ABAODV successfully reduces the detrimental effects of Black 

Hole attacks on network performance. 
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Figure 14. AED comparison 

The network's Average End-to-End Delay (AED) depends on the number of Black Hole nodes, as illustrated in 

Figure 14. The AODV protocol's AED, shown in blue (Figure 14), significantly increases with more Black Hole 

nodes since the malicious nodes drop parts of the network traffic. Due to this phenomenon, routing functions 

poorly, and the data transmission process takes longer. 

The ABAODV protocol (red line) upholds reasonable delay levels when coping with Black Hole nodes in the 

network. The increase in Black Hole nodes leads to a minimal rise in AED, but ABAODV continuously 

demonstrates greater efficiency than AODV. The ABAODV protocol proves its capability to reduce the effects of 

Black Hole attacks, preserving data transmission speed. 

 

.  

Figure 15. NRL comparison 

The number of Black Hole nodes correlation with Normalized Routing Load (NRL) is shown in Figure 15. The 

graph demonstrates that the NRL for ABAODV (represented by the red line) remains relatively constant and 

acceptable, similar to the performance of the traditional AODV protocol. 

In contrast, the NRL for the AODV protocol (depicted in blue) spikes significantly when the number of Black 

Whole nodes increases. This sharp increase occurs because the malicious Black Hole nodes generate additional 

routing overhead as they disrupt the normal operation of the network, causing more control packets to be 

exchanged. However, ABAODV maintains a more stable and lower NRL, effectively managing the additional 

load and mitigating the impact of Black Hole nodes on the routing process. 

9. Conclusion  

Security threats originate from the Black Hole attack when targeting MANETs. The Black Hole attack executes 

as an active Denial of Service (DoS) technique through which a malicious node pretends to be the final destination 

by using false RREP messages to target the source node. The AODV routing protocol in Ad hoc networks allows 

a Black Hole attack to cause damaging effects on network performance, particularly when routes are discovered. 

The work investigates how the Black Hole attack affects the functionality of the AODV routing protocol that 
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operates in Mobile Ad hoc Networks. An evaluation of Throughput, AED NRL, and PDF performance metrics 

was conducted when a Black Hole attack was executed on the AODV protocol with NS-2. The ABAODV route 

protocol received implementation within NS-2 for blocking the impact of Black Hole attacks. The analysis of 10 

nodes with one Black Hole node within the simulation achieved a Packet Delivery Ratio (PDF) of 92%. The high 

PDF value occurs because the malicious node moves far beyond the communication range. Data packets can be 

lost for multiple reasons beyond the Black Hole attack, such as movement of nodes and physical layer problems, 

packet lifetime expiration, and other fundamental causes. The AODV simulation demonstrates how Throughput 

NRL and PDF values remain comparable between instances when the Black Hole attack is absent and when the 

ABAODV routing protocol suffers from a Black Hole attack—under attack from the Black Hole, data delivery 

rates achieved by ABAODV reached 99%. ABAODV displays increased End-to-End Delay compared to AODV 

because of its additional false RREP packet detection checks, though this delay length remains feasible. 
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