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Abstract

As people increasingly rely on computers to store sensitive information and interact with various technologies,
the need for low-cost, effective security measures has become more critical than ever. One such method is
keystroke dynamics, which analyzes a person’s typing rhythm on digital devices. This behavioral biometric
approach enhances the security and reliability of user authentication systems and contributes to improved
cybersecurity. This study aims to reduce authentication risks by encouraging the adoption of keystroke-based
verification methods. The research uses a fixed-text password dataset (.tie5Roanl), collected from 51 users
who typed the password over eight sessions conducted on alternating days, capturing variations in mood and
typing behavior. Seven models were developed, each following a structured seven-phase process. The first
phase involved loading the CMU Keystroke Dynamics Benchmark dataset. The second focused on data
preprocessing. In the third phase, new keystroke features were engineered from the original dataset. The fourth
phase involved feature selection across various types: unigraph (Hold), digraph (Down-Down, Down-Up, Up-
Down, Up-Up), trigraph (Hold-Tri), and their combinations. Training and testing were conducted in the fifth
and sixth phases using a Support Vector Machine (SVM) classifier, leveraging keystroke patterns for
behavioral biometric identification. The final phase focused on evaluating the models. Each model was tested
under two scenarios: one where only the first user is treated as the authorized user, and another where the first
three users are considered authorized. Each scenario was further divided into two cases based on preprocessing
conditions. The models were assessed using multiple performance metrics, including Accuracy, F1-Score,
Recall, Precision, ROC-AUC, and Equal Error Rate (EER). The highest achieved results were Accuracy of
99.35%, F1-Score of 94.2%, Recall of 91.8%, Precision of 98.8%, ROC-AUC of 99.56%, and a minimum
EER of 0.02. These outcomes demonstrate the effectiveness of the proposed approach in enhancing
authentication reliability using keystroke dynamics.
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1. Introduction

In today’s digital age, the world is increasingly reliant on personal digital devices, all of which require robust
protection. However, unauthorized access remains a persistent global threat [1]. The field of cybersecurity ensures
that only authorized users can access and interpret sensitive information, thereby safeguarding data from intrusions
[2]. While computers offer immense benefits, their security remains paramount—data loss or damage can result
in significant consequences for individuals and organizations alike [3]. Secure data transmission must uphold the
three foundational principles of information security: authenticity, confidentiality, and integrity [4][5]. User
authentication has become a routine part of digital life, with most systems still relying on traditional methods such
as usernames and passwords. However, these approaches suffer from well-known vulnerabilities, including
password theft, shoulder surfing, brute-force and dictionary attacks, phishing, and speculation [6][7].

To address these challenges, keystroke dynamics has emerged as a promising biometric-based authentication
method. This technique analyzes an individual’s unique typing rhythm to verify their identity [6]. As a behavioral
biometric, keystroke dynamics captures detailed data from user interactions with physical or virtual keyboards [8].
These patterns can be characterized by duration (short vs. long), typing context (restricted vs. unrestricted), and
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content type (fixed vs. variable) [9][10]. The key contributions and novelties of this research include the following
points:

e One of the key novelties of this study lies in the pre-processing steps, particularly their application to the CMU
Keystroke Dynamics Benchmark dataset. The proposed pre-processing method significantly contributed to
enhancing the system’s security, as evidenced by high F1-score and accuracy values, as detailed in the results
section.

e The development of novel keystroke dynamics features through advanced feature engineering. These newly
extracted features have been shown to greatly improve the security and reliability of the authentication system.

e A further innovation introduced in this research is the customized data splitting strategy, which plays a crucial
role in boosting the performance of the proposed keystroke dynamics system. This strategy has a direct
positive impact on evaluation metrics, confirming its effectiveness.

This paper is organized as follows: Section 2 reviews the existing literature on keystroke dynamics-based
authentication. Section 3 outlines the common features used in keystroke dynamics. Section 4 provides details
about the dataset employed in this study. Section 5 describes the evaluation metrics. Section 6 presents the Support
Vector Machine (SVM) classifier used. Section 7 illustrates the framework of the proposed system. Section 8
discusses the experimental results, and the final section concludes the study.

2. Literature Review

A large number of researchers with the intention of using keystroke characteristics to distinguish between
authorized and unauthorized users presented keystroke dynamics authentication models. According to these
studies, an authentication system may reliably and computationally efficiently learn each user's unique patterns.

In[11], CMU Keystroke Dynamics Benchmark Dataset are used. The method used is neural network architecture.
The metrics are used EER=0.049 and accuracy =94.7%.the features used are Hold Time, Key Down-Key Down
Time and Key Up-Key Down Time. In [12], utilized a dataset comprising keystroke dynamics data from 150
subjects. Each participant was asked to enter two types of Personal Identification Numbers (PINs): Short PINs:
Consisting of 4 digits and Long PINs: Consisting of 11 digits. The method used is CNN. The metric used is
EER=4.5.the features used is hold time and flight time. In [13], involved 104 typing samples collected using an
Intelligent Keyboard (IKB). The IKB is a self-powered device that converts mechanical stimuli from keystrokes
into local electronic signals. The method used is multilayer Deep Belief Network (DBN). The metric used is
recognition accuracy; the proposed method demonstrated promising recognition accuracy across the collected
typing samples, highlighting its effectiveness in keystroke dynamics identification. The feature used is raw
electronic signals, unlike traditional methods that rely on predefined keystroke features (e.g., Hold time, Up-Down
time), this approach directly utilizes raw electronic signals generated by the IKB. The DBN autonomously extracts
pertinent features from these signals, streamlining the identification process. In [14] the dataset used is GREYC
Keystroke dataset. The methods used is Manhattan Distance, Euclidean Distance, Support Vector Machines
(SVM) and Random Forest (RF). The metric used is EER, in Manhattan Distance EER= 8.45%, Euclidean
Distance EER = 8.67%, SVM EER = 3.61%, and in RF EER = 3.15%.the feature used is Down _Down, up _Up,
Hold time, up _Down. In [15] SVM used, the metric used is accuracy=95% and the features used are key press
and release events and gender, age category, and handedness. In [16] this article 31 volunteers (5 women and 26
men) aged between 20 to 40 years; each participant provided a password input and 50 swipe inputs on an Android
platform. Over 1,500 samples of keystroke and swipe dynamics were collected. The method used is RNN and
CNN. The metric used is accuracy and EER and f1_score.the features used is Keystroke Dynamics: Temporal and
spatial characteristics of typing behavior, and Trajectory-based features capturing detailed movement patterns
during typing. In addition, Swipe Dynamics: Motion patterns, pressure, and other dynamic aspects of swipe
gestures. In [17] the dataset comprises keystroke dynamics data collected from 56 subjects using a Nexus 7
touchscreen smartphone. Each participant was asked to type the password "tie5SRoanl" 51 times, resulting in 2,856
records. The dataset includes 71 attributes, capturing various aspects of typing behavior such as Hold Time, Up-
Down Time, Pressure, and Finger Area. The method used is Dense Neural Network (DNN). The metrics used is
accuracy, f1_score, and recall. In [7], this research examines the use of keystroke dynamics as a biometric measure
to improve cybersecurity. The researchers proposed RNN models to evaluate keystroke dynamics, which capture
the temporal features of typing patterns. This algorithm was learned to identify authorized users and un- authorized
based on their distinct typing rhythms. In this research also compared RNNs' performance to that of classic
classifiers, such as SVMs, to determine their efficacy in this setting. The key features extracted from the keystroke
data include: Up-Down time, hold time, di-graph, from CMU Keystroke Dynamics Benchmark Dataset the
proposed models were evaluated using EER=0.066 with SVM classifier. In [18], in this research, the experiment
was conducted with 50 participants who were asked to write about their best and worst learning experiences,
focusing on both subjects and teachers. The following keystroke features were retrieved: Hold time, Up-Down
time, typing speed, digraph features, trigraph features. The machine learning techniques, including SVM, Random
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Forst (RF), Naive Bayes (NB), and K-Nearest Neighbors (K-NN), were employed to classify the opinions based
on the extracted keystroke features. The average values of precision, recall and f1-score measurements were around
0.62. In [19] the dataset comprises samples from 50 subjects (20 authorized users and 30 un-authorized), all
university students in a computer science department. Participants entered their chosen login 1D and password (6
to 15 characters) over ten trials during specified periods across a 14-day span. Data collection aimed to replicate
typical login times throughout a working day. The methods used are SVM, RF and ANN. The features used are
Hold time, Up-Down time and Down-Down time. The ANN showing better results among the three algorithms
implemented at 91.8% accuracy. In [20] dataset was created by acquiring both keystroke dynamics and EEG
signals simultaneously from 10 users. Each user participated in 500 trials at 10 different sessions (days) to replicate
real-life signal variability. The features used are EEG Signals: Statistical, time-domain, and frequency-domain
features capturing neural patterns. In addition, keystroke dynamics: features related to typing patterns, such as key
press duration and inter-key intervals. In [21] utilized the Buffalo dataset, which includes free-text keystroke data
from 148 participants, each providing responses to specific prompts across multiple sessions. The methods used
are CNN and a Gated Recurrent Unit (GRU), the features used keystroke timing features included key Hold time,
inter-key intervals, and other timing-related metrics derived from the sequence of keystrokes. Features examined
typing habits such as the frequency of using specific keys (e.g., shift, control) to capture unique aspects of
individual typing styles. Achieved an average accuracy of 94.2% across different test sessions using the CNN-
GRU model. In [8], this article use EmoSurv dataset is a recent dataset containing keystroke data for 124 subjects,
grouped into five classes: Anger, Happiness, Calmness, Sadness, and Neutral State. The following important
characteristics were retrieved from the keystroke data: Hold time, Up-Down time, digraphs D1D2. The researcher
has utilized machine-learning techniques, particularly CNN, to classify emotional states based on the extracted
keystroke features. Multi-Instance Learning (MIL), SVM used also. Moreover, the best results in MIL_SVM
Variable Bags (VB) accuracy = 0.76, precision = 0.80, recall = 0.69 and f1_score = 0.74. In [22] this research
suggests a mechanism for user authentication based on typing patterns. The authors designed and implemented
anomaly detection methods based on distance metrics and machine learning techniques. The methodologies used
in this Artificial Neural Network (ANN) and CNN. The following important characteristics were retrieved from
the keystroke data: Down-Down, Up-Down, and Hold times. The dataset comprised 51 users typing a password
across 8 sessions conducted on alternate days to capture mood fluctuations. This approach aimed to account for
variations in typing patterns over time. The ANN with a negative class achieved an accuracy of 95.05%. In [10]
this research presents a novel technique to enhance password authentication by incorporating various keystroke
dynamic information. SVM, ANN, and RF are three machine-learning techniques that have demonstrated
impressive success in identifying users based on their typing habits. The SVM and RF algorithms, rising to 91.8%
and 97%, respectively, have achieved notable accuracy levels. The results of this research show that the RF model
performs better than other models in terms of accuracy when machine learning is applied to keystroke dynamics.

3. Kestroke Dynamics Features

Keystroke-dynamics-based authentication is a type of behavior-based authentication method. Often, it cooperates
with an existing knowledge-based authentication method to strengthen the security where the knowledge-based
authentication by itself is weak with regard to shoulder-surfing attacks [23]

The following are some typical feature types that can be taken from a human keystroke: [24]:-

1. Hold time: This is the period of time that passes between pressing a key (down) and releasing it (up).

2. Up-down time: This is the period of time that passes between a key release (Up) and the next key push
(Down).

Down-Down: This is the time between two sequential down keystrokes.

Up-Up: This is the time between two key releases that follow one another.

Tri-graph: Is the elapsed time between the first key press (Down) and the third key press (Down).

Finger placement: a camera is necessary for this kind.

Keystroke pressure: In this situation, a unique kind of pressure that works with a sensitive keyboard must be
applied.

Nogs~®

4. CMU Kestroke Benchmark Dataset

This research uses the CMU Keystroke Dynamics Benchmark Dataset, where CMU is short for (Carnegie Mellon’s
university). This dataset includes keystroke timing information acquired from 51 typists. Each typist has a subject
(id) and 8 sessions, with each session consisting of typing 400 times a fixed strong password (. tie5Roanl). The
features extracted from raw data were Hold time, Up-Down time and Down-Down time, that generated 31 timing
vectors for each of the 51 users [23]. Figure (1) illustrates the contents of original CMU dataset. The total samples
of CMU dataset still 20,400, (i.e. 51 subjects multiplied by 400 times, for each subject is typing as the original
dataset) [1].
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A B . C D E F .G H |

1 |subject_|sessionlndex rep H.period DD.period.t UD.period.t H.t DD.t.i UD.ti

2 |s002 1 1  0.1491 0.3979 0.2488 0.1069 0.1674 0.0605
3 |s002 1 2| 02111 0.3451 0.234 0.0694 0.1283 0.0589
4 |s002 1 3 0.1328 0.2072 0.0744 0.0731 0.1291 0.056
5 |s002 1 4 0.1291 0.2515 0.1224 0.1059 0.2495 0.1436
6 |s002 1 5 0.1249 0.2317 0.1068 0.0895 0.1676 0.0781
7 |s002 1 6 0.1394 0.2343 0.0949 0.0813 0.1299 0.0486
8 |s002 1 7 0.1064 0.2069 0.1005 0.0866 0.1368 0.0502
9 |s002 1 8 0.0929 0.181 0.0881 0.0818 0.1378 0.056
10 [s002 1 9 0.0966 0.1797 0.0831 0.0771 0.1296 0.0525
11 |s002 1 10 0.1093 0.1807 0.0714 0.0731 0.1457 0.0726
12 [s002 1 11 0.0887 0.166 0.0773 0.0876 0.156 0.0684
13 |s002 1 12 0.0911 0.1525 0.0614 0.0824 0.1516 0.0692
14 s002 1 13 0.1114 0.162 0.0506 0.09 0.1547 0.0647
15 [s002 1 14 0.0903 0.1871 0.0968 0.0805 0.1919 0.1114
16 [s002 1 15 0.1169 0.2562 0.1393 0.0739 0.1549 0.081
17 |s002 1 16 0.127 0.1839 0.0569 0.0911 0.1381 0.047
18 [s002 1 17 0.1016 0.1799 0.0783 0.0792 0.1434 0.0642
19 [s002 1 18 0.1056 0.1755 0.0699 0.0781 0.1391 0.061
20 s002 1 19| 0.1177 0.2237 0.106 0.0837 0.188 0.1043
21 |s002 1 20 0.1027 0.1781 0.0754 0.0729 0.1418 0.0689
22 |s002 1 21 0.1016 0.1374 0.0358 0.0861 0.1629 0.0768
23 |s002 1 22 0.1072 0.2217 0.1145 0.0726 0.1349 0.0623
24 |s002 1 23 0.1243 0.1841 0.0598 0.0768 0.1568 0.08
25 |s002 1 24 0.1241 0.2019 0.0778 0.0829 0.1745 0.0916
26 |s002 1 25 0.1098 0.1567 0.0469 0.0768 0.1642 0.0874
27 |s002 1 26 0.0916 0.1691 0.0775 0.0818 0.1502 0.0684
28 |s002 1| 27| 0.1272 0.195 0.0678 0.0824 0.1442 0.0618
29 |s002 1 28 0.0874 0.1726 0.0852 0.0747 0.1243 0.04%96
30 s002 1 29 0.0948 0.1979 0.1031 0.076 0.1412 0.0652

Figure 1. Contents of Original CMU Dataset

The subject must type the 10 characters of the password correctly, in sequence, and then press Enter. If any errors
in the sequence are detected, the subject is prompted to retype the password. The subject must type the password
correctly 50 times to complete a data-collection session. Whenever the subject presses or releases a key, the
application records the event (i.e., key down or key up. CMU dataset subjects consisted of 30 males and 21 females,
with 8 left-handed and 43 right-handed subjects. The median age group was 3140, the youngest was 18-20 and
the oldest was 61-70. The subjects’ sessions took between 1.25 and 11 minutes, with the median session taking
about 3 minutes [22] [25].

5. Evaluation Metrics

Evaluation metrics offer insight into several facets of the deep learning model's efficacy. A confusion matrix is
useful for assessing deep learning models, as Table (1) displays. Columns in the matrix display actual classes,
while expected classes are represented by rows. Among the most important keywords are:

e The number of approved transactions that are accurately categorized as authorized is known as the True
Negative (TN).

e The quantity of unauthorized transactions that are accurately identified as such is known as the True Positive
(TP).

e The number of permitted transactions that are mistakenly categorized as un-authorized is known as a false
positive (FP).

e The number of unauthorized transactions that are mistakenly categorized as approved transactions is known
as the False Negative (FN).

Table 1: Confusion matrix

Actual
Positive Negative
Positive TP FN
Predicted
Negative FP TN
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Six metrics are taken from the confusion matrix in this study to assess the predictive performance of the suggested
keyboard authentication mechanism. Accuracy (Acc), F1-Score, Recall, Precision, ROC-AUC, and Error Equal
Rate (EER) are the names of these metrics. The following are the formulas used to calculate each of these
measurements.- [7] [23] [26] [27]

e Fl-score: like in Equation (1), offers a trade-off between Precision (P) and Detection Rate (DR).
F1 —score = 2* (DR+ P) /(DR + P) (1)

e Accuracy (Acc): frequently used for evaluating the model's overall performance in categorization tasks.
According to Equation (2), it is the proportion of accurately predicted cases to all instances.

TP + TN (2)

ACC= T PN+ TN + FP

e EER: is a common metric used to evaluate the performance of biometric authentication systems (such as
fingerprint, face recognition, or keystroke dynamics). EER is the point where the FP equals the FN.

FP(t) = FN(1) 3)
Where:
e tis the threshold used for classification (e.g., match score, distance).
e FP(t) = False Positive at threshold t
o  FN(1)= False Negative at threshold t
EER = min |FP(t) — FN(1)| (4)

e Recall: assesses how well the model can identify unauthorized transactions. According to Equation (5), it is
the proportion of accurately predicted positive instances to all instances in the actual class.

Recall = —©
A = TP FN (5)

e Precision: indicates the frequency with which a model accurately identifies unauthorized, as specified in
Equation (6)
P = TP/(TP + FP) (6)

e The Area Under Curve (AUC) method evaluates the general performance of the model by computing the
whole two-dimensional area under the ROC curve as indicated in Equation (7).

TP FP
TP+ FN TN + FP (7)
2

e The ROC curve is a graphical diagram that shows how well a binary classifier system can diagnose problems
as its discrimination threshold is changed.

1+
AUC =

6. SVM Classifier

SVMs are supervised learning models with associated learning algorithms that analyze data used for classification
and regression analysis. SVM constructs a hyperplane or set of hyperplanes in a high- or infinite-dimensional
space for classification or regression. Intuitively, a good separation is achieved by the hyperplane that has the
largest distance to the nearest training-data point of any class (so-called functional margin), since in general the
larger the margin, the lower the generalization error of the classifier. Multiclass SVM aims to assign labels to
instances by using SVMs, where the labels are drawn from a finite set of several elements. The dominant approach
for doing so is to reduce the single multiclass problem into multiple binary classification problems and separate
between of them, SVM utilized for accurate and fast classification. [25] [28] [29] [30]. Figure (2) presents the
SVM classifier [31].
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Figure 2. SVM Classifier

The hyperplane equation illustrated in Equation (8)
wTX+b=0 ®)

Where:

w: is the weight vector.

x : is the input feature vector.

b : is the bias term.

The decision function illustrates in equation (9)

FK(x) = wkT + bk 9)
The predicted class equation as follows in equation (10)
y" = arg max(fk(x)),K = 1,2 (10)

y”: represents the predicted class.

7. Proposed Keystroke Dynamics System (SVM-KD)

The authentication via keystroke is based on the idea that each user posse’s unique typing dynamics, this research
proposed a keystroke dynamics system for user authentication by exploiting the SVM algorithm, for short this
proposed system called (SVM-KD). To obtain the efficient keystroke dynamics system, seven models applied
using different keystroke timing features, some of these with features originally founded as default in data set such
as unigraph feature, and di-graph features, in addition to new generated features to enhance the efficiency of SVM-
KD. Additionally for each model consists of two scenarios according to the number of legitimate users for each
class in training and testing phases, finally, each scenario consists of two cases according to preprocessing status.

For more illustration, see Figure (3).

Loading dataset phase

———

Preprocessing phase

‘Feature selection phase ‘

Splitting data

( |

[

——
.

Figure 3. General Structure of Proposed System SVM-KD

Each proposed model of SVM-KD consists of seven phases, as illustrated in Figure (4).
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Figure 4. Seven Phases of Proposed

The following subsections will explain the seven phases of the proposed models
7.1 Preprocessing Phase

In this research, the SVM-KD used several steps of preprocessing for standard CMU Keystroke Dynamics
Benchmark dataset features for all models, that able the proposed models to be very efficient for keystroke
authentication. Figure (5) demonstrates the proposed preprocessing steps. The initial step is to import the dataset
into the system for further processing. To prevent training mistakes, the dataset is verified for missing (NaN) or
infinite values. If such values are discovered, suitable steps (such as imputation or removal) are implemented.
Ensures that the dataset has a 'subject' column, which is required for labeling the data. Each row in the dataset has
a binary label: 1 (authorized): If the 'subject’ column meets predefined approved values. 0 (unauthorized) —
Otherwise. Machine learning models primarily operate with numerical input; therefore, only numeric
characteristics are picked for processing. The dataset is segmented into x (features). Input variables for the model.
Noise filtering using Z-Score: This stage uses Z-score computation to eliminate noisy data points and detect
outliers. Data points that surpass a predetermined Z-score threshold (2.5) are considered noise and removed. The
cleaned dataset is divided into training and testing sets for evaluating the model's performance. The numeric
characteristics are standardized with StandardScaler to ensure that all variables have the same scale, allowing the
model to learn more successfully.

e
Loading dataset phase
\ \(PRE)/
Check for 'subject’ Label assignment: Rows
Checks missing and A it arelabeled as] authorized)
infife values the dataset has a St b
'subject’ column
NoiseFiltering
‘\'ﬁm’s‘"ff w \
|| Separate fatures and [
Iabels: The features (x) - Select numeric

| land labels () are [ columns

Figure 5. Proposed Preprocessing Phase
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For more illustration of preprocessing phase, see Algorithms (1) and (2).

Algorithm 1: Proposed Z _ score Calculation

Input: CSV file of CMU Keystroke Dynamic Benchmark Dataset (CMU-KDB) without missing or infinite values.

Output: CSV file of CMU Keystroke Dynamic Benchmark Dataset (CMU-KDB) without outliers.

Stepl: Calculate the mean (i) and standard deviation (o) for each numeric feature.
for each feature in dataset:

p= mean of feature

N
1
W= Nz X
i=1

Where, N is the number of samples and X; is the feature value.

o = standard deviation of feature

Step2: Apply the z-score formula to each feature value

_ Xi—u
Z; =—
ag

Step3: Identify noisy data

For each feature value in dataset
if Z; > threshold (2.5)

consider row i as outliers

Step 4: Remove outlier rows from the dataset
For each row i that is consider outliers
Remove row i from dataset.

Step5: Return the output.

END

Algorithm 2: Proposed Preprocessing (PRE)

Input: (CMU-KDB)-Before CSV file of CMU Keystroke Dynamic Benchmark Dataset before preprocessing.

Output: (CMU-KDB)-After- CSV file of CMU Keystroke Dynamic Benchmark Dataset after preprocessing.

Stepl: Clean data check if there are missing values, put " NaN " word in this cell according to the following formula:
N

M) = Z 1(x;; = NaN)
i=1
Where:
M(j)is the count of missing values in column (j).
x; ; is the value at row (i) and column (j).
1(x) is an indicator function that returns 1 if x is NaN, otherwise 0.

N is the total number of rows.
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Step2: check if there are infinite values in this cell according to the following formula:
N

16) = ) (i = o)

i=1

Where:
1(j)counts the number of infinite values in column (j).
The indicator function 1(x)returns 1 if x=+ co or x= - oo, otherwise 0.

Step3: Check for 'subject’ column (If missing, raise error or exit).
Step4: Assign labels to the 'subject’ column

Authorized subjects -> label 1
Unauthorized subjects -> label 0

Step 5: Select only numeric columns (X).

Step6: Separate features (X) and labels (YY)

X = Numeric features
Y= Labels.

Step7: Noise filtering using Z-score (apply algorithm x)

Step8: Split data into training and testing sets

X_train, X _test
Y _train, Y _test.

Step9: Standardize features using StandardScaler Fit scaler on training data and apply it to both training and testing data
according to the following formula:

x—p
g

X (scaled) =

Where:

X is the original feature value.

p (mean) is the average of all values in the feature.

o (standard deviation) measures the spread of the values.
X(scatea)is the transformed value after standardization.

END

7.2 Feature Engineering and Feature Selection Phases

Each sample in the data set is represented by a series of timing information that expresses the exact time when
keys were pressed and released. From the timing information, many types of features can be extracted. As
mentioned previously, the CMU Keystroke Dynamics Benchmark dataset by default consists of three features
only, the first one is a unigraph feature: Hold(H) with two diagraph features: Down-Down(D-D), and Up-Down
(U-D). Finding the important properties in the raw data is critical for reducing the classification error. In order to
address the issue of creating features from attributes, an effective feature extraction approach was developed;
outstanding classification performance is presently being pursued.

The main function of feature engineering phase is to extract new features from the original features founded in
standard dataset. The feature engineering is surely the crucial means in terms of keystroke dynamics-based
biometrics, and it affects the performance of the SVM-KD. Figure (6) illustrates the representation of all original
features included (H, D-D, and U-D) consequently for the used password (.tie5SRoanl).
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Figure 6. Representation of Original Features: (a) H feature, (b) D-D feature, and (c) U-D feature

In a research three new features are generated, these features include two diagraph features: Up-Up (U-U), Down-
Up (D-U) in addition to a trigraph feature: Trigraph-Hold (T-H). The calculation for each new keystroke feature
is formulated as below:

a. U-U feature: U-Dio+H;

Where

U-D1.2: is the time from releasing the first key to pressing the second key.
Hy: is the time of pressing the second key.

See Figure (7) depicts the representation of U-U generated feature for used password (.tie5Roanl).

t t+t t+t t+t t+ ¢+ t t t t 1

e[l le] =] Lo =] [=]
1 J1 ]II JL JL I JL J 1 JL I J
LSy Bp | vz U3 T4 LL's ULl6 ouUT 'L's e Lea sl

enter

||

Figure 7. Representation of U-U Feature
b- D-U feature: H;+U-Dio+H>
Where
H1: is the time of pressing the first key.
U-D;.,: is the time from releasing the first key to pressing the second key.
Hy: is the time of pressing the second key.

See Figure (8) depicts the representation of D-U generated feature for used password (.tie5Roanl).
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Figure 8. Representation of D-U Feature
C- T-H feature: Hy +H, +Hs
Where
Ha: is the time of pressing the first key.
H>: is the time of pressing the second key.
Hs: is the time of pressing the third key.
See Figure (9) depicts the representation of T-H generated feature for used password (.tieSRoanl).
DU2 DU4 DU6 DUS DU10

BRI EYEYEYEYET
=l ]l | \R.Hl"I\lallHl |

enter I

Figure 9. Representation of T-H Feature

After generation new three features, the original dataset updated three times. For more illustration, Figure (10)
clarify the contents of new three datasets after generated three new features, in addition to the original dataset,
resulted in having four basic datasets (O-D: Original Dataset, U-UD: the first new dataset after generation the first
new feature U-U, D-UD: the second new dataset after generation the second new feature D-U, and T-HD: the third
new dataset after generation the third new feature T-H).

A B c D E F G H A 8 c D E F © H | J
[subject ~ sessionind rep H.period  DD.period.t UD.period.t DU.period.t H.t 1 [subject sessionindrep H.period DD.period.t UD periodt H.t DDLi UDLi  Hi
s002 1 1]01491) 03979  0.2488  0.5048  0.1069 5 oy 1 100491 03979 02488 01069 01674 00605 0.1169
002 1 2. 04111 0.3451 0234 04145  0.0694 3¢ 1 2 01111 03451 0234 00694 01283 00589 00908
002 1 3 01328 02072 00744 02803 0.0731 4 g 1 3 01328 02072 0074 00731 01291 005 00821
s002 1 4 0.1291 02515 0.1224 03574  0.1059 5 5o 1 401291 02515 01224 01059 02495 01436 0104
s002 1 5 01249 02317 01068 03212 00835 g g 1 5 01249 02317 01068 00895 01676 00781 00903
s002 1 6 01394 02343 00949 03156 0.0813 7 op 1 6 01394 02343 00949 00813 01299 00486 00744
s002 1 7 01084 02069  0.1005 02835 00866 g 502 1 7 01064 02083 01005 00866 0.1368 00502 008
s002 1 8 00929 0.181 0.0881 02628  0.0818 g 5002 1 8 00929 0181 00881 00818 01378 0056 0.0747
s002 1 9 0.0866 0.1797 0.0831 0.2568  0.0771 10 s002 1 9 0096 01797 00831 00771 01296 00525 0.0839
s002 1 10 0.1093 0.1807 0.0714 02538  0.0731 11 s002 1 10 01093 01807 00714 00731 0.1457 00726 0.0766
s002 1 11 0.0887 0.166 0.0773 02536  0.0876 12 s002 1 1100887 0166 00773 00876 0156 00684 0.0839
002 1 12 0.0911 0.1525 00614 02349  0.0824 135002 1 1200911 0455 00614 00824 01516 006%2 00731
s002 1 13 01114 0.162  0.0506 0.252 0.09 14002 1 1301114 0162 00506 009 01547 00647 0.0797
002 1 14 00903  0.1871 00968 02676 0.0805 15002 1 14 00903 01871 00968 00805 01919 01114 00842
002 1 15 01169 02562  0.1393 03301 0.0739 16 5002 1 15 01169 02562 01393 00739 01549 0081 00892
002 1 16 0127 01839  0.0569 0275 0.0911 175002 1 16 0427 01839 00569 00911 01381 0047 00895
$002 1 17 01016  0.4799 00783 02591 0.0792 18 s002 1 1701016 04799 00783 00792 01434 00682 0076
002 1 18 01056 01755  0.0699 02536 0.0781 19 s002 1 18 0105 04755 00699 00781 01391 0061 0.0898
002 1 19 01177 0.2237 0106 03074 0.0837 20 5002 1 19 0M77 02237 0106 00837 0188 01043 00919
002 1 20 01027  0.1781 0.0754 0251 00729 21s002 1 20 01027 04781 00754 00729 01418 00689 00792
s002 1 21 01016 01374 00358 02235 00861 225002 1 21 01016 01374 00358 00851 01529 00768 00774
$002 1 22 01072 02217  0.1145 02943 0.0726 23 s002 1 2 01072 02217 01145 00726 01349 00623 00768
002 1 23 01243 0.1841 00598 02609 00768 24 5002 1 23 01243 01841 0059 00768 01568 008 0085
002 1 24 0.1241 02019 00778 02848 00829 25/s002 1 2401241 02019 00778 00829 0.4745 00916 00734

(a) U-UD (b) O-D
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A B (o} D E F

T = = = = A B (o] D 2 E G H
1 |subject sessionindrep H.period DD.period.t UD.period.t - - . . . -
2 <oz T 1 otas1  ogors  ozass 3 Igpbe W g ooss DRSNS o
3 |s002 1 2 0.1111 0.3451 0.234 3 |s002 1 2 01111 0.3451 0.234 03034 0.0694
4 |s002 1 3 0.1328 0.2072 0.0744 4 5002 1 3 0.1328 0.2072 0.0744 0.1475 0.0731
5 's002 1 4 0.1291 0.2515 0.1224 5 s002 1 4 0.1291 0.2515 0.1224 0.2283 0.1059
6 |s002 1 5 0.1249 0.2317 0.1068 6 s002 1 S 0.1249 0.2317 0.1068 0.1963 0.0895
| 7 |s002 1 6 0.1394 0.2343 0.0949 0.1762 0.0813
7 |s002 1 6 0.1394 0.2343 0.0949
8 s002 1 7 0.1084 0.2069 0.1005 0.1871 0.0866
8 |s002 1 7 0.1064 0.2069 0.1005 9 2002 1 8 0.0929 0.181 0.0881 0.1699 0.0818
9 |s002 1 8 0.0929 0.181 0.0881 10 |s002 1 9 00966 0.1797 0.0831 0.1602  0.0771
10 s002 1 9 0.0966 0.1797 0.0831 11 |s002 1 10 0.1093 0.1807 0.0714 0.1445 0.0731
11 s002 1 10 0.1093 0.1807 0.0714 12 |s002 1 11 0.0887 0.166 0.0773 0.1649 0.0876
12 's002 1 11 0.0887 0.166 0.0773 13 |s002 1 12 0.0911 0.1525 0.0614 0.1438 0.0824
13 |s002 1 12 0.0911 0.1525 0.0614 14 |s002 1 13 0.1114 0.162 0.0506 0.1406 0.09
1 15 |s002 1 14 0.0303 0.1871 0.0968 0.1773 0.0805
14 |s002 1 13 0.1114 0.162 0.0506 16 |s002 1 15 0.1169 0.2562 0.1393 0.2132 0.0739
15 s002 1 14 0.0903 0.1871 0.0968 17 |s002 1 16 0127  0.1839 0.0569 0.148  0.0911
16 s002 1 15 0.1169 0.2562 0.1393 18 |s002 1 17 0.1016 0.1799 0.0783 0.1575 0.0792
17 s002 1 16 0.127 0.1839 0.0569 19 |s002 1 18 0.1056 0.1755 0.0699 0.148 0.0781
18 s002 1 17 0.1016 0.1799 0.0783 20 s002 1 19 0.1177 0.2237 0.106 0.1897 0.0837
19 |s002 1 18 0.1056 0.1755 0.0699 21 |s002 1 20 0.1027 0.1781 0.0754 0.1483 0.0729
22 s002 1 21 0.1016 0.1374 0.0358 0.1218 0.0861
20 s002 1 19 0.1177 0.2237 0.106 23 |s002 1 22 0.1072 0.2217 0.1145 0.1871 0.0726
21 |s002 1 20  0.1027 0.1781 0.0754 24 sooz 1 23 0.1243 0.1841 0.0598 0.1366  0.0768
22 s002 1 21 0.1016 0.1374 0.0358 25 s002 1 24 0.1241 0.2019 0.0778 0.1607 0.0829
23 |s002 1 22 0.1072 0.2217 0.1145 26 [s002 1 25 0.1098 0.1567 0.0469 0.1237 0.0768
(d) T-HD (c) D-UD
Figure 10. Contents of Four Different Datasets
The length of the timing data the vector varies depending on the length of the password., such that a password
(.tieSRoanl) which contains ten characters in addition to the enter key will result in eleven H, ten for each one of
D-D, U-D, U-U, and D-U, in addition to nine T-H. Generally, a password with n character will yield n number
of H feature and n - 1 number for each one of the remaining features. The representation of keystroke features for
user 'X' is demonstrated in Table (2). For more illustration, for each user’s trail, the user has 6*n-6 features values,
i.e. (6*11-6=> 66-6=> 60 values), that produced for 400 trails for each user (400*60=24000 values), by the same
way, the total number of features values for 51 users equal to (24000*51= 1224000 values).
Table 2: Representation of Keystroke Features for User 'X'
Password Times (H-T, U-DT, D-DT, UUT, D-UT, D-UT)
Reptation no. | Ti T2 T3 Ta T5 T6 T7 Ten-s
1 H-T1 U-DT1 D-DT1 U-UT1 D-UT1 T-HT1 H-T1 T-HT1
2 H-T2 U-DT2 D-DT2 U-uTt2 D-UT2 T-HT2 H-T2 T-HT2
400 H-T400 | U-DT400 | D-DT400 | U-UT400 | D-UT400 | T-HT400 | H-T400 | ... T-HT400

7.3 SVM Training and Testing Phases

This research adopts SVM deep learning algorithm, this section explains how to utilize this algorithm for keystroke
dynamics authentication. To train the SVM algorithm, a set of timing vectors from each user class is required.
These timing vectors are collected for each user and stored in CMU Keystroke Dynamics Benchmark Dataset as
mentioned in section 4. The timing vectors are preprocessed to form a set of patterns that will be used to train the
network. In SVM_KD, the structure of SVM depends on the extracted feature(s) and the used password. See Figure
(12).
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Figure 11. SVM Structure of SVM-KD
Algorithm (3) demonstrates the steps of SVM training and testing for SVM_KD.

Algorithm 3: SVM Training and Testing

Input: (CMU-KDB)-After- CSV file of CMU Keystroke Dynamic Benchmark Dataset after preprocessing

Output: Probabilities for each class

Stepl: Preprocess Data

Standardize features using StandardScaler Fit scaler on training data and apply it to both training and testing
data according to the following formula:

x—p
g

X(scaled) =
Where:

X is the original feature value.
1 (mean) is the average of all values in the feature.
o (standard deviation) measures the spread of the values.

X(scatea)is the transformed value after standardization.

Step2: Split the dataset into training and testing sets
80% training & 20% testing.

Step3: Choose Kernel Function (rbf)
K(Xi.xj) =exp(=y Il x; — x; %)
Where:

x;, x; Input vectors (feature points).

Il x; — x; II* Squared Euclidean distance between the two vectors.

v (gamma) A parameter that controls how far the influence of a single training example reaches.
exp, The exponential function.
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Step4: Define the Optimization Problem

1 2, ¢
g}ggzllwll + th
12
Subject to:
Yi(W'xi+b)21—€i,fi20
Where:

w Weight vector (defines hyperplane orientation).

b Bias (defines hyperplane position).

Il wl? ) L . - .
Squared norm of weights — we want to minimize this to maximize the margin.

Si Slack variables — measure how much a point violates the margin.

C Regularization parameter — controls the trade-off between maximizing margin and minimizing
misclassification.

Step5: Use Quadratic Programming to Solve It

Solve the dual optimization problem using Lagrange multipliers.
Get optimal values of «; which indicate support vectors.

Step6: Construct the Hyperplane

Compute:

w= Z a;yiX;
Compute: l

b=y —w:-x
Where

a; the importance (Lagrange multiplier).
y; the class label.
x; the feature vector

Step7: Make Predictions
Given a new sample x, compute the decision function:

fy = sign(w - x + b)
In kernel

f) = sign (Z a;yiK(x;,x) + b)

L

END

The training phase of SVM aims to discover the optimal value of the Gamma (y) parameter. In this research,
multiple values of y were generated based on the feature(s) employed, as detailed in Algorithm (4), to achieve the
lowest rate mistakes in classification. This value of y is regarded the ideal value for good classification;
nevertheless, y values differ depending on the features utilized. See Table (3).
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Algorithm 4: Calculate Gamma(y) for SVM (Scale Mode)

Input: dataset with numeric features (rows: samples, columns: features)

Step-1: n-features number of columns in(x), for each feature column in(x) , compute variance

mean-variance: average of all feature variances

Step-2:

1
n — features * mean — variance

Gamma =

1 n—features

- 2
n—features ~/=1

mean — variance = O']

Step-3: Return gamma

END

Table 3: y Values with Different Models and Cases

Model Name | Gamma (y) without z-score | Gamma (y) with threshold 2.5
o 0.00464868 0.00478737
O+2 0.00466649 0.00479453
O+U-U 0.00464971 0.00478988
O+D-U 0.00465804 0.00479330
0+3 0.00465813 0.00479239
O+2+3 0.00466545 0.00479184
2+3 0.00466566 0.00478484

7.4 Data Set Splitting Strategy

In this research, two dataset splitting strategies are used with training and testing phases as follows:

1- Strategy-1

In this strategy suppose only the first user in Class-1(authorized class) and the rest of 50 users are in Class-2 (un-

authorized class), resulted in number of rows for Class-1 are equal to 1*400 and the number of rows for Class-2
are equal to 50*400. For more illustration, see Figure (12).
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Figure 12. Data Set Splitting Strategy-1

1- Strategy-2

In this strategy suppose only the first three users are in Class-1(authorized class) and the rest of 48 users are in
Class-2 (un-authorized class), resulted in number of rows for Class-1 are equal to 3*400 and the number of rows
for Class-2 are equal to 48*400. For more illustration, see Figure (13).

dataset

Only first three users The remaining users
authorized unauthorized
v 4
Numberof rows equal Numbfr REEONS cauar
to 1200 129200
— -
Sl Gng At SNE R0V Splitting data 80% &20%

Figure 13. Data Set Splitting Strategy-2

To balance the training and testing samples in two classes, for each one of the above strategies produced two
datasets, one for authorized users and another one for un-authorized users, the next step is divided each class
samples in to two parts, 80% for training and 20% for testing. So, the 80% represents 320 vectors were randomly
chosen from one selected user and the same number of vectors was chosen from the rest of users, in addition to
the 20% represents 180 vectors were randomly chosen from one selected user and the same number of vectors was
chosen from the rest of users. In this research, the proposed system consists of seven models for keystroke
dynamics authentication, these models implemented according to different combination of used features as
illustrated in Table (4).
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Table 4: SVM-KD Proposed Models

Model no. Model Name | Description of Dataset contents

1 O Only the original dataset features (H, U-D, D-D)

2 0+2 Original dataset features + new generated diagraph features (H, D -U, D-D, U-D, U-U)

3 O+U-U Original dataset features + new generated U-U feature (H, U-D, D-D, U-U)

4 0+D-U Original dataset features + new generated D-U feature (H, D -U, D-D, D-U)

5 0+3 Original dataset features +new generated trigraph feature ((H, U-D, D-D, TH))

6 0+2+3 Original dataset features+ new generated diagraph features+ new generated trigraph (H, D
-U, D-D, U-D, U-U, TH)

7 2+3 New generated diagraph features+ new generated trigraph (D-U, U-U, TH)

8. Results and Discussion

This section experimentally evaluates the performance of proposed SVM-KD models that explained in the
previous section. Several experiments are conducted to show the applicability of proposed SVM-KD models
when different combinations of features are used. This research used the Python programming language, several
libraries, and machine learning frameworks and packages. These included NumPy and pandas, which provide
numerical computing tools and data manipulation, run on the CPU environment (Intel Core i7-5600U CPU @
2.60GHz with 6.91 GB of RAM and a 168.13 GB disk) to implement data analysis.

Each user has a distinguishing typing style because the extracted features for each user is different from the other.
In other words, keystroke patterns exhibit a degree of variance between samples. Figure (14) depicts the values of
H-T feature for random ten users, each user types 50 times in 8 sessions. The x axis refers to nine H-T values
obtained from typing password (.tie5Roanl); where the y axis refers to time (MS). The red points refer to average
of feature values for 400 trails.
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Figure 14. Varity of T-H Feature for Random Ten Users
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The evaluating predictive performance of SVM-KD as biometric authentication is calculated by six measures
called F1-score (F1), Accuracy (Acc), Equal Error Rate (EER), Recall, Precision, and ROC according the
equations mentioned in section 5. This research implemented several experiments for keystroke dynamics are
conducted upon the CMU Keystroke Dynamics Benchmark dataset, for each experiment divided in to two cases
according to two dataset splitting strategies as mentioned previously in sub section 7.4, then for each case contains
two scenarios without z-score and with 2.5 z-score threshold. Figure (15) described the general structure for each
experiment.

Model name

)

Case 1 Case 2
1 [
Only the first user Only the first three users
authorized and the authorized and the
remaining unauthorized remaining unauthorized
b \ / A \
Scenario 1 Scenario 2 Scenario 1 Scenario 2
| | | |

Without z_ score ’ Withz_score threshold =2.5 ’ Without z_ score ’ Withz_score threshold = 2.5

Figure 15. General Structure for each Experiment

In this section discuss the results for all experiments, such that, the number of all experiments implemented in this
research as follows: -

Total Exp.= no.ofmodels * no.of cases * no.of scenarios
Total Exp.=7%2%2 .......ccoo.... > Total Exp.= 28 Experiments

Such that in Experiment-1, only the original features founded in default dataset (O) are used, these features
included (H, U-D, and D-D). This experiment included the following two cases: -

Case-1: this case represented by applying the first strategy of dataset splitting strategies as mentioned previously
in sub section 7.4, so, in this strategy suppose only the first user is in Class-1(authorized class) and the rest of 50
users are in Class-2 (un-authorized class). This case applied with each one of the following two scenarios: -

] Scenario-1: this scenario applied without using Z-score.
] Scenario-2: this scenario applied with 2.5 Z-score threshold.

Case-2: this case represented by applying the second strategy of dataset splitting strategies as mentioned previously
in sub section 7.4, so, in this strategy suppose only the first three users are in Class-1(authorized class) and the rest
of 48 users are in Class-2 (un-authorized class). This case applied with each one of the following two scenarios: -

= Scenario-1: this scenario applied without using Z-score.
= Scenario-2: this scenario applied with 2.5 Z-score threshold.

With the same way, all the remaining experiments can be represented according the models' details explained
previously in Table (4).

The results for 28 experiments illustrated in Table (5), this table showed that, the results for Experiment-1 are good
results but are the lowest comparing with the remaining experiments. In addition, the results indicated to robust
and efficient effects of the proposed preprocessing steps, data splitting strategies, and feature engineering.
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Table 5: Results for all Experiments

Dataset | No. of Users | Z-score Threshold | F1 Acc EER Recall | Precision | ROC
O 1 Without 87.96 | 99.31 | 7.58 81.24 98.58 97.23
25 88.83 | 99.07 |6.91 83.72 95.89 98.11

3 Without 90.52 | 98.33 | 481 85.88 | 96.77 98.90

25 91.32 | 98.28 | 5.64 88.37 | 94.84 98.95

0+2 1 Without 80.94 |99.19 | 10.38 | 7357 | 95.48 96.62
25 91.08 | 99.23 | 3.61 85.60 98.70 98.80

3 Without 89.30 | 98.21 |4.97 84.45 95.99 98.72

25 93.48 | 98.40 | 5.46 91.10 96.19 99.13

O+U-U |1 Without 85.19 | 99.19 |9.33 77.77 | 98.38 96.83
25 90.57 | 99.20 |4.11 86.23 | 96.15 99.56

3 Without 89.96 |98.23 | 481 85.38 | 96.12 98.78

25 92.08 | 98.40 |5.10 89.32 95.32 99.37

O+D-U |1 Without 85.19 |98.99 |941 7777 98.38 96.90
25 91.03 |99.26 |4.11 86.92 96.23 98.74

3 Without 89.85 | 98.13 | 4.47 85.37 | 95.83 98.80

25 92.48 | 98.67 | 4.89 91.78 93.20 99.15

0+3 1 Without 88.68 | 99.33 | 7.46 82.61 | 97.65 97.35
25 88.97 |99.10 | 8.80 83.07 97.62 98.25

3 Without 89.75 |98.21 |5.30 84.93 96.35 98.70

25 91.94 | 98.40 |5.62 88.50 96.15 98.97

O+2+3 |1 Without 84.88 | 99.16 | 10.90 | 77.75 |97.22 96.80
25 9155 | 99.30 | 2.05 86.28 | 98.73 98.75

3 Without 89.35 | 98.13 |5.17 84.67 | 95.73 98.73

2.5 94.20 | 98.80 | 4.46 91.81 96.91 99.35

2+3 1 Without 76.71 | 98.87 | 10.28 | 68.74 97.66 97.14
2.5 92.06 |99.35 | 293 87.00 98.82 99.00

3 Without 86.16 | 97.67 | 5.61 80.67 94.48 98.44

25 92.06 | 98.36 |4.81 89.26 | 95.36 99.26
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For discussing and analyzing the obtained results of all implemented experiments, several important sides must be
displayed as follows: -

1- Preprocessing

The proposed preprocessing steps reflects very good results specially by using Z-score concept, so the results
obtained by using Z-score with threshold=2.5 are higher than without Z-score for all cases.

2- Feature engineering

The proposed methods of feature engineering in this research produced the highest results, such that the best results
obtained from the proposed model- (O+2+3), that used the combination of original dataset features in addition to
new generated diagraph features and new generated trigraph (H, D -U, D-D, U-D, U-U, TH). These results give
the indication of enhancement the efficiency of keystroke dynamics system that depended on the original dataset
only, as illustrated in Table (V). Several combinations of features applied, some of these implemented by using
only the new generated features and others implemented by using the original dataset features in addition to new
generated features in different cases, for all applied combinations, the results are better than used the original
dataset only.

3- dataset splitting strategies

In proposed models using two strategies for dataset splitting, the results obtained for all experiments indicated that
SVM produced the best results when considered the trails for the first three users as Class-1(authorized users) and
all the remaining trails for Class-2(un-authorized users). In addition, the training and testing time for all proposed
model by using Z-score is less than other models, that means by using Z-score concept reduce the training and
testing time and enhance the efficiency of SVM-KD. See Table (6).

Table 6: Training and Testing Times for all Experiments of SVM-KD

Model No. of Users (Cases) | Z-score Th. (Scenarios) | Training Time\s | Testing Time\s
O 1 without 0.6651seconds 0.3280
2.5 0.3170seconds 0.1779
3 without 1.3851seconds 0.7110
25 0.6780seconds 0.3530
O+2 1 without 0.7860seconds 0.4020
2.5 0.4050seconds 0.1950
3 without 1.7061seconds 0.8240
2.5 0.8370seconds 0.4180
Oo+U-U |1 without 0.7971seconds 0.3660
2.5 0.3920seconds 0.1809
3 without 1.7001seconds 0.8200
2.5 0.8340seconds 0.4220
Oo+D-U |1 without 0.7941seconds 0.3759
2.5 0.4170seconds 0.1789
3 without 1.7101seconds 0.8060
2.5 0.8430seconds 0.3850
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O+3 1 without 0.7790seconds 0.3700
25 0.3800seconds 0.1709

3 without 1.5901seconds 0.7780

25 0.7730seconds 0.3459

O+2+3 |1 without 0.8920seconds 0.4309
2.5 0.4590seconds 0.2069

3 without 1.8881seconds 0.8590

25 0.9310seconds 0.4090

2+3 1 without 0.7540seconds 0.3699
2.5 0.4720seconds 0.2379

3 without 1.6210seconds 0.8030

2.5 0.9390seconds 0.4760

9. Conclusion

In this section, from the results of this research several points can be concluded, the first point is related to
preprocessing phase. This phase produced good effects on the results comparing with the results without
preprocessing. In addition to the feature-engineering phase generated good new keystroke dynamics features
namely U-D, U-U, and H-T that strength the default features, which founded in original data set, therefore, these
additional features, could be used to strengthen password security by differentiating between authorized and
unauthorized users. Applying SVM classifiers with various data splitting techniques for training and testing
success with keyboard dynamics for authentication fields is an example of deep learning. The provided research's
accuracy with various suggested models is nearly at the acceptable error levels needed for a system with a certain
level of security. Data splitting strategy for training and testing is an important issue in user authentication based
on keystroke dynamics. The results of second strategy of splitting data when consider the first three users as
authorized in all experiments are better than results obtained from first strategy.
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