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Abstract 

This paper studies and analyses the encryption and decryption times of a popular variant of the RSA algorithm, the 

multi-prime RSA. This algorithm uses more than two prime numbers for the encryption process. In this paper, 3, 4, 

and 5 prime RSA algorithms have been implemented and studied. The rate of increase of encryption and decryption 

times concerning the number of primes used is also illustrated and compared graphically.  
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1. INTRODUCTION  

The standard RSA algorithm is an asymmetric-key cryptographic algorithm. It is a popular and proven concept that 

is easy and feasible to find and multiply substantially large prime numbers. Still, it is extremely difficult to do the 

exact reversal, i.e., to factor a large number to get to the original large primes. The RSA algorithm's private and 

public keys are based on very large prime numbers. The point of focus which determines the success or strength of 

RSA is the selection and generation of the public and private keys.  

 RSA focuses on Public-key cryptography and Digital Signatures. Public-key cryptography expunges the idea of 

sending the keys or copy of keys to the receiver through a secure external channel so that one can decrypt the 

original message and vice versa. The sender's decryption key and digital signature are used to verify the sender's 

authenticity. A public encryption key can verify digital signatures, and they cannot be forged or changed later; hence 

a sender cannot repudiate having signed the message in the future [1]. This makes RSA more reliable, secure, and 

definitive. It is also a collaborative algorithm since it can be used/combined with other encryption algorithms like 

DES. 

In this paper, we will study the standard RSA and one of its modifications; the n-prime RSA. The rest of the paper 

includes the following; A brief Literature Review of this algorithm and its variations. Section III is about the 

standard working of the RSA Algorithm. Section IV discusses the n-prime RSA with comparisons of encryption and 

decryption times with standard RSA. As the value of n increases, the N-prime RSA becomes less feasible, and these 

drawbacks are discussed in Section V. The paper is concluded in section VI, which also discusses the future scope 
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2. LITERATURE REVIEW  

Security of multi-prime RSA was studied for r>=3, with a small prime difference [2]. Multi Prime RSA with 

imbalanced prime factors was also analyzed [3]. In 2014, distributed RSA key generation approaches were studied, 

and those were efficient enough to be used with smartphones. Here also, the key generation was performed using 

more than two primes [4]. Multi-prime RSA is used to enhance the security of user data by generating private and 

public keys through randomly generated prime numbers. This RSA acts as a middle, secure layer for web services 

for securely storing data on the cloud. The user can access the web services by logging in and encrypting the data 

[5]. 

The basic idea behind multi-prime RSA was to modify the structure of the RSA modulus. One such approach was 

patented by Compaq [6], with the modulus of the form N=pqr, which is the 3-prime approach. Another approach 

was put forward by Takagi [7][8], which uses the moduli as N=p
2
q, and gives an even better decryption speedup 

using CRT. 

3. RSA ALGORITHM AND ITS IMPLEMENTATION 

The standard RSA with two large primes was implemented in Java, and an average value of the encryption and 

decryption time was obtained for a common string, which was used in evaluating multi-prime RSA as well [9],[14]. 

There are three major steps in the algorithm: 

1. Generation of Public and Private key 

2. Encryption  

3. Decryption 

 

An overview of these three steps is given below: 

 

A. Key Generation 

Key generation consists of the following steps: 

 Two large prime numbers, 'p' and 'q' are chosen randomly.  

 Calculate value of ‘n’ as n=multiply(p,q) 

 Calculate value of ‘φ(n)’ as φ(n) = (p-1)*(q-1) 

 Select integer ‘e' so that the GCD (greatest common divisor) of φ(n) and n evaluates to 1, i.e., 1<e<φ(n) 

 Value of ‘d’ is calculated using (d * e) % φ(n) = 1 

 (e,n)  Public Key and (d,n)  Private key. 

This encryption process is illustrated in Fig. 1 [12]. 

B. Encryption 

      The plaintext M is encrypted to ciphertext, C using  

C=       M
e
 Mod N      . 

C. Decryption 

The plaintext is obtained when ciphertext is decrypted using M= C
d
 Mod N. The decryption process is illustrated 

in Fig. 2 [12]. 
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Figure 1: Flowchart for the Multi-prime encryption process. 
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Figure 2: Flowchart for the Multi-prime decryption process. 

Results  obtained when RSA was implemented in JAVA are average running time for encryption: 11.1 ms, while the 

average running time for decryption: 23.0 ms 

4. MULTI-PRIME RSA 

The RSA algorithm can also be implemented using more than two prime numbers. This is referred to as n-prime 

RSA. Also called the multi-prime RSA, this is simply a general version of the RSA. The following sections cover 

implementation and the average encryption and decryption times of 3-prime, 4-prime, and 5-prime RSA and 

differences in cryptanalysis from the standard 2-prime RSA.  

The primary aim is to determine if using multi-prime RSA is secure and practical compared to standard RSA. This 

paper has observed the results generated when 3, 4, and 5 prime numbers are used. We have used a bit length of 

1024, and 256 bytes is the block size; the time is recorded in milliseconds (ms). 

D. 3-Prime RSA 

      3 large prime numbers p, q, s, are generated randomly and used to calculate the secret key. The Euler's Totient 

function, in this case, can be calculated as:  

phi= (p-1)(q-1)(s-1) 

Average running time for encryption: 18.1 ms 

Average running time for decryption: 77.8 ms 

                                                       

                                          Figure 3: Encryption and decryption times for standard RSA Algorithm. 
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Figure 4: Encryption and decryption times for 3-prime RSA. 

E. 4-Prime RSA 

     4 large prime numbers p, q, s, and t are randomly generated and used to calculate the secret key. The Euler's 

Totient function, in this case, can be calculated as:   

phi=(p-1)(q-1)(s-1)(t-1) 

 

Average running time for encryption: 18.9 ms 

Average running time for decryption: 163.7 ms 

 

 

 

 

Figure 5: Encryption and decryption times for 4-prime RSA. 
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F. 5-Prime RSA 

      Five large prime numbers, p, q, s, t, and u, are randomly generated and used to calculate the secret key. The 

Euler's   

phi=(p-1)(q-1)(s-1)(t-1)(u-1) 

 

Average running time for encryption: 24.7 ms 

Average running time for decryption: 312.9 ms 

TABLE I.  AVERAGE ENCRYPTION AND DECRYPTION VALUES OF RSA AND ITS VARIATIONS 

RSA type 

Average 

Encryption Time 

(ms) 

Average 

Decryption Time 

(ms) 

Standard 

RSA   

(2-primes) 

11.1  23.0  

Multiprime  

(3-primes) 

18.1  77.8  

Multiprime  

(4-primes) 

18.9  163.7 

Multiprime  

(5-primes) 

24.7  312.9 

 

 

 

 

 

Figure 6: Encryption and decryption times for 5-prime RSA. 
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Figure 7: Comparison of Encryption and decryption times of 3, 4, and 5 prime RSA 

 

Figure 8: The plot of Avg. Encryption and Decryption time of the various variants of RSA. 

The rate of increase of the average encryption and decryption times with respect to the increase in the number of 

primes used can be illustrated in Fig. 8. 
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It is clear from the above graphs that when the number of primes is increased to calculate the value of N, the 

decryption time also increases, with little increase in encryption time. This shows that ciphertext is stronger and 

takes longer to decrypt. It is the advantage of using multiple prime numbers.  

On the downside, using more than 3 or 4 prime numbers is not feasible because, firstly, the encryption time also 

increases as the number of primes increases. It can be observed from Table 1 that the average encryption time of 3 

and 4 prime is almost the same, whereas the average encryption time of 5-prime considerably increases, which is not 

desirable. Secondly, when more than 2 prime numbers are used, the private key can be broken faster using the 

Chinese remainder theorem (CRT) [13][10]. Also, the prime factors of N should not fall under the elliptic curve 

method, and since 256 bits are considered to be within the boundary of the elliptic curve method, more than 3 

primes should not be used for 1024 bit modulus [11]. 

"In RSA-CRT, employing the Chinese Remainder Theorem during decryption is a common practice. It results in 

decryption much faster than modular exponentiation. RSA-CRT differs from the standard RSA in key generation 

and decryption. The value of d, the secret exponent, cannot be made short as soon as d < N0.292, the RSA system 

can be totally broken. Keeping this in mind, we make use of the following scheme" [3]. 

5. CONCLUSION AND FUTURE SCOPE 

RSA is a widely used public-key encryption algorithm. The positive side is the increase in decryption time on an 

increase in the number of primes. Although 3-prime and 4-prime are still feasible, increasing the primes further 

leads to increased encryption time, which is not desirable. This can be seen in the drastic increase of decryption time 

in 5-prime RSA. Further, with more number of primes, RSA-CRT can be useful in breaking the private key faster. 

Despite this drawback, multi-prime RSA is secure and practical compared to standard RSA. It doesn't allow the data 

to be decrypted without any effort when the user does not have access to the authentic private key, which is the main 

crux of encryption algorithms.  
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