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1. Introduction 

Several industries have been revolutionised by the IoT, and how organisations function has also been altered, thus 

bringing about a new dawn of enhanced opportunities and business processes [1]. The IoT has become one of the 

key components of modern business today because of its high growth rate and its ability to provide connectivity 

and data processing that increase efficiency and create new opportunities [2]. It is the interconnection of smart 

devices, sensors, and systems that has created new opportunities and transformed various industries into Industry 

Journal of Intelligent Systems and Internet of Things  

Vol. 17, No. 02, PP. 458-487, 2025  

DOI: https://doi.org/10.54216/JISIoT.170230  

 

Abstract 

The proliferation of Internet of Things (IoT) technologies has transformed digital ecosystems, creating highly 

interconnected environments that demand robust and adaptive cybersecurity governance. Despite their 

widespread adoption, existing Information Technology Governance (ITG) frameworks—such as the NIST 

Cybersecurity Framework (CSF), ISO/IEC 27001, Center for Internet Security (CIS) Controls, and ISA/IEC 

62443 vary considerably in scope, applicability, and alignment with the unique characteristics of IoT 

infrastructures. The absence of a unified approach to address IoT-specific challenges such as device 

heterogeneity, data provenance, and real-time monitoring underscores the need for a comprehensive 

comparative analysis. This study conducts a qualitative synthesis and thematic comparison of leading 

cybersecurity governance frameworks to evaluate their effectiveness in ensuring compliance and resilience 

within IoT-enabled environments. Each framework was examined across recurring governance domains, 

including risk management orientation, scalability, control comprehensiveness, interoperability, and contextual 

adaptability. The analysis integrated findings from scholarly literature, international standards documentation, 

and expert reports, allowing the identification of emergent patterns, convergences, and gaps in the frameworks’ 

conceptual foundations and implementation practices. The findings indicate that NIST CSF provides a highly 

flexible, sector-neutral architecture fostering adaptive governance, whereas ISO/IEC 27001 offers formalized, 

audit-oriented structures suitable for organizations emphasizing certification and policy compliance. The CIS 

Controls framework emerges as practical and accessible, favoring rapid implementation and community-driven 

updates, while ISA/IEC 62443 demonstrates unparalleled domain specificity and defense-in-depth design for 

industrial and cyber-physical systems. Nevertheless, all frameworks exhibit limitations when addressing IoT-

centric issues such as dynamic risk contexts, interoperability among heterogeneous devices, and integration of 

operational and information technology governance layers. The study concludes that a composite, layered 

governance approach—anchored in the structural rigor of ISO/IEC 27001, the adaptability of NIST CSF, the 

practicality of CIS Controls, and the industrial depth of ISA/IEC 62443—can offer a more holistic foundation 

for IoT cybersecurity compliance. 
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4.0 [3]. However, like any other disruptive technology, there has been a set of cybersecurity threats that should be 

detected and mitigated as early as possible [4]. The IoT is also an extremely large and highly sensitive ecosystem, 

naturally, which companies have to navigate through due to its enormous number of connected devices and data 

exchange [5]. Firms are extremely susceptible to various forms of cyber-attacks that can exploit the biased 

character of the offered interconnectedness to expand the possible attack vectors [6]. The issue of security is further 

complicated as the IoT is extended into other sectors in manufacturing, smart homes, healthcare, and transport [7]. 

The IoT has expanded at a highly rapid rate and has internalized the introduction of appropriate security practices, 

where organizations are struggling with the new millennium cyber threats [8]. The necessity to comply with 

cybersecurity in the Internet of Things, therefore, has become a burning problem in business organizations on a 

global scale. An IoT ecosystem cyber-attack can be devastating to the IoT ecosystem of the large infrastructures 

and potentially the lives of the masses, other than the affected organizations. To solve these problems and ensure 

the IoT environment is not vulnerable to cyber threats, organisations should ensure that they are more integrated 

and systematic in their approach to cybersecurity [9]. These models of governance offer a strategic guideline to 

the organisations in order to develop effective cybersecurity practices and procedures that are suitable to the 

organisational setting of their implementations of the IoT [10]. There is a possibility that organisations can develop 

a robust security system that is capable of reacting to the dynamic threat environment by the creation of good 

governance systems [11]. These models provide a comprehensive design of cybersecurity solutions in the era of 

IoT with policy design, risk evaluation, and incident response that extends beyond technology. By doing so, it can 

be stated that the IoT world and its complexity can be managed by businesses through proper governance 

frameworks that will ensure their cybersecurity and safeguard the IoT devices, networks, and data [12]. The 

overview of IT governance is presented in Figure 1. 

 

 

Figure 1. Overview of the ITG 

Background and Significance 

The Internet of Things has emerged and significantly transformed the environment of existing businesses, and 

changed it radically as a new paradigm. The IoT is a novelty, which centers on the integration of sensors, 

connectivity, and intelligence into ordinary equipment, apparatus, and objects to facilitate them to communicate 

with one another easily, gather data, and exchange information [13]. With such a networked network of smart 

devices, a whole new world of previously unseen possibilities and efficiency has begun and is no longer a novelty 

[14]. The IoT has revolutionized numerous sectors, such as the manufacturing industry, healthcare industry, 

agriculture industry, and transportation industry. The companies have acquired another chance to facilitate 

processes, customer satisfaction, and organizational efficiency [15]. Real-time data from connected devices helps 

businesses to make quick decisions on the go, which enhances operational flexibility and strategic planning. It has 

been realized that through the IoT, businesses have realized a lot of benefits in terms of productivity and efficiency. 

Integration of automated workflows as well as machine-to-machine communications has enhanced the speed of 

operations and reduced operating costs by reducing human intervention. The huge network of smart devices that 

constitutes the IoT has also made remote monitoring and control possible, thus allowing companies to monitor and 

control their operations and assets from any location, and therefore expand and go international [16]. Moreover, 

the IoT has been enhanced by the integration of AI and ML to make it even better. Through integrating the data 

from IoT sensors with AI analytics, companies have been able to implement predictive maintenance, anomaly 

detection, and personalised customer communication, which in turn, enhance customer satisfaction and loyalty. 

Furthermore, the IoT has been found to hold great potential in the enhancement of supply chains, real-time 
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identification and monitoring of assets and products, and effective utilization of resources. Because of the increased 

visibility into supply chain operations, lead times have been shortened, inventory management has improved, and 

waste has been decreased, promoting environmentally friendly behaviours. The need to make the IoT secure and 

seamlessly integrated is increasingly gaining importance as organisations keep on tapping into the massive 

potential of the IoT [17]. Although the advantages of the IoT are incomparable, it also presents a new range of 

cybersecurity threats to businesses. Interoperability of devices and data exchange provides bad actors with 

loopholes to exploit weaknesses as a disguise to carry out advanced cyberattacks. The necessity to solve the issue 

of cybersecurity concerning the IoT cannot be stressed. Any security breach may cause serious consequences in 

the IoT ecosystem, and the possible risks include data leakage, service failures, financial losses, and even a possible 

threat to population safety. The companies utilizing the IoT are advised to make sure that the information obtained 

is secure, that the systems that are considered important are upheld, and that the companies retain the confidence 

of their customers. [18]. 

Cybersecurity Challenges in the IoT Era 

The IoT has also turned out to be the future of limitless opportunities, but it is also filled with numerous 

cybersecurity problems that cannot be underestimated. The IoT is merely a network of interconnected devices that 

are densely spread across industries and permeate every sphere of modern life. The large scale of the IoT makes 

the IoT vulnerable to a huge attack surface, which is vulnerable to a plethora of cyber-attacks, such as smart homes 

and autonomous vehicles, industrial control systems, and medical equipment. One of the most pressing problems 

is the increased exposure to cyber risks due to the interconnection of the IoT [19]. All connected devices become 

potential targets of bad actors who seek to use vulnerabilities and gain access to confidential data or vital systems. 

The vast number and variety of connected gadgets present a difficult challenge to companies that want to secure 

their IoT environments in their entirety. The common strategies are not always enough in the case of cybersecurity 

of IoT. The reason is that the security environment is varied because of the nature of devices that may be either 

old models or new models of technology. The IoT devices mentioned above have very limited memory and 

processing capabilities, and it is difficult to introduce strong security measures. Additionally, software updates and 

fixes do not necessarily have to be easily accessible, and leave the devices vulnerable to known threats longer. 

Moreover, the development of the IoT and its rapidity make cybersecurity an issue. This is because there is always 

continuous deployment and connection of devices in the IoT environment, and the possibility of frequent changes 

to the configuration [20]. The continuous development of the IoT means that a proactive and dynamic approach to 

cybersecurity is required, which can easily detect and respond to new threats. These challenges can be addressed 

through the creation of an elaborate strategy for cybersecurity compliance to guarantee the safety and privacy of 

IoT solutions. The organisations should therefore implement a proactive and preventive layered security. Some of 

the measures that are encompassed in this strategy include the use of strong encryption, safe authentication 

procedures, and intrusion detection systems. 

Also, security integration should be among the concerns in designing IoT devices for businesses. Cybersecurity 

considerations can be incorporated into the development process since the security by design principles allow the 

vulnerabilities and weaknesses to be omitted. In order to identify and rectify such issues as soon as possible, 

security audits, security checks, and security penetration testing should be carried out periodically. As for the non-

technical measures, the IoT cybersecurity compliance pays special attention to the awareness of the end-users and 

other interested parties. In awareness campaigns and training sessions, users can be prepared to notice malicious 

activity and report it, thus reducing the likelihood of human mistakes and social engineering attacks [21]. The 

entire sector needs to be collaborative, and information sharing is crucial. Cooperative initiatives are less difficult 

to spread threat intelligence and best practices because IoT is a trans-industrial and trans-legal entity. Towards a 

common understanding of cybersecurity compliance in the context of the IoT age, the industry standards and 

guidelines may be used. 

Several issues that threaten the security and privacy of IoT solutions are depicted in Figure 2 as the cybersecurity 

issues of the IoT age. To begin with, as has been mentioned, the IoT has a vast number of potential entry points, 

which are connected devices, sensors, and networks. Moreover, the level of security is hard to standardize because 

the IoT devices are very diverse in terms of form, size, operating systems, and protocols. Since some IoT devices 

may not have the processing capabilities and memory to handle all the functions and have limited resources, the 

manufacturers may decide to compromise and make the IoT devices vulnerable. Furthermore, it is impossible to 

ensure that all IoT devices are protected to the same extent because there are no specific protocols used in their 

security that can be followed to the letter. One of the problems of insecure communications is that they can lead 

to leakage of data and unauthorized access to the information due to poor encryption, no authentication, and open 

data transfer channels. Many IoT devices have outdated software because some devices may not receive frequent 

software updates, and this makes them vulnerable to specific security risks that hackers can easily take advantage 

of. The nature of the IoT devices as the means of collecting and analyzing large volumes of personal data has 

raised the issue of privacy, which raises questions of what can be done with this information and how it can be 
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abused. We also have physical security threats, which should also be taken into account, especially in the SCADA 

systems and in the healthcare sector, where a hacker can physically get into the IoT devices. Their DDoS attacks 

are brought about by hacking the IoT devices and subsequently using them to make very large attacks that impact 

services and networks. This problem of securing the IoT ecosystem is compounded by the fact that the IoT devices 

can join botnets, be infected with malware, and collaborate to commit evil. 

 

 

Figure 2. Cybersecurity Challenges in the IoT era 

The IoT industry is a young one and is rapidly expanding, and this is the reason why the regulation of this industry 

is always evolving. Supply chain risks are also quite critical because they may compromise the security of the 

entire IoT landscape by bringing insecure components or applications. The IoT security is extremely reliant on the 

level of awareness among the users, since the absence of the same may lead to the development of vulnerabilities 

like poor passwords or unprotected settings. Integrity of data should be ensured to prevent such manipulations or 

fraud, which can be disastrous in the use of IoT. Moreover, the IoT devices use poor or inherited passwords, which 

present the issue of poor or no authentication, thus giving the attacker an easy access point into the system. These 

are the cybersecurity concerns that ought to be looked into to offer a secure and safe implementation of the IoT 

devices. In order to minimize risks in the IoT environment, one will need to implement sufficient security practices, 

promote the involvement of key actors, and enhance the level of cybersecurity on a regular basis. 

The Role of ITG Frameworks 

In this respect, the importance of implementing ITG frameworks in addressing the dynamics and the growth of 

cybersecurity threats cannot be overestimated. This study will thus make sure that enough focus is given to these 

frameworks and the several roles that these frameworks can assume in solving the multifaceted issues that are 

caused by the cybersecurity of the IoT. The process of cybersecurity must be methodical and intentional because 

more organizations have now understood that the IoT is a groundbreaking technology [22]. The ITG guidelines 

are critical in assisting organisations in addressing the problem of providing sufficient security to their IoT 

environments. These frameworks are the road maps, which entail the appropriate plan and the step-by-step 

approach of designing and executing effective cybersecurity that may be applied in the framework of the IoT. The 

ITG framework may be useful to organisations because it assists the organisation in tackling the problem of IoT 

security methodically. These frameworks are made up of various elements, which include best practices, policies, 

procedures, and guidelines, to manage the risks and attain the security standards [23]. This is one of the main 

reasons why ITG frameworks exist: to define precise and measurable goals that are in line with the company’s 

security goals and overall business strategy. Such strategic objectives may help organisations to form an integrated 

vision of the current state of their cybersecurity and focus their efforts on a common goal. These frameworks offer 

a logical structure for developing broad policies and procedures that will encompass the IoT environment. Policies 

describe the guidelines and standards that define the proper deployment, usage, and management of IoT devices 

and information. Whereas procedures explain the flow of action to be followed while performing security audits, 

responding to security incidents, and other activities [24]. In particular, it is necessary to note that duties and 

responsibilities are assigned to organisational departments and individuals through the implementation of ITG 

frameworks. The frameworks help to make decisions, to coordinate, and to communicate in case of changing risks, 

as they define who is doing what in the field of cybersecurity. Risk management is one of the components that 

have been integrated into governance systems. These frameworks prompt businesses to conduct extensive risk 

assessments to identify and prioritize possible IoT deployment-specific risks and vulnerabilities. Organisations 

can therefore optimally allocate resources for the setting up of security measures where most required by 
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identifying threats [25]. Security controls are another component of ITG frameworks. These controls include the 

measures that are put in place at the organisational and technical level to ensure the safety of the IoT ecosystem 

against the dangers that prevail on the internet. They may include authentication, access controls, network 

segmentation, and encryption protocols, among others [26]. Event reaction plans are also highlighted as an aspect 

of governance frameworks, which means that organisations should be ready for reactions regardless of how 

proactive they are. Organisations are recommended to come up with clear processes of identifying, responding 

and recovering from security threats. This way, normalcy can be restored and the effects of breaches can be 

significantly minimized with prompt actions. Monitoring and assessment processes are also highlighted by 

governance frameworks as important concepts [27]. Real-time monitoring also enhances the ability of an 

organization to prevent the aggressors from inflicting severe harm since it enables the detection of deviation and 

possible threats as they occur [28]. Thus, the assessments and audits of the cybersecurity measures are conducted 

periodically to ensure that the organization’s protection is still adequate and effective. 

Research Objectives and Contributions 

Therefore, the purpose of this paper is to evaluate the applicability of the current ITG frameworks for promoting 

cybersecurity compliance in the IoT environment. This paper reviews other frameworks as an attempt to assist 

organisations in selecting the most appropriate governance structure that fits their needs by providing them with 

all the requisite information. 

The research questions that will guide this study in the light of the increasing complexity of cybersecurity in the 

era of the IoT are as follows: 

RQ1. Which leading frameworks of IT governance, i.e., NIST CSF, ISO/IEC 27001, CIS Controls, and ISA/IEC 

62443, conceptualize and operationalize the governance of cybersecurity in IoT-enabled ecosystems? 

RQ2. What are the thematic differences and commonalities between these frameworks when dealing with crucial 

cybersecurity areas, including risk management, incident response, monitoring, and compliance assurance?  

RQ3. To what extent do existing governance frameworks accommodate IoT-specific requirements, including 

device heterogeneity, interoperability, and real-time risk management?  

RQ4. What are the conceptual gaps and integration opportunities of a qualitative synthesis of these frameworks 

to create a single governance model to determine the compliance of IoT cybersecurity?  

RQ5. What is the proposal of a hybridized approach to governance that can enhance the resilience of 

cybersecurity and policy alignment in multi-layered IoT infrastructures? 

The study has theoretical and practical implications for the areas of cybersecurity governance, IoT compliance, 

and policy alignment:  

 Comprehensive Qualitative Synthesis: The study employs a qualitative, thematic synthesis approach to 

systematically analyze and interpret the conceptual foundations, structure, and domain coverage of NIST CSF, 

ISO/IEC 27001, CIS Controls, and ISA/IEC 62443 within the context of IoT security governance.  

 Framework Comparison through Thematic Lenses: It develops a cross-framework comparative schema that 

categorizes each framework based on key governance domains— identifying risks, protecting, detecting, 

responding, recovering, scaling, and complying- theming convergence and divergence.  

 Identification of IoT-Specific Gaps: The analysis exposes limitations of traditional IT governance frameworks 

in addressing IoT-specific issues such as device lifecycle management, real-time analytics, interoperability of 

cyber-physical systems, and secure data provenance. 

The remainder of the paper is structured as follows: Section 2 will provide an in-depth literature review, showing 

past research on cybersecurity governance and the current IT governance models applicable in the IoT age. Section 

3 describes the problem statement, identifying the lack of research and the necessity to carry out a comparative 

assessment. In section 4, the author has addressed the major elements of Information Technology Governance 

(ITG) that are the analytical basis of the present research. Section 5 gives a detailed comparative study of the 

chosen frameworks, NIST CSF, ISO/IEC 27001, CIS Controls, and ISA/IEC 62443 on the basis of the thematic 

synthesis and qualitative interpretation. Section 6 expounds on the implications of the findings on a practical level 

with a particular focus on their applicability to policymakers, practitioners, and organizations adopting IoT-based 

cybersecurity measures. Lastly, Section 7 sums up the research by concluding on the key findings, limitations, and 

recommendations for future research. 

2. Literature Review 

The literature indicates a wide area of concern in the field of IoT cybersecurity, including risk management, best 

practices in cybersecurity, legal implications, and economic implications. The studies offer helpful facts regarding 

the minimization of the threat of cyber-attacks and ensuring that the IoT technologies are created safely and 

ethically. 
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Lee (2020) examined the cyber risk and IoT cybersecurity tool control frameworks in the study [29]. The paper 

then suggested the four-layer model of dealing with cyber risk within an IoT setting. This paper allocates the 

financial resources of a high number of IoT cybersecurity projects by using a linear programming model. 

To ensure high security of these interconnected devices, Amoo et al. (2024) [30] evaluate the best practices of 

ensuring cybersecurity hygiene in the IoT environment and the issues that should be considered. The vulnerabilities 

of the IoT devices and their impact on the overall system security and potential solutions to enhancing 

cybersecurity hygiene in the IoT environment were also discussed in this study.  

Stoyanova et al. (2020) [32] presented a systematic review on the Internet of Things (IoT) forensics with a focus 

on the growing complexity of protecting and investigating interconnected IoT systems. Their work categorized the 

issues that are emerging as data acquisition, evidence preservation, and cross-domain interoperability, and 

highlighted the lack of standardized governance mechanisms of forensic preparedness in IoT infrastructures. The 

authors emphasized that current cybersecurity models are frequently unable to consider forensic-by-design as an 

important element, although forensic techniques have developed, and such principles are essential to ensure 

compliance and traceability in distributed systems. 

In the same way, Kandasamy et al. (2020) [33] performed a holistic review of IoT cyber risk assessment models, 

determining the most important risk vectors, prioritization approaches, and ranking procedures. Their results 

showed that there were major differences between risk assessment frameworks in the scalability, data sensitivity 

handling, and responsiveness to attack surfaces unique to IoT. The paper highlighted the importance of governance 

models that could dynamically match cybersecurity risk assessment with heterogeneous device ecosystems. 

Taking this argument further into the legal and regulatory aspect, Babikian (2023) [34] examined the changing 

nature of cyber law in the light of the legal issues that accompany data privacy, digital forensics, and cross-border 

enforcement of cybersecurity. The paper highlighted that the disjointed strategies of legislation across jurisdictions 

pose significant challenges to the development of cohesive IT governance in the IoT settings.  

Table 1 provides a comprehensive overview of major Information Technology Governance (ITG) frameworks 

relevant to cybersecurity and Internet of Things (IoT) compliance, comparing their origins, objectives, structural 

components, strengths, limitations, and contextual relevance. The NIST Cybersecurity Framework (CSF), 

developed by the U.S. National Institute of Standards and Technology (NIST), is one of the most widely adopted 

governance models emphasizing a risk-based and adaptive approach to cybersecurity. It is designed based on five 

main functions, which include Identify, Protect, Detect, Respond, and Recover, which together aid in the 

enhancement of resilience and regulatory alignment. Its major advantage is that it is flexible, scalable, and cross-

sector, and thus organizations can implement it depending on their risk appetite. Nevertheless, it is still paper-

intensive and expert-intensive, with minimal automation and explicit IoT device-level instructions, but can be 

modified to smart and connected contexts [3233, 36, 43]. 

Table 1: Literature Review Summary of Major ITG Frameworks for Cybersecurity and IoT Compliance 

Framework Origin / 

Governing 

Body 

Core Objectives Key 

Components / 

Domains 

IoT Relevance 

NIST 

Cybersecurity 

Framework 

(CSF) [32] 

[33] [36] 

NIST, U.S. 

Department of 

Commerce, 

2014, 2018, 

2023 

Risk-based 

approach, resilience 

enhancement, 

cybersecurity 

posture 

improvement, 

regulatory 

alignment 

Identify, 

Protect, Detect, 

Respond, 

Recover, 

Implementation 

tiers, Profiles 

Moderate, 

adaptable to 

IoT, limited 

device-specific 

controls, 

compatible with 

smart systems 

ISO/IEC 

27001 (ISMS) 

[38] [39] [40] 

ISO and IEC 

Joint Standard, 

2013, updated 

2022 

Information 

Security 

Management 

System (ISMS), 

confidentiality, 

integrity, 

availability, 

certification, and 

audit 

Annex A 

controls, PDCA 

cycle, risk 

assessment, 

governance 

policy, internal 

audit, continual 

improvement 

Moderate, 

adaptable, but 

lacks IoT device 

management, 

weak on real-

time monitoring 
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CIS Controls 

v8 [35] [42] 

[43] 

Center for 

Internet 

Security (CIS), 

2021, 

community-

driven 

Prioritized security 

controls, cyber 

hygiene, practical 

implementation 

roadmap 

18 Controls, 

IG1–IG3 

groups, asset 

management, 

data protection, 

monitoring, 

incident 

response 

Low–Moderate, 

suitable for IoT 

baseline, lacks 

OT depth 

ISA/IEC 

62443 [37] 

[39] [41] 

ISA and IEC 

TC65, 

Industrial 

Automation 

Security 

Standard, 

2010–present 

Industrial 

cybersecurity, 

defense-in-depth, 

system integrity, 

OT/ICS resilience 

Four levels 

(General, 

Policies, 

Systems, 

Components), 

Security Levels 

(SL1–SL4), 

and lifecycle 

management 

High, designed 

for IIoT, OT, 

cyber-physical 

systems, strong 

lifecycle 

security 

COBIT 2019 

(for 

comparison) 

[40] [42] 

ISACA, 2019 IT governance, 

value delivery, 

performance 

measurement, policy 

compliance 

Governance 

and 

management 

objectives, 

performance 

metrics, design 

factors 

Low, suitable 

for IT strategy, 

not IoT 

operations 

The ISO/IEC 27001 Information Security Management System (ISMS) is a standard, that is, jointly published by 

ISO and IEC, offering a formal and certifiable framework of governance to keep confidentiality, integrity, and 

availability of information assets. It is based on the 114 controls and the Plan-Do-Check-Act (PDCA) cycle of 

Annex A that provides extensive governance coverage and integration with similar standards such as ISO 22301 

and ISO 31000. Its global acknowledgment and certification system makes it more credible, but its cost of 

implementation is quite high, extensive documentation is required, and its ability to adapt to IoT-specific contexts, 

including controlling devices and real-time monitoring, is low, which hinders its usefulness in dynamic IoT 

ecosystems [38-40]. 

The Center for Internet Security (CIS) Controls v8, which was launched in 2021, is a pragmatic and community-

based framework that focuses on practical cybersecurity hygiene by 18 prioritized controls organized into three 

implementation levels (IG1–IG3). It provides a low-cost and deployable roadmap to organizations that are in need 

of a fast security boost. Its simplicity, community-driven updates, and compatibility with NIST CSF make it 

particularly suitable for small to mid-sized enterprises. However, the lack of standard certification and coverage 

of industrial internet of things (IIoT) and operational technology (OT) security diminishes its use in more 

complicated enterprise settings [35,42,43]. The framework of the International Society of Automation (ISA) and 

the IEC Technical Committee 65 is named ISA/IEC 62443, and is specifically directed at industrial automation 

and control systems (IACS). It offers a defense-in-depth architecture that is organized into four levels of hierarchy, 

namely General, Policies and Procedures, System, and Component, and establishes Security Levels (SL1-SL4) to 

quantify system assurance. The framework is industrial-specific, lifecycle-oriented, and integrates IT/OT, and is 

thus very appropriate to Industrial IoT (IIoT) and cyber-physical systems. It is, however, technically challenging 

and resource-intensive and not very feasible in non-industrial or consumer IoT settings [37,41,39].  

COBIT 2019, which is upheld by ISACA, is a strategic IT governance framework that is based on delivering value, 

measuring performance, and adhering to policies. It specifies governance and management goals as well as 

quantifiable design considerations and is therefore highly useful in harmonizing the business and IT objectives at 

the enterprise level. COBIT provides a great deal of strategic alignment and policy management, but it does not 

have the technical depth of cybersecurity and is ill-adapted to the operational governance of IoT because of its top-

down management perspective [41,40]. 

3. Theoretical Foundation and Methodology used 

The giant growth of the IoT has transformed our lives, work, and relationship with technology by bringing in the 

era of unparalleled connectedness and interactivity. The IoT has penetrated numerous sectors such as healthcare 
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and transportation, manufacturing, and smart cities, and is likely to enhance the efficiency and optimisation of 

operations. However, the fact that they are dependent on IoT devices and interconnection has exposed 

organisations to various cybersecurity threats that demand proactive and premeditated efforts. 

A. Understanding the Complexities and Interconnectedness of IoT Devices 

The IoT ecosystem is a dynamic and constantly evolving ecosystem that offers an attractive world of innovation 

and connectivity. An IoT environment can be described as a sophisticated network that comprises of massive 

number of smart devices, sensors, and networks, and they all share information continuously. Besides that, it 

creates a system of unmatched convenience and efficiency, and simultaneously a set of cybersecurity issues that 

should be observed at any given moment. Of more importance is the fact that this networked web offers a much 

larger attack area. It can be a smart thermostat, a fitness tracker, an industrial sensor, or an autonomous vehicle, 

but all IoT devices open the possibility to become a point of vulnerability to cyber threats in the digital environment 

of an organisation. The advantage of such a big network is that the consequences of successful cyber-attacks are 

even more dismal because a single device can potentially destroy the entire system of IoT [36]. The multiple IoT 

tools make the ecosystem protection even more complex, as stated above. All of them are unique and different in 

terms of usage and necessity. Any device poses a challenge to cybersecurity experts, starting with the simple and 

low-energy sensors and ending with advanced and high-energy industrial control systems [37]. 

The implementation of effective security measures may also be a great problem in devices that have limited 

resources because of their small computing and memory power. This vulnerability can be exploited by hackers 

who might be interested in interfering with such gadgets and using them as attack platforms. The second issue is 

that no universal security standards can be applied to all IoT devices, and thus, it is hard to ensure high and 

consistent security standards. Another aspect that makes the picture even more difficult is the integration of legacy 

technologies into the IoT environment. Some of the existing hardware and infrastructure might have been 

developed without the aspect of security as a core consideration, which makes them easy targets for modern, 

complex cyber-attacks. Due to the fact that IoT has a large number of communication protocols, there can be some 

security loopholes because of compatibility and interconnectivity issues [38]. It may be challenging to achieve the 

correct balance between security and usability of the devices and networks. The IoT environment is constantly and 

steadily growing, which adds to the challenge. The threat profile evolves over time due to the introduction of new 

technologies and gadgets into the environment. The cyber attackers are always smart enough to get into the newly 

identified vulnerabilities and loopholes, which makes it very important to always be on the lookout for new threats 

in the market and be able to come up with new ways of protecting the systems. This is why IoT cybersecurity in 

this setting must be grounded on the principles of constant monitoring, threat intelligence, and proactive defense. 

Organisations must be ready to adapt to new threats and risks at any given time and make sure that security controls 

are dynamic in relation to the ever-changing IoT environment [39]. 

B. Discussion on the Importance of Governance Structures 

It is for this reason that the issue of strong governance frameworks is highly significant, especially given the 

increasing susceptibility to cyber threats because of the changing IoT landscape. These governance frameworks 

are beneficial to safeguard businesses and their complex IoT systems as they provide a coherent and 

comprehensive approach to address all the issues associated with IoT security. These governance frameworks are 

set after a good and strategic plan to help organizations that wish to have a good business plan in the area of 

cybersecurity. These plans begin with the concrete cybersecurity goals that are suitable for the general 

characteristics and the distinctiveness of the IoT assets of the organizations. These frameworks ensure that 

cybersecurity is integrated as a goal by linking these objectives to the overall mission and business strategy of the 

organization. First of all, governance structures intentionally allocate certain tasks and obligations in an 

organisation to individuals or groups. This division of labour ensures that cybersecurity is not only an idea but an 

area of responsibility and promotion by the right people [40]. This clear division of labour is beneficial in ensuring 

that there are no gaps and that there is a solid structure in place for cybersecurity operations by eliminating silos 

and promoting a culture of collaboration and awareness across the different tiers of an organisation. The risk 

management aspect of these governance structures works as a safeguarding system against possible risks and 

problems [41]. Risk analysis and assessment help organisations to understand the risk better and therefore identify 

which areas require more security. Potential vulnerabilities and failures can also be predicted and prevented 

because organisations can also identify what the vulnerabilities in the IoT environment are and what their impact 

is, so that they can prevent such failures in the future. The governance structures assist in the enforcement of the 

appropriate security policies in a manner that there is a barrier to the different online threats. These measures 

involve a range of activities such as the use of multi-factor authentication, an access management system, and 

encryption algorithms. With the help of such a security feature, the IoT environment is insured against such threats, 

and the stability of the connected devices is ensured. The applicability of the governance structures can be seen in 

the way the incident handling plans are well-organized in times of crisis and security issues. These response plans, 

as discussed in the framework in detail, provide organisations with a roadmap of how to respond to cyber threats 
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in a rapid and efficient way [42]. Some of the ways through which organisations can alleviate the impact of 

breaches, safeguard their information and infrastructure, and manage to restore order are by means of the 

mechanisms that enhance the capability of early detection, separation, and recovery of security threats. In addition, 

another attribute of all the systems of governance is the continuous assessment and scrutiny. By being vigilant at 

all times and undertaking frequent security audits, organisations can easily identify new threats and incursions 

within the organisation in real time [43]. 

C. Research Design  

The research design used in this paper is a qualitative research that follows an interpretivist paradigm as it focuses 

on the investigation of meanings, interrelationships, and conceptual foundations of key ITG frameworks. The 

qualitative orientation can be used to comprehend the conceptualization of the Internet of Things (IoT)-enabled 

governance frameworks (namely NIST CSF, ISO/IEC 27001, CIS Controls, and ISA/IEC 62443) to cybersecurity 

compliance in a more profound way. The research does not aim to quantify effectiveness through numerical 

scoring; rather, it seeks to interpret thematic patterns, policy orientations, and contextual adaptability through 

comparative content analysis and thematic synthesis. The design incorporates three stages of methodology. To 

capture the development of cybersecurity governance, the systematic review of the documents involved a review 

of peer-reviewed publications, documentation of standards, white papers, and industry guidelines in the period 

between 2018 and 2025. Second, the thematic categorization was applied to group the framework attributes into 

the governance domains, which comprised risk management, policy structure, scalability, interoperability, and 

compliance monitoring. Third, an interpretive synthesis process was used to determine convergence, divergence, 

and contextual gaps across frameworks with a focus on their implications for IoT cybersecurity. The study design 

is compatible with the exploratory character of the study, and the intention to generate an integrative conceptual 

insight, but not to come up with prescriptive measures. 

D. Scope  

The area of the proposed study is limited to the comparative analysis of the major global IT governance models 

with particular reference to their relevance to the sphere of IoT cybersecurity. The reviewed frameworks include 

NIST Cybersecurity Framework (CSF), ISO/IEC 27001, CIS Controls, and ISA/IEC 62443, and they have been 

chosen because of their international popularity, cross-sector applicability, and proven application in cybersecurity 

governance. The paper addresses the conceptual, structural, and operational aspects of these frameworks and how 

they align with the changing needs of IoT-based infrastructures, which are heterogeneous, real-time, and cyber-

physical interfaces. The study does not assess the framework performance using organizational case studies or 

empirical tests; rather, it focuses on policy design, structural flexibility, and theoretical synthesis. The review of 

official standards documentation, academic literature, and domain-specific commentaries will be included in the 

analysis to maintain triangulation and reliability. Its geographical focus is the worldwide one, including 

international adoption views, but the discussion mainly mentions the situations when the IoT implementations 

have already developed, including industrial automation, smart cities, and critical infrastructure industries. 

E. Data Analysis and Synthesis 

Data analysis was done under the qualitative synthesis method, where thematic analysis was used in combination 

with comparative interpretive synthesis to generate insights using textual data. All document framework 

publications, academic articles, and regulatory guidelines were imported into a qualitative analysis environment 

to be coded and categorized. The data were systematically reviewed, coded, and clustered into themes reflecting 

the recurring domains of governance and the following themes were identified in accordance with the six-step 

thematic analysis approach suggested by Braun and Clarke: (1) risk management orientation, (2) control 

comprehensiveness, (3) scalability and flexibility, (4) interoperability and compliance mapping, and (5) IoT 

readiness and contextual adaptability. A cross-framework synthesis matrix was then created to compare the chosen 

governance models in these themes and to find intersections, complementarities, and limitations. The interpretive 

synthesis focused on conceptual congruency and governance philosophy as opposed to statistical performance. 

The constant comparative analysis was conducted on each theme, which allowed identifying convergence patterns, 

including common principles of risk-based governance, and divergence patterns, including the difference in the 

formality of audit, scalability, and IoT-specific provisions. 

4. Components of ITG Frameworks 

The ITG frameworks are important in helping organisations in the complicated environment of the IoT to develop 

effective cybersecurity. These frameworks address many crucial issues that, in combination, make up a 

comprehensive and strategic approach to the security of IoT. 

Figure 3 illustrates the most prominent aspects and functions of an ITG framework that is adjusted to the security 

of the IoT. It will strive to develop a comprehensive and efficient cybersecurity system and establish a setting in 

which IoT devices and data transmission will be secure. The first action in this connection. Is to “Define Strategic 
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Objectives. This involves the establishment of clear, specific, and consistent cybersecurity goals that are aligned 

with the general business strategy of the organization. It entails the study of the IoT environment, important assets, 

risks, and opportunities. At this point, one should realize how cybersecurity affects business processes and 

regulations. The second step of defining the strategic goals is to develop comprehensive policies, procedures, and 

controls of IoT security. To do this, the documentation of guidelines and standards of different IoT applications 

should be created. Such policies make sure that every cybersecurity project is consistent with the strategic plan of 

the organization and is not illegal. They are device management, incident response, access control, and data 

protection, among others. The third exercise will be Concerns and Responsibilities to Manage IoT Security. During 

this step, there is a need to determine the roles and the responsibilities of various stakeholders within various 

departments, since cybersecurity is the business of everyone. It is also worth mentioning that the IT department 

can implement access control and network monitoring, the operations department can implement physical security, 

the legal department can implement privacy policies and compliance, and the human resource department can 

implement training of the employees [44]. The given division of responsibilities contributes to the culture of 

responsibility and enables approaching the issue of IoT security as a systemic one. The framework components 

include Continuous Monitoring, Incident Response Plans, and Risk Management. Risk management is required in 

the case of the IoT due to the continuously changing risks and threats. IoT risk assessment demands that 

organizations determine, evaluate, and prioritize risks that are related to their IoT implementations. Incident 

response plans are a viable method of addressing cybersecurity attacks in case of any security threats. To identify 

and neutralize emerging threats in the shortest time possible, the system is actively monitored by actively scanning 

the system logs, network traffic, and activity of IoT devices. 

This IoT security ITG framework provides an orderly method to improve the security measures. Following these 

recommendations and enacting strict policies and measures, organizations will be able to secure sensitive data, 

improve the credibility of the IoT environment, and avoid all types of cyber threats. 

 

 

Figure 3. The key steps and components of an ITG Framework 

F. Defining Strategic Objectives for Cybersecurity in the IoT Environment 

The basis of a sound cybersecurity strategy in the constantly changing and integrated world of the IoT is to develop 

clear and achievable goals that support the overall business goals of the organization. These strategic objectives 

are the roadmap of the organization as far as cybersecurity is concerned, in order to be specific, flexible, and 

relevant to the opportunities and threats of the IoT environment. The recognition of the IoT environment of the 

organisation is the initial step towards effective cybersecurity goals. This is done by identifying and mapping key 

resources that include sensitive data, patents, critical structures, and connected consumer devices, among others. 

Knowing the degree of priority of these assets will help you know the degree of protection and investment they 

should be given. In addition to that, the evaluation will focus on threats and risks that could be present in the IoT 

environment. Through continuous evaluation of the vulnerabilities, the organizations are in a position to seal the 

gaps before the risky people can exploit them. The research has taken into account some factors, such as the 

communication protocols that will be employed, the type of IoT devices, and risks of data leakage or system 

compromise [45]. The strategic cybersecurity objectives must be aligned with the overall organizational business 

objectives to ensure that the commercial objectives of the company are achieved. To this end, it is essential to 

understand the impact of cybersecurity on the fundamental business operations, the confidence of the clients, and 

the reputation of the company. Irrespective of whether the main objectives are to improve customer satisfaction, 

innovation, or compliance with the industry standards, the specific strategic objectives should be aligned with and 
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supplemented by these more business-wide objectives. Strategic goals are also determined by taking into account 

market needs and legal provisions of the industry in which the organization operates, thereby ensuring that the 

developed IoT environment meets the data protection laws, privacy, and security regulations of particular 

industries. These rules keep the company out of legal trouble and, at the same time, increase the trust of the 

stakeholders and the customers. Cybersecurity goals can be specific and measurable, and they can be defined with 

an understanding of the organization's IoT environment, risks, objectives, and compliance requirements. These 

objectives must be SMART, i.e., specific, measurable, realistic, relevant, and time-bound, in order to enable 

organisations to effectively gauge their performance. 

Strategic goals are carefully created to improve cybersecurity and protect the integrity of connected devices in the 

changing environment of the IoT ecosystem. These include a vast array of important topics, and all of them are 

aimed at ensuring the protection of private data, at the prevention of unauthorized access, and at shielding the IoT 

communication channels from possible threats in the online environment. The protection of data, which guarantees 

the confidentiality, completeness, and availability of the sent and processed data, is one of the most significant 

focuses. During the device onboarding, authentication and authorisation measures to restrict the access of the IoT 

network by unauthorised parties are enforced [46]. To minimize security risks throughout the device’s lifecycle, 

proper means of registering, deregistering, and decommissioning the device have also been developed. Higher 

levels of encryption, segmentation of the network, and intrusion detection enhance the network protection and 

increase the total safeguard against cyber threats. Since prevention of possible attacks is the best form of defense, 

constant review and fixes on possible loopholes in the IoT devices and networks are accomplished. In order to 

respond to the cybersecurity threats, minimize their consequences, and quickly restore the system, strong incident 

response procedures are established. Also, the practice of security awareness and the constant reinforcement of 

cybersecurity training prepare the users and the staff to act on any potential threats. Thus, organisations may further 

enhance the security of the IoT environment and create a solid and secure base for IoT devices and data interactions 

by pursuing these strategic objectives continuously [47]. 

The strategic objectives become the guidelines for decision-making, resource allocation, and the process of putting 

in place security measures once these have been formulated. These are the goals that will help businesses in making 

proactive steps in the new threats and adapt to the dynamics of the IoT environment. 

G. Development of Comprehensive Policies, Procedures, and Controls for IoT Security 

As the IoT is ever-evolving, it is essential to have a sound base of cybersecurity in preventing various threats to 

organisations. ITG frameworks can be rather helpful in creating effective policies, procedures, and controls 

oriented to the needs of IoT security. These mandated documents provide specifications, standard procedures, and 

a viable action plan to protect the domain of the IoT and have an assuring and sound security position across the 

organization. 

Policies: Establishing Security Guidelines for the IoT 

The policies form the foundation of the governance system of IoT security. These standards cover all aspects of 

the implementation of the IoT and have many security recommendations. Such regulations establish the stance of 

the organization regarding cybersecurity matters, including device management, incident management, access 

control, and data protection. They are prepared to the letter to meet the strategic plan of the framework, legal 

requirements, and standard operating procedures. As an example, access control policies are defined in terms of 

how and when access to IoT devices and their data is granted or denied. Due to the strict data protection laws, data 

privacy rules define how the collected information through IoT devices should be processed, stored, and shared. 

IoT device management policies describe how IoT devices are to be registered, authenticated, and managed in a 

secure manner throughout their life cycle. Policies are beneficial to employees, contractors, and stakeholders 

because they provide a guideline for best practices by setting security rules in clear terms. They support the 

importance of cybersecurity in all aspects of IoT processes by promoting security consciousness and responsibility 

among the members of the organization [48]. 

Procedures: Implementing Standardized Security Processes 

While rules prescribe what has to be done in the IoT environment for security, procedures provide comprehensive 

guidelines on how the security tasks are to be accomplished. These complex procedures ensure that the consistency 

and effectiveness of the organization’s cybersecurity measures are well-protected. Procedures decrease the amount 

of human influence and remove uncertainty, which enhances the security position. In order to ensure that only the 

right devices are allowed to connect to the network, there might be some authentication and authorization process 

when adding new IoT devices to the network. The consequences of security incidents on the organisation would 

be minimised through the detection, containment, and prevention of cybersecurity breaches as depicted by incident 

response processes. It enables the employees to be armed with adequate knowledge and self-confidence to deal 
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with emergent security issues through documented procedures. They reduce the complexity of the security 

business, enabling organizations to manage their IoT environment and respond to emerging threats effectively. 

Security Controls: Bolstering IoT Defenses 

The security measures within the context of the governance framework serve as the first layer of protection against 

possible threats in the IoT environment. Such measures are organisational and technical that help enhance IoT 

security and protect the systems from intrusions and cyber threats. The technical security controls may include: 

use of multiple factors of identification to enhance the security of accessing IoT assets, use of subnets to isolate 

IoT assets from public networks, and use of secure protocols to enhance the security of data exchanges between 

IoT assets and servers. Some of the organisational security measures include: the constant updating of software 

and patches, programmes that educate the staff on the importance of security, security checks to ensure that all 

staff are following the rules and regulations, and employee training. The following is a list of measures that 

organisations can take to minimise the chances of successful cyber invasions and data breaches regarding IoT. 

H. Allocating Responsibilities and Roles for Managing IoT Security 

In the rapidly growing and interconnected IoT environment, security is everyone’s concern and touches all aspects 

of the organization. Thus, the governance frameworks are vital in establishing and coordinating the responsibilities 

of different stakeholders within the organisation regarding IoT security. Internet of Things security is a much more 

complex problem than that of traditional cybersecurity, which can be solved by one department or a few IT 

specialists. It is a multi-disciplinary process that requires the coordination of people and entities in the 

management, engineering, IT, operations, and legal departments. It is integrated into the broad IoT security 

perspective that is considered by the governance frameworks and implies the engagement of all stakeholders in 

the process of protecting IoT assets and data of the organisation. These frameworks define the specific 

responsibilities, accountability, and the scope of work for each employee and department. The IT division can be 

involved in managing the access control, implementing strict technological security measures, and monitoring the 

network for possible attacks. It is likely that IoT device physical security will be the responsibility of operations 

teams, who will be responsible for the right installation, maintenance, and disposal at the end of the device’s life 

cycle. Legal departments play a significant role in the development of privacy strategies, adherence to data 

protection laws, and evaluation of vendors’ agreements from a security standpoint. To achieve these objectives, 

human resources departments’ primary tasks are to raise employees’ awareness of security threats and provide 

them with the necessary training and access control measures. IoT security initiatives, cybersecurity rules, and 

security culture within the organisation are supported by the management leaders through backing and funding. 

The organizational culture of accountability is developed through the definition of responsibilities and tasks, where 

every employee understands the significance of their position in the creation of a safe IoT environment. This 

culture encourages a proactive method of securing IoT resources, reporting potential security threats in time, and 

adhering to security standards. The entire staff of all the ranks of the corporate structure is occupied with the issue 

of cybersecurity protection as a priority, and can observe possible threats and vulnerabilities and respond to them 

in a timely and efficient way. Governance frameworks also support cross-functional integration, which means that 

departmental silos do not exist. The inter-relationship of IoT implies the need to have a strong defence strategy in 

which different teams must communicate on a regular basis. Organisations can benefit from the specialisation of 

their employees by encouraging teamwork, which leads to innovative and complex solutions to security issues that 

encompass a number of challenges. Thus, it can be concluded that, by applying an integrated approach, it is 

possible to enhance IoT security, protect valuable assets and information, and create a safe and secure IoT 

environment [49]. 

I. Incorporating Risk Management, Incident Response Plans, and Continuous Monitoring in Governance 

Frameworks 

Risk Management: Safeguarding the IoT Ecosystem 

Nevertheless, risk management is essential when it comes to creating effective structures when it comes to the 

management of information technology in the ever-evolving landscape of the Internet of Things (IoT), where 

threats and threats are always lurking. These frameworks assist them in securing the environment of their IoT as 

well as properly distributing resources by assisting the enterprises to recognize, assess, and rank threats and 

vulnerabilities related to the implementation of IoT. Risk analyses in governance structures require a total analysis 

of the entire IoT environment. These evaluations encompass the resources, data, networks, and other potential 

threats with respect to their ability to affect the operations and reputation of the organisation. When risk is studied 

to this extent, organisations are in a position to identify their specific risk profile and easily identify areas of risk 

and make sound decisions on resource allocation. Risk assessments enable organisations to evaluate risks based 

on their likelihood and their severity in case they occur. One can easily observe that organisations are capable of 

allocating their attention and resources to the most critical threats in the IoT environment. This approach also has 

the advantage of targeting specific areas of weakness and minimizing the risks that may be present, thus making 
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the deployment more secure and less vulnerable. IoT is a vast and complex environment for organisations; 

however, they should not feel lost in it as long as they follow sound risk management practices, secure their 

property and information, and mitigate the risks [50]. 

Incident Response Plans: Swift and Effective Incident Handling 

This is because when a company or an organization is attacked, there is a need to respond and regain normalcy as 

soon as possible. The importance of incident response plans in the governance structures is that they provide a 

methodological way of identifying, managing, and restoring security threats. These incident response plans are 

detailed guidelines on dealing with security incidents, and they are found in the governance structures. It is 

characterized by identification, isolation, elimination, recovery, and use of information in regards to the 

occurrence. This can be done to ensure that all the staff members understand their roles and responsibilities in the 

different stages of the incident response, and this is well recorded at every step of the process. Some of the activities 

that are commonly practiced include rehearsals and exercises, which entail the management of various forms of 

cyber events to assess the preparedness of the response measures. Such training sessions are useful not only to 

refresh the knowledge of the staff and show them how it is possible to react in case of an incident, but also to 

identify the directions that require improvement. Therefore, it is advisable for organisations to practice incident 

response frequently in order to enhance their capacity to respond to security incidents as soon as they occur. 

Continuous Monitoring: Proactive Threat Detection 

This is because the threats in IoT are ever-evolving and thus require the IoT networks and devices to be scanned 

periodically. Therefore, the governance frameworks assist in monitoring and security audit as well as assessment 

of the vulnerabilities in order to address the new threats. Real-time monitoring means the process of watching 

system logs, network traffic, and IoT devices’ activities in real-time. It also helps the organisations to detect new 

trends and threats that are typical of a security breach and to counter them in real time. Another point that can be 

associated with continuous monitoring is the security audits and the vulnerability assessments. These tests are 

more related to the hardware of the IoT, the network connectivity, and the security. Auditing and assessments are 

useful tools that assist organisations in identifying the loopholes in the security systems and rectifying them before 

they become a problem. 

5. Evaluating Existing Governance Frameworks for IoT Security 

The significance of adequate cybersecurity management models is increasingly gaining momentum as the IoT 

continues to reshape the contemporary world of interconnected devices. This part begins with the systematic 

discussion of the current governance structures that are being applied to the compliance of the IoT cybersecurity. 

We shall be comparing their performance in terms of vulnerability detection, mitigation of cyber risks, and security 

incident management. 

A. Comparative Analysis of Governance Frameworks 

The ever-shifting IoT cybersecurity environment has seen the development of a range of governance frameworks 

to offer organisations a systematised means of protecting their IoT ecosystems. This part discusses the possibility 

of carrying out a comparative analysis of a set of popular governance frameworks, all of which are specialised to 

address the specific issues presented by IoT deployments. We also hope to understand practical lessons about the 

advantages and disadvantages of the NIST Cybersecurity Framework, ISO/IEC 27001, CIS Controls, and ISA/IEC 

62443 to enable organisations to make informed decisions about which framework fits their particular 

organisational requirements and IoT needs. 

NIST Cybersecurity Framework 

The most widespread and universal models of cybersecurity are the NIST Cybersecurity Framework, which was 

developed by the National Institute of Standards and Technology (NIST) [36]. Table 1 provides a comparative 

analysis of the NIST Cybersecurity Framework, highlighting its major strengths, limitations, and implementation 

challenges. The table also contrasts NIST CSF with other globally recognized frameworks such as ISO/IEC 27001 

and COBIT 5, and outlines practical recommendations for enhancing its applicability, particularly in IoT-driven 

and resource-constrained environments. 
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Table 1: Comparative Analysis: Strengths, Limitations, and Implementation Considerations of the NIST 

Cybersecurity Framework 

Aspect Strengths Limitations Implementation 

Challenges 

Comparison with 

Other 

Frameworks 

(e.g., ISO/IEC 

27001, COBIT 5) 

Risk-Based 

Approach 

Emphasizes risk 

prioritization to 

address the most 

critical threats and 

vulnerabilities, 

improving 

organizational 

resilience. 

May lack 

quantitative risk 

assessment 

methods for 

advanced 

cyber-physical 

systems. 

Requires skilled 

personnel for 

accurate risk 

identification and 

scoring. 

More adaptive 

than ISO/IEC 

27001, but less 

prescriptive in risk 

quantification. 

Flexibility and 

Scalability 

Applicable to all 

organizational 

sizes and sectors, 

including SMEs 

and large 

enterprises. 

Implementation 

consistency 

may vary, 

leading to 

uneven maturity 

levels. 

Small enterprises 

may struggle 

with scaling due 

to limited 

resources. 

More flexible than 

COBIT 5, which 

has complex 

control objectives. 

IoT 

Integration 

Provides a broad 

security posture 

adaptable to IoT 

networks. 

Lacks detailed 

IoT-specific 

control 

guidelines for 

device 

heterogeneity 

and protocol 

variations. 

Difficulties in 

mapping IoT 

device lifecycles 

to NIST CSF 

functions. 

ISO 27001 Annex 

A includes more 

device-oriented 

controls. 

Documentation 

and 

Maintenance 

Ensures 

transparency and 

traceability through 

structured 

documentation. 

Heavy 

documentation 

burden, 

especially for 

smaller 

organizations. 

Maintaining 

continuous 

updates is time-

consuming. 

Less prescriptive 

than ISO 27001 

but still 

documentation-

heavy. 

Clear 

Guidelines and 

Framework 

Structure 

Defines five core 

functions—

Identify, Protect, 

Detect, Respond, 

and Recover—

enabling a holistic 

view. 

It may be too 

generic for 

organizations 

requiring 

domain-specific 

compliance. 

Requires 

customization for 

industry-specific 

applications. 

Simpler and more 

intuitive than 

COBIT 5’s 

process-based 

structure. 

Integration 

Capability 

Compatible with 

other international 

standards (e.g., 

ISO/IEC 27001, 

GDPR). 

Limited 

interoperability 

with sector-

specific 

regulations 

(e.g., HIPAA, 

PCI-DSS). 

Mapping 

between 

standards can be 

ambiguous. 

Offers higher 

adaptability but is 

less audit-oriented 

than ISO/IEC 

27001. 
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Continuous 

Improvement 

Orientation 

Encourages 

iterative risk 

management and 

self-assessment 

cycles. 

Relies heavily 

on voluntary 

adoption; lacks 

enforcement 

mechanisms. 

Sustaining long-

term engagement 

and periodic 

reviews is 

challenging. 

More 

improvement-

oriented than 

COBIT 5, but 

lacks formal 

certification. 

Cost-

Effectiveness 

Free to access and 

implement, 

reducing entry 

barriers for 

adoption. 

Indirect costs 

(training, 

audits, 

integration) 

may still be 

high. 

Cost justification 

can be difficult 

for low-risk 

organizations. 

Lower entry cost 

compared to 

ISO/IEC 27001 

certification. 

Global 

Adoption and 

Recognition 

Widely recognized 

in the United States 

and internationally 

endorsed by 

regulatory bodies. 

Adoption 

outside North 

America 

remains slower 

compared to 

ISO standards. 

Varying legal and 

compliance 

landscapes hinder 

universal 

adoption. 

Less globally 

standardized than 

ISO/IEC 27001. 

ISO/IEC 27001 

The ISO/IEC 27001 is a global standard providing the requirements of the design of an Information Security 

Management System (ISMS). It offers a methodical way of handling the delicate data of a business, particularly 

the data pertaining to IoT [37], as shown in Table 2, which outlines its strengths and limitations. 

Table 2: Comparative Analysis: Strengths, Limitations, and Implementation Considerations of the ISO/IEC 

27001 Framework 

Aspect Strengths Limitations Implementation 

Challenges 

Comparison 

with Other 

Frameworks 

(e.g., NIST 

CSF, COBIT 5) 

Global 

Recognition and 

Standardization 

Internationally 

recognized as a 

leading information 

security 

management 

standard, 

facilitating global 

compliance and 

interoperability. 

May not 

address 

emerging 

region-specific 

regulations 

such as GDPR 

extensions or 

AI ethics 

compliance. 

Aligning 

regional and 

organizational 

requirements can 

be complex. 

More globally 

standardized 

than the NIST 

CSF, offering 

certification 

credibility. 

Comprehensive 

Security 

Controls (Annex 

A) 

Provides 114 

detailed controls 

across governance, 

physical, and 

technical domains, 

adaptable to diverse 

infrastructures. 

Controls may 

not sufficiently 

cover IoT 

device 

heterogeneity, 

network 

latency, and 

real-time risk 

factors. 

Customizing 

controls for IoT 

and operational 

technology (OT) 

environments 

requires deep 

technical 

expertise. 

More 

prescriptive than 

NIST CSF, but 

less flexible for 

real-time IoT 

systems. 

Systematic Risk 

Management 

Ensures a 

structured approach 

to identifying, 

Risk 

identification 

may rely on 

Implementing 

continuous risk 

monitoring tools 

Offers stronger 

risk 

documentation 
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evaluating, and 

mitigating risks 

through the ISMS 

framework. 

static 

assessments 

that fail to 

capture 

dynamic 

cyber-physical 

risks. 

can be 

technically 

demanding. 

than COBIT 5, 

but is less 

adaptable than 

NIST CSF. 

Continuous 

Improvement 

(PDCA Cycle) 

Fosters an iterative 

“Plan–Do–Check–

Act” process for 

sustained 

cybersecurity 

maturity. 

Audit cycles 

can become 

repetitive and 

administrative 

without 

tangible 

outcomes. 

Requires skilled 

auditors and 

continuous 

executive 

engagement. 

More structured 

improvement 

model than the 

NIST CSF’s 

voluntary self-

assessment. 

Audit and 

Certification 

Provides an official 

certification 

pathway, enhancing 

trust and market 

competitiveness. 

Certification 

and renewal 

processes can 

be cost-

prohibitive for 

SMEs. 

Maintaining 

compliance 

under resource 

constraints is 

difficult. 

Unlike NIST 

CSF, ISO 27001 

enables formal 

accreditation 

and external 

validation. 

Information 

Security 

Management 

System (ISMS) 

Promotes holistic 

governance 

integrating people, 

process, and 

technology 

dimensions. 

Focuses 

heavily on 

confidentiality, 

integrity, and 

availability 

(CIA) but less 

on IoT 

resilience or 

adaptive 

intelligence. 

Requires cultural 

change across 

departments and 

strong top 

management 

commitment. 

More 

governance-

oriented than 

NIST CSF’s 

operational 

focus. 

Documentation 

and Policy 

Integration 

Establishes uniform 

policy frameworks, 

ensuring 

traceability and 

accountability. 

Documentation 

burden can 

hinder agility 

and rapid 

adaptation to 

new threats. 

Policy review 

and version 

control demand 

dedicated 

resources. 

Similar 

documentation 

rigor to NIST 

CSF, but with 

formalized 

templates. 

Integration with 

Other Standards 

Seamlessly 

integrates with ISO 

22301 (business 

continuity), ISO 

31000 (risk 

management), and 

ISO 9001 (quality). 

Integration 

complexity 

increases when 

aligning 

multiple 

management 

systems. 

Harmonizing 

cross-standard 

audits and KPIs 

is resource-

intensive. 

More cohesive 

integration 

ecosystem than 

NIST CSF or 

COBIT 5. 

Cultural and 

Behavioral 

Impact 

Encourages 

security awareness 

and accountability 

across all levels of 

the organization. 

May fail to 

engage non-

technical staff 

effectively, 

leading to 

compliance 

fatigue. 

Requires 

continuous 

training and 

communication 

mechanisms. 

More 

compliance-

oriented than 

awareness-

focused NIST 

CSF. 
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CIS Controls 

The CIS Controls, which used to be known as the SANS Top 20 Critical Security Controls, are a set of best 

practices meant to help organisations improve their cybersecurity posture [38], as shown in Table 3, which 

highlights their strengths and limitations. 

Table 3: Comparative Analysis: Strengths, Limitations, and Implementation Considerations of the CIS Controls 

Framework 

Aspect Strengths Limitations Implementation 

Challenges 

Comparison with 

Other 

Frameworks 

(e.g., NIST CSF, 

ISO/IEC 27001) 

Prioritized and 

Actionable 

Controls 

Provides 18 well-

structured, 

prioritized security 

controls arranged 

by implementation 

groups (IG1–IG3) 

based on 

organizational 

maturity. 

Lacks detailed 

contextual 

adaptation for IoT 

ecosystems and 

complex 

operational 

technologies. 

Mapping CIS 

controls to 

specific IoT risk 

scenarios can be 

ambiguous. 

More actionable 

than ISO/IEC 

27001 but less 

comprehensive in 

governance scope. 

Focus on 

Continuous 

Monitoring 

Emphasizes 

automation, 

logging, and real-

time threat 

detection through 

continuous 

monitoring 

mechanisms. 

May require 

costly security 

information and 

event 

management 

(SIEM) tools for 

full 

implementation. 

Limited by 

infrastructure 

and real-time 

analytics 

capabilities in 

smaller 

organizations. 

Stronger 

operational 

monitoring 

emphasis than 

NIST CSF or 

ISO/IEC 27001. 

Community-

Driven and 

Open 

Framework 

Supported by a 

global community 

of practitioners, 

ensuring regular 

updates and 

practical relevance. 

Community 

updates may lack 

formal audit or 

certification 

alignment. 

Absence of 

formal 

certification 

reduces 

perceived 

credibility in 

regulated 

industries. 

More open and 

practitioner-

driven than 

ISO/IEC 27001’s 

formalized 

certification 

process. 

Ease of 

Implementation 

Designed for quick 

deployment with 

prioritized “basic, 

foundational, and 

organizational” 

controls. 

May oversimplify 

complex 

enterprise security 

needs requiring 

multi-layered 

governance. 

Scalability 

across large 

enterprises 

requires tailored 

mapping with 

other standards. 

Easier to adopt 

than ISO/IEC 

27001 but less 

robust in 

enterprise-grade 

risk governance. 

Cost-

Effectiveness 

Freely accessible 

and easy to 

interpret, offering a 

low-cost entry point 

for improving 

cybersecurity 

posture. 

May lack financial 

modeling or ROI 

guidance for long-

term cybersecurity 

investment. 

Organizations 

might 

deprioritize 

controls without 

a quantitative 

impact 

assessment. 

More cost-

effective than 

ISO/IEC 27001 

and COBIT 5 

implementations. 
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Automation 

and Control 

Verification 

Includes tools such 

as CIS-CAT Pro for 

automated 

configuration 

assessment and 

compliance 

verification. 

Tool coverage 

varies across 

technologies and 

may not fully 

support emerging 

IoT protocols. 

Integration of 

automated 

verification tools 

into legacy 

systems can be 

complex. 

Provides more 

automation 

options than NIST 

CSF, but is 

narrower in 

coverage. 

Continuous 

Improvement 

and Maturity 

Encourages 

iterative 

enhancement 

through maturity 

model alignment 

and periodic 

reassessment. 

Lacks explicit 

PDCA or 

continuous 

improvement 

cycles compared 

to ISO/IEC 27001. 

Sustaining 

maturity 

improvement 

requires strong 

leadership and 

resources. 

Similar intent as 

ISO/IEC 27001’s 

PDCA, but 

without a formal 

governance loop. 

Alignment and 

Integration 

It can be easily 

mapped to other 

frameworks such as 

NIST CSF, 

ISO/IEC 27001, 

and GDPR 

requirements. 

Mapping guidance 

can be generalized 

and insufficiently 

detailed for 

complex 

architectures. 

Manual 

crosswalking 

between 

standards may 

increase 

implementation 

time. 

More adaptable 

for hybrid 

compliance than 

COBIT 5, though 

less formal. 

Cyber Hygiene 

Emphasis 

Promotes 

fundamental 

security practices 

like asset inventory, 

vulnerability 

management, and 

configuration 

control. 

May not fully 

address advanced 

threat vectors such 

as AI-driven 

attacks or zero-

day exploits. 

Overreliance on 

foundational 

controls may 

limit coverage of 

advanced cyber 

threats. 

Provides stronger 

preventive 

controls than 

NIST CSF’s 

broader structure. 

ISA/IEC 62443 

The ISA/IEC 62443 family of standards is very significant for IoT deployments in the industrial sectors since it 

focuses primarily on industrial automation and control systems security [39], as shown in Table 4, which 

summarizes its strengths and limitations. 

Table 4: Comparative Analysis: Strengths, Limitations, and Implementation Considerations of the ISA/IEC 

62443 Framework 

Aspect Strengths Limitations Implementation 

Challenges 

Comparison with 

Other Frameworks 

(e.g., NIST CSF, 

ISO/IEC 27001, CIS 

Controls) 

Industry-

Specific Focus 

Purpose-built for 

industrial 

automation and 

control systems 

(ICS) and 

operational 

technology (OT), 

addressing both 

cyber-physical 

and safety-critical 

environments. 

Limited 

applicability to 

non-industrial or 

consumer IoT 

domains. 

Requires sector-

specific tailoring 

for utilities, 

manufacturing, 

and critical 

infrastructure. 

More domain-specific 

than NIST CSF or 

ISO 27001, but 

narrower in cross-

sector scope. 
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Risk-Based and 

Lifecycle-

Oriented 

Approach 

Provides 

systematic 

methods to 

identify, assess, 

and mitigate 

cybersecurity 

risks throughout 

system design, 

integration, and 

maintenance 

phases. 

Implementation 

complexity may 

deter smaller 

organizations 

lacking mature 

risk frameworks. 

Continuous 

alignment 

between system 

lifecycle and 

security 

assurance levels 

(SL1–SL4) is 

resource-

intensive. 

More lifecycle-

centric than ISO 

27001’s ISMS, 

offering granular 

protection levels. 

Defense-in-

Depth 

Architecture 

Advocates multi-

layered protection 

integrating 

physical, network, 

application, and 

human-factor 

controls. 

Lacks prescriptive 

technical details 

for rapidly 

evolving IoT 

communication 

protocols. 

Achieving full 

defense layering 

demands high 

coordination 

across vendors 

and integrators. 

Stronger architectural 

segmentation than 

CIS Controls, but less 

adaptable for cloud-

native environments. 

Collaborative 

Development 

and Industry 

Alignment 

Developed jointly 

by ISA and IEC 

with input from 

global industrial 

stakeholders, 

ensuring real-

world relevance. 

Consensus-driven 

updates can delay 

the incorporation 

of emerging 

technologies. 

Version 

alignment across 

ISA/IEC 62443 

parts (1-1 to 4-2) 

requires 

consistent 

governance. 

Broader industrial 

stakeholder base than 

ISO 27001 or CIS 

Controls. 

Security Levels 

and Maturity 

Metrics 

Defines clear 

Security Levels 

(SL1–SL4) 

enabling 

measurable and 

auditable 

cybersecurity 

maturity. 

It may not directly 

translate to 

enterprise-level 

risk indicators 

used in IT 

frameworks. 

Mapping 

between SLs and 

corporate KPIs 

requires 

technical 

interpretation. 

Offers more 

measurable asset-

level granularity than 

NIST CSF maturity 

tiers. 

Compliance and 

Interoperability 

Harmonizes with 

ISO 27001, NIST 

SP 800-82, and 

EU NIS2 

directives, 

fostering 

regulatory 

consistency. 

Interoperability 

challenges may 

occur when 

aligning with 

mixed IT/OT 

standards. 

Integration with 

legacy ICS 

components can 

be technically 

constrained. 

More aligned with 

NIST SP 800-82 for 

industrial systems 

than general-purpose 

standards. 

Incident 

Response and 

Resilience 

Emphasizes 

incident 

preparedness, 

containment, and 

recovery within 

industrial 

contexts. 

Limited guidance 

for adaptive or 

autonomous 

response systems 

using AI analytics. 

Manual response 

models can slow 

reaction times in 

cyber-physical 

attacks. 

Offers deeper 

operational response 

integration than ISO 

27001 A.17 controls. 

Cost and 

Resource 

Considerations 

Offers scalability 

by defining 

security zones and 

conduits, enabling 

selective 

implementation. 

High initial 

assessment and 

configuration 

costs for complex 

industrial 

networks. 

Requires 

collaboration 

among multiple 

vendors and 

integrators for 

certification. 

More resource-

intensive than CIS 

Controls, but provides 

higher assurance for 

ICS security. 



  

477 

 

Global 

Recognition 

Recognized by 

regulators and 

critical 

infrastructure 

sectors worldwide 

as the de facto 

industrial 

cybersecurity 

benchmark. 

Awareness 

remains low 

outside industrial 

automation 

communities. 

Cross-sector 

training and 

certification 

programs are 

limited. 

Stronger in critical-

infrastructure 

adoption than NIST 

CSF, but less in 

corporate IT 

environments. 

B. Effectiveness in Identifying Vulnerabilities 

The first and foremost objective of any successful governance framework for IoT security is to be able to detect 

threats within the intricate IoT environment. In this regard, the framework should be comprehensive and ambitious 

in the identification of such risks, which will then guide the firms to fully secure their IoT networks against cyber 

threats. At this point, the crucial aspects that define the degree to which the governance structures can expose the 

IoT vulnerabilities need to be taken into consideration. Risk assessments are a basic need of good governance 

systems. These tests, considering the assets of the IoT environment, information, and the necessity of its 

implementation, are essential to define the risks since they investigate the probability and impact of the threats. It 

can be useful for organisations to focus their security efforts on areas that need it most of the time by categorising 

the likelihood of the possible hazards. There are also some guidelines that have been set by various governance 

frameworks, and these include the fact that IoT networks and devices should be scanned for vulnerabilities from 

time to time in a bid to prevent such incidents. Vulnerability scanning technologies make sure that the Internet of 

Things infrastructure is scanned for any vulnerabilities and misconfigurations, and for any outdated firmware. The 

most important reason why organisations should identify their vulnerabilities is that it helps them to mitigate 

possible security risks at the right time before the bad guys identify them. Another important concept of 

vulnerability detection is penetration testing, which is also known as ethical hacking. Security frameworks suggest 

that one should test the IoT environment’s ability to respond to threats originating from outside sources by 

simulating attacks with real and properly staged threats. Penetration tests enable organisations to assess the security 

measures that have been put in place and whether there are any loopholes that have been found. The other 

characteristic of a good governance structure is the fact that it recognizes the fact that the Internet of Things has 

certain dangers that must be viewed individually. It also proves useful in the determination of where to search to 

identify IoT-specific vulnerabilities like hardcoded or default passwords in IoT devices, insecure connections, and 

ineffective device authentication and authorization controls. This means that any unpatched IoT device that is 

susceptible to such vulnerabilities is in a very compromised state as regards security. The fact that Internet of 

Things devices and the software that is provided with them need to be updated and patched in a timely manner is, 

therefore, a good illustration of the importance of an efficient governance architecture. This information is 

important to the enterprises as it provides them with guidelines on how they should structure their update 

management to make sure that the threats are readily identified and addressed. These frameworks can be applied 

in the detection of vulnerabilities in time since they facilitate information sharing and consultation with other 

organisations regarding the threats. By joining forces and sharing information about new threats and risks, 

organisations can enhance their defenses and increase their chances of identifying and mitigating risks in their IoT 

environment. 

C. Effectiveness in Preventing Cyber Threats 

The best form of defense in IoT security is prevention, and therefore, there must be a good governance framework 

to curb the threats. It is crucial to give specific recommendations regarding measures to prevent potential threats 

in the framework. This involves putting up security polices, means of controlling access, means of securing 

information through encryption, and ways of partitioning the networks. This paper offers a lot of knowledge as it 

focuses on the key factors that define the level of protection of the IoT environment from cyber threats within the 

framework of governance frameworks. One of its effectiveness is security measures since it is a sensitive 

instrument. It is thus necessary that a good security model with the ability to guard against cyberattacks be put in 

place on the basis of a sound governance structure. In this respect, the use of such tools as firewalls, intrusion 

prevention systems (IPS), intrusion detection systems (IDS), and secure authentication has to be applied. With the 

controls implemented at the IoT architecture, organisations will be in a position to improve their security postures 

and minimise the chances of cyber threats to a large extent. Another significant detail is the utilization of the access 

management techniques. Next, it is argued that by using the governance frameworks, the necessity to restrain 

privileges in the case of IoT is brought to the foreground. Access rights should be assigned to the users and objects 

in accordance with the user and their roles in the system. The framework also provides that the authorized 

stakeholders are the only ones who can communicate with the IoT ecosystem by limiting access to the critical 
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platforms and data. This minimizes the chances of unauthorised access and loss of information, respectively. 

Encryption methods are quite handy and must be applied to ensure that the security of IoT equipment is achieved 

to the maximum. The governance framework provides suggestions on how to implement end-to-end encryption 

on the information at rest and information in transit. This will be achieved by ensuring that information is coded 

when being exchanged between the IoT devices and the servers, when storing information in the cloud, or when 

storing information in the edge devices. This will make sure that the information that is in transit and reception is 

not susceptible to other individuals, as well as reduce the chances of interception and unauthorized access, hence 

increasing the safety of the IoT environment. Network segmentation is another significant aspect of IoT security, 

especially in large-scale IoT systems. The governance structure also comes in handy in the segmentation of the 

IoT network into subnets that are easier to manage and monitor. This assists in the eradication of the spread of 

threats within the system because of the minimization of threats circulation. Segmentation can be utilized to ensure 

that security policies are adopted, based on the type of IoT devices deployed in the business environment and the 

security requirements of each type of device. This means that the security should be updated in intervals to maintain 

the consciousness of vulnerabilities. Here, a good governance structure may come in handy to ensure that the IoT 

software and devices are updated and patched within the right time. In this regard, organisations can make sure 

that an attacker will have fewer chances to exploit such weaknesses by responding to them once they are detected. 

It is a preventive measure, and the companies can either avoid any threats that may exist or protect their IoT 

environment against any emerging danger. In addition, the human factor aspect takes an important place in the IoT 

security environment. The training on security awareness is also notable, and individuals who undergo it during 

their employment will have a pleasant experience with the governance system. The employers are forced to address 

the improvement of the human firewall, educating the employees about the new threats, social engineering, and 

other security issues. The positive aspect of the IoT ecosystem is that it will ensure that the staff members are 

actively involved in preventing cyber disasters. 

D. Effectiveness in Responding to Security Incidents 

It is necessary to note that a superior response plan is vital to the additional provision of cyber resilience regarding 

IoT security. Accordingly, a robust governance structure would imply having clear and consistent measures in 

case of a cyberattack, in order that organisations can respond effectively to the effects of such a phenomenon. The 

framework allows organisations to be ready and react swiftly and intensively to security attacks by mapping roles, 

responsibilities, and communication procedures. When a security problem is involved, time is of the essence, and 

any uncertainty can only worsen the situation. Responsibilities of the employee and departments involved in 

incident response should be defined in the governance framework. These are the executives, technical specialists, 

communication liaisons, and the incident coordinators. In this case, each team member will know their roles and 

responsibilities in the response effort, which enhances clarity of tasks and authority, hence improving decision-

making and coordination. This means that it is of utmost importance to be precise whenever an incident that 

pertains to security is concerned. The governance structure should come up with communication plans to enable 

the free flow of information between the incident response teams, management, stakeholders, and even third parties 

in case of a need. In the management of the incident, communication ensures that the necessary information about 

the developments, status, and decisions is communicated and received in good time, thus enhancing timely and 

right decision-making. One of the most important activities of the incident response process is containment. The 

architecture should include the means of quick containment of the breach and its further development in the IoT 

environment. This may be either in the form of quarantining the affected assets or network zones, locking, or 

workarounds to compromised identities until a holistic solution is implemented. 

Furthermore, a good governance framework will also play a role in conducting additional research on the 

underlying cause of the issue during the event eradication phase. This involves determining the cause of the 

security breach, determining the vulnerabilities that contributed to the security breach, and then seeking a solution 

on how the vulnerabilities can be avoided in the future. They are useful in strengthening an organisation’s defence 

and planning against future cyber incidents due to the event. The framework should also show the measures to be 

taken in case of system and data recovery of the systems and data that have been infected and contained after the 

elimination phase. Additionally, the event should be accompanied by the assessment of the measures that had been 

implemented when managing the incident. Therefore, the research benefits the organisation by improving the 

understanding of the organisation’s cybersecurity situation, suggesting areas for improvement, improving the 

current processes of dealing with incidents, and increasing the organisation’s future readiness. Thus, a successful 

governance framework is very effective at responding to security issues in the IoT environment as it provides brief 

and systematic approaches to incidents. Organisations may be able to address cybersecurity issues effectively with 

the help of an incident response plan, which evolves with every incident and strengthens the organisation’s IoT 

security against emerging threats. 
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E. Adaptability to the IoT Landscape 

One of the most important variables defining the efficiency of the governance frameworks in the Internet of Things 

is flexibility. The IoT is a complex and dynamic process, and so are the IoT governance systems; and they should 

be ready to address any type of issues that may arise. The adoption of IoT devices will mean that they will be 

heterogeneous. The Internet of Things is a network of different devices such as commercial sensors, medical 

devices, and consumer wearables. Such variability is aware of a dynamic system of governance that offers security 

tips to all forms of devices. In such a manner, the enterprises can be offered flexible security mechanisms that can 

be implemented to address the specific assets of the IoT to ensure that the entire IoT infrastructure is secured. It 

must also be interoperable with other communication protocols. The Internet of Things environment also relies on 

other communication protocols to facilitate the flow of data among devices and between devices and the cloud and 

vice versa. The heterogeneity is managed through a flexible governance architecture that offers guidelines that are 

applied in ensuring safe communication of different protocols. By doing so, the companies will be able to guarantee 

the security and confidentiality of their information and, at the same time, the compatibility of the IoT environment 

[51].  Moreover, it is crucial to address the threats that stem from the limitations of devices in terms of their 

security. Due to the limited memory and processing capability of many IoT devices, they are vulnerable to some 

threats. These concerns are addressed by an adjustable governance framework that offers basic yet adequate 

security solutions for the following reasons: Furthermore, it can be seen that different sectors may require quite 

dissimilar security measures for different IoT domains. For instance, while industrial IoT may focus on operational 

reliability, consumer IoT devices may focus on the customer’s privacy. A flexible governance framework satisfies 

individual security needs of various IoT settings through recommendations that are scenario-specific and domain-

specific. With this approach, organisations can develop their own security solutions that will fit the specific needs 

of IoT-related applications, consumer, industrial, healthcare, and other sectors. Moreover, in the context of the IoT 

ecosystem, scalability is a key characteristic [52]. The IoT deployments are becoming larger, and the governance 

frameworks have to adapt to this fast pace. So, the adaptive governance architecture provides enterprises with a 

set of principles that can be expanded as new services and devices are added, and the security remains stable. 

F. Practicality and Ease of Implementation 

The viability of the governance structures of IoT security within organisations is determined by the 

implementational feasibility of the proposed solutions. It is worth mentioning that in the process of designing a 

framework, the security measures implemented must be effective in the prevention and mitigation of security risks, 

and at the same time, the framework must be operational and easy to implement. It should not be too difficult to 

apply or too complicated since these features can become the catalyst for the opposition of the stakeholders and, 

therefore, not be accepted. Table 5 presents the key principles for effective IoT governance frameworks. 

Table 5: Key Principles for Effective IoT Governance Frameworks 

No. Principle Description 

1 Balancing 

security and 

burden 

Cover necessary security controls while avoiding excessive complexity 

or cost. Use tiered controls and risk-based choices so protection matches 

organisational needs and capability. 

2 Practical 

applicability 

Make the framework usable in real organisations by aligning it with 

operational realities, available resources, and business objectives. Ensure 

it integrates with existing processes and workflows. 

3 Minimise 

adoption 

resistance 

Design for ease of use: provide clear documentation, stepwise rollout 

plans, training, and implementation guidance so managers and staff can 

adopt the framework confidently. 

4 Stakeholder 

engagement 

Involve executives, IT, operations, and other relevant teams from design 

through implementation to align the framework with strategy, build 

ownership, and increase the chance of success. 

5 Flexibility & 

scalability 

Ensure the framework can evolve with new IoT devices, threats, and 

business models. Use modular controls and scalable processes so 

protections remain effective as the environment grows. 
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G. Alignment with Regulatory Compliance 

Numerous companies operating in some sectors are bound by a set of guidelines and policies related to IoT 

security. Therefore, an appropriate governance architecture should be compliant with the legal requirements and 

security standards of the sector. It ensures that organisations have achieved their cybersecurity goals and continue 

to remain compliant with the regulatory and industry standards. The sectors such as healthcare, finance, and energy 

have their respective authorities that define the measures that should be taken to safeguard valuable information 

and sensitive facilities. These requirements should be considered by a changeable governance framework, which 

should also contain the security measures needed by the industries. Personal and sensitive data has legal rules on 

how it is supposed to be processed, and this is done by the data protection laws, such as the General Data Protection 

Regulation of the European Union. There are rules for data privacy that can be put in place in organisations through 

a governance structure to reduce the chances of leakage and to meet legal requirements. There are many 

cybersecurity standards that can be implemented by organisations to improve the creation of effective security 

solutions a go beyond compliance. 

For instance, the internationally recognized framework for information security management is the ISO/IEC 

27001. They should be part of a good governance framework that should assist organisations in presenting a 

structure on how to address cybersecurity in line with best practices. Some of the actions that can be undertaken 

include the following: establishing cybersecurity standards and fulfilling the compliance needs of organizations. 

It is essential to have a governance structure that is not restricted to meeting the fundamental security requirements. 

Hence, organisations are more prepared to protect themselves against cyber threats, risk management, threat 

management, and enhance their cybersecurity posture. Measures and norms are not constant; they are dynamic in 

nature and vary with time according to the threats and new developments in the field of technology. There should 

be a futuristic governance structure that would allow for a future assessment and alteration of compliance. The 

management of an organisation can keep its security measures legal and effective in the long run by keeping 

abreast with the changes in laws and standards. 

H. Accommodating Organizational Size and Resources 

This is a crucial factor when assessing the governance frameworks for IoT security due to the way that such 

frameworks relate to organisations of different sizes and resource capabilities. Since the organisations that smaller 

firms are compared to larger firms are different in terms of capacity and resources, it is crucial to evaluate whether 

the framework is appropriate for various organisations by its adjustability. The reason is that the IoT environment 

is a complex environment, and in this case, there are numerous organizations, and they may be different in their 

size, structure, and the resources they can provide. The bigger companies would most likely possess more 

resources, a dedicated security team, and better technologies than the smaller companies, which have limitations 

like a limited amount of funds and a limited number of IT staff. Such an efficient system of governance must take 

into consideration this organisational diversity and must provide security measures that are realistic for 

organisations. Scalability is also a factor of concern, especially to businesses that are growing and expanding their 

IoT products. It must be capable of doing so and be pertinent and useful in the changing Internet of Things 

environment of the organization. This flexibility allows organisations to add new IoT devices, various forms of 

applications, and expand networks to security solutions without sacrificing fundamental security. 

Since the small organisations are known to have limited resources, a method that helps to utilise the available 

resources in the best way possible is crucial. The governance structure should provide direction on how to 

determine the priority of the security measures, with a focus on the most critical areas that can provide maximum 

security within the available resources. It can be made better and efficient to implement the security solutions 

depending on the size of small organisations in order to secure the organisations. Therefore, it is important to 

adhere to the relevant laws and professional codes regardless of the firm’s size. Therefore, the governance 

framework should offer valuable recommendations to assist organisations, no matter how large or small, in 

addressing legal requirements without overcomplication. In this regard, it assists smaller organisations to put in 

place the security controls required while at the same time taking heed of the legislation of the industry. An 

effective governance system in any organization, irrespective of its size, helps in coordination across the 

organization. For the purpose of increasing the security level of the organization, it is necessary to promote 

discussion and interaction with other departments and parties. The framework enables all the members of the 

organisation to have a role to play in ensuring that the IoT environment is safe by embracing the culture of 

cybersecurity. 

6. Practical Decision-Making for Organizations 

The fact that organisations make correct decisions in the selection and implementation of correct governance 

structures in the newly formed world of IoT security is therefore important. This part is quite useful to 

organizations that struggle with the issue of IoT security management and the selection of the most appropriate 

governance model. 
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A. Selecting the Most Suitable Governance Framework 

The first activity that should be undertaken when evaluating the most appropriate governance framework should 

involve the evaluation of the IoT environment of the organization. Evaluating the organization in this case means 

determining the size, sector, scale of IoT deployment, and cybersecurity strength of the organization. This 

awareness assists in defining what specific security threats are present in the organization and what objectives are 

expected from IoT security. The second thing is to examine the market and the position of these various governance 

structures in relation to each other. The purpose of this comparison should be to identify the peculiarities, 

advantages, and limitations of each of the frameworks. There is a need to address the extent to which each of the 

frameworks responds to the issues in the IoT environment of the organisation and how well they are aligned with 

the needs of the organisation. One should always make sure that the right people are involved when making 

decisions. This is so because the executives, IT staff, security specialists, and other departments contributing to 

the matter at hand are considered. This cooperation also helps to develop the context for the stakeholders’ 

ownership and contribute to building the consensus regarding the selected governance architecture. The selected 

governance architecture should also be scalable and dynamic to accommodate the organization’s security needs as 

the organization expands in the future. To avoid a situation where the organisation is growing out of its security 

measures, the framework should be able to evolve as the organisation’s IoT solutions evolve. 

B. Implementing ITG Frameworks in the IoT Era 

For this reason, the integration of ITG frameworks in the age of the Internet of Things requires careful planning 

and execution. It is recommended that the framework be integrated into the existing processes of companies in a 

systematic, logical approach. For successful implementation, the following crucial recommendations are 

imperative: For successful implementation, the following crucial recommendations are imperative: 

It is crucial to state the goals. The goals of cybersecurity in the company should be clearly defined and aligned 

with the strategic goals of the company. Because of this alignment, the organisation’s success and security are 

affected, which is why the governance framework must be implemented. There is a need to assign specific tasks 

for the management of IoT security responsibilities. Adhering to the principle of clear division of tasks and 

responsibilities increases accountability and provides for guarantees that cybersecurity is addressed as a collective 

concern of all the relevant stakeholders across the departments. The essential elements of the governance structure 

are general consciousness and training activities. The awareness of the rules provided in the framework and the 

encouragement to adhere to the rules among the employees, contractors, and partners can help raise awareness of 

cybersecurity and enhance the security of the organization as a whole. Another important factor, which is also 

closely related to the process of implementation, is the monitoring and evaluation. The regular assessment of the 

governance framework becomes possible through the development of a comprehensive monitoring and assessment 

procedure. Organisations are able to identify areas of improvement and make the required changes to the security 

measures to enhance the organisational security measures by conducting regular security audits, simulations of 

security incidents, and feedback mechanisms. It will be important to have an architecture that regulates cyberspace 

in an anticipatory way. The system should be revised on a regular basis to be able to repel new threats within the 

shortest possible time and adapt to new measurements and tools, and practices to be in accordance with new 

industry standards. There is also the need to develop synergetic activities within the same line of business and 

business companies. 

7. Conclusion 

The comparative analysis of the key ITG frameworks, including NIST Cybersecurity Framework, ISO/IEC 27001, 

CIS Controls, ISA/IEC 62443, and COBIT 2019, shows that all of the frameworks make their contribution to the 

cybersecurity governance, but none of them can be deemed a perfect fit for the various and changing needs of the 

IoT-enabled ecosystems. It is unique that the NIST CSF is flexible and risk-oriented, and organizations can tailor 

governance to the conditions of their operations. The ISO/IEC 27001, in turn, offers a globally accepted and 

certifiable framework that focuses on the continuous improvement and compliance with its Information Security 

Management System (ISMS). CIS Controls has a more pragmatic, community-oriented, and cost-efficient strategy, 

focusing on practical steps to enhance cyber hygiene, whereas ISA/IEC 62443 has more success in the industrial 

and OT realms, with a lifecycle-based approach to controls of cyber-physical systems. COBIT 2019 augments 

these frameworks by filling in the gaps between strategic governance and value delivery at the enterprise-level 

processes, but its technical cybersecurity offerings are minimal. 

The thematic analysis and qualitative synthesis indicate that the major problem is the division of areas of focus 

between these frameworks. Whereas others are better at standardizing and certifying policies, others are more 

interested in technical defenses or operational resilience. Nonetheless, the IoT paradigm, which is marked by the 

extreme heterogeneity of devices, continuous data stream, and interdependent cyber-physical systems, requires an 

integrated, adaptive governance paradigm that incorporates risk management, compliance assurance, and real-time 

responsiveness. This paper, therefore, proposes the implementation of a hybrid governance system that will 
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leverage the structural rigor of ISO/IEC 27001, the contextual flexibility of NIST CSF, the operational feasibility 

of CIS Controls, and the domain specificity of ISA/IEC 62443. This kind of integration would put in place a 

layered defense mechanism and a dynamic compliance structure that can adapt to changes in technology and 

regulations. Additionally, the results indicate the significance of contextual adaptability, cross-framework 

interoperability, and stakeholder collaboration in informing future strategies of cybersecurity governance. To 

balance these frameworks, policymakers, regulators, and industry leaders ought to be interested in standardized 

mappings, certification interoperability, and AI-driven governance analytics to deal with the emergent risks in the 

IoT.  

The future research must build on this qualitative synthesis by including empirical validation of the hybrid 

governance model through case studies, multi-criteria decision-making models, and policy simulation methods, to 

operationalize the hybrid governance model presented in this research. 
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Appendix A 

(Comprehensive Evaluation Matrix of IT Governance Frameworks) 

Dimension Evaluation Criteria NIST CSF ISO/IEC 27001 CIS Controls 

v8 

ISA/IEC 

62443 

Interpretive Notes 

Governance 

Orientation 

Strategic vs. operational 

focus; adaptability to hybrid 

environments 

Adaptive, risk-

based, cross-

sector 

Policy-driven, 

certification-

oriented 

Operational, 

control-centric 

Industry-

specific, 

layered 

defense 

NIST CSF provides broad adaptability; 

ISO is rigidly structured; CIS focuses on 

direct actions; ISA/IEC targets industrial 

systems. 

Risk Management 

Depth 

Structured risk identification, 

mitigation, and resilience 

High Very High Moderate Very High ISO/IEC 27001 and ISA/IEC 62443 

exhibit rigorous risk control processes, 

whereas NIST balances breadth and 

adaptability. 

Scalability Applicability across 

enterprise sizes and domains 

High Moderate High Moderate NIST CSF and CIS Controls scale 

efficiently for SMEs; ISO and ISA 

frameworks require significant resource 

commitment. 

IoT Integration 

Capability 

Inclusion of device 

heterogeneity, OT-IT 

convergence, and real-time 

context 

Moderate Low Moderate Very High ISA/IEC 62443 explicitly addresses 

cyber-physical IoT; others need 

supplementary mapping. 

Implementation 

Complexity 

Required resources, technical 

maturity, and governance 

overhead 

Medium High Low High CIS Controls are easiest to implement; 

ISO and ISA demand substantial 

documentation and domain expertise. 

Auditability / 

Certification 

Provision for measurable 

compliance and audit 

procedures 

Medium Very High Low High ISO/IEC 27001 dominates in 

certification and external audit potential. 

Interoperability 

with OT Systems 

Ability to integrate 

operational and information 

technologies 

Moderate Moderate Low Very High ISA/IEC 62443 natively supports 

industrial automation systems. 

Flexibility for 

Emerging Threats 

Responsiveness to zero-day 

vulnerabilities and evolving 

risk patterns 

High Moderate High Moderate NIST CSF’s iterative “Identify–Protect–

Detect–Respond–Recover” cycle enables 

adaptive response mechanisms. 



  

487 

 

Appendix B 

(Thematic Coding Scheme and Thematic Sources) 

Main Theme Sub-Themes / 

Indicators 

Illustrative 

Codes 

Representative 

Sources 

Analytical Outcome 

1. Risk Governance 

and Resilience 

Threat 

identification; 

proactive 

mitigation; incident 

recovery 

“risk mapping,” 

“continuous 

monitoring,” 

“resilience 

index” 

NIST CSF 

(2023), ISO/IEC 

27005 (2018) 

Revealed maturity 

differences—NIST 

and ISO emphasize 

process formality, CIS 

emphasizes 

actionability. 

2. Scalability and 

Adaptability 

Framework 

modularity; cross-

domain fit; SME 

inclusion 

“framework 

tailoring,” 

“dynamic 

scaling,” 

“resource 

dependency” 

CIS v8 Manual, 

NIST Quick-Start 

Guides 

Found CIS and NIST 

superior for scalable 

governance. 

3. Governance 

Formalization and 

Compliance 

Documentation; 

certification; policy 

alignment 

“audit trail,” 

“compliance 

matrix,” “gap 

assessment” 

ISO/IEC 27001, 

27002 

Confirmed ISO’s 

primacy in formalized 

governance, but 

rigidity limits IoT 

responsiveness. 

4. IoT 

Contextualization 

and OT-IT 

Convergence 

Device 

heterogeneity; 

interoperability; 

cyber-physical 

integration 

“sensor layer 

controls,” “ICS 

zoning,” “OT-IT 

bridge” 

ISA/IEC 62443 

Part 3-3, CISA 

IoT Profiles 

Exposed the sectoral 

narrowness of existing 

frameworks and 

limited general IoT 

support. 

 

 


