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ABSTRACT

Email has been a key communication and information-management tool in contemporary organizations, yet it is
also one of the most misused avenues to spam, fraud, credential theft, and malicious code delivery. Lightweight
and reproducible detection models are especially useful to universities, public institutions, and small-to-medium
enterprises which might not have access to costly proprietary filtering infrastructures because of the operational
relevance of email security. In this paper I suggest an Explainable Hybrid SVM Framework (EHSF) to detect spam
and malicious-risk email in a business information system. The framework integrates TF–IDF representation of
text with lightweight risk-based email indicators, such as structural and lexical cues that can be obtained at low
computation cost. An external Enron-Spam data were used so that it may be reproducible and will be checked later
by the reviewers and readers. The experimentation process was coded in Python and assessed in terms of accuracy,
precision, recall, F1-score, ROC-AUC, and confusion-matrix. These findings demonstrate that the suggested Linear
SVM-based framework has the highest overall performance with accuracy of 0.9853, precision of 0.9818, recall of
0.9893, F1-score of 0.9855, and ROC-AUC of 0.9981 on the held-out test set. The confusion matrix shows that there
were only 34 false negatives and 58 false positives which show that there was a good discrimination between ham and
spam classes. Besides the predictive performance, the framework provides an interpretable layer based on the analysis
of influential lexical indicators related to risky and legitimate enterprise emails. The research adds a replicable and
operationally viable methodology that complies with the needs of cybersecurity and information-management, and is
lightweight enough to be implemented in the real-life setting within an organization.
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1. INTRODUCTION

Electronic mail has remained a mission-critical channel of
communication within organizations that has assisted in ad-
ministrative processes, exchange of knowledge, customer
interaction and coordination of operations within an organiza-
tion. Simultaneously, email continues to be a leading source
of spam attacks, malicious software attachments, harvesting

of credentials, and social engineering attacks [1]. According
to IBM, phishing is a type of cyberattack where a person or
organization becomes a victim through emails, messages, or
other resources that contain deceptive information and tricks
to reveal sensitive information, install malware, or otherwise
expose to cybercrime [8]. Current threat reports underline the
continuing scale. In the fourth quarter of 2024 alone, APWG
reported 989,123 phishing attacks, SaaS/webmail being one
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of the most-targeted sectors [2]. Kaspersky also stated that its
security solutions stopped over 893 million attacks in 2024,
in addition to over 125 million attacks involving malicious
email attachments [10].

These findings dispel the notion that email security is an
infrastructure issue that is resolved and no longer a funda-
mental cybersecurity issue. It is of particular concern in terms
of information-management. Email systems are not just a
transport of messages; they keep a record, arrange approvals,
transfer sensitive files, and influence the way information
within organizations is produced, disseminated and acted
upon.

A substantial amount of previous literature has been directed
at the problem of spam filtering and other email classification
problems. The first Bayesian techniques put spam filtering
as a viable machine-learning task into practice [3][12][14].
Following research and surveys revealed that linear models,
support vectors, ensemble training, and more in-depth neural
training can all be useful in various data conditions as well as
under different conditions of data sets [5][6][7][9][15]. Nev-
ertheless, three gaps remain important. First, most studies
focus on predictive accuracy but lack an adequate focus on
interpretability and operational usability. Second, some stud-
ies use datasets that are challenging to access, have limited
documentation, or are difficult to reuse. Third, performance-
intensive deep architectures are not always needed or feasible
by institutions needing lightweight deployment and transpar-
ent decision support.

This paper aims at filling these gaps by proposing an Explain-
able Hybrid SVM Framework (EHSF) of spam and malicious-
risk email detection in enterprise information systems. The
structure is a mixture of sparse textual representation with
TF–IDF and lightweight engineered email indicators, and
a Linear Support Vector Machine is the primary classifier.
The research is based on a publicly available spam corpus in
Enron-Spam to ensure reproducibility. The paper is structured
as follows. Section 2 reviews related work. Section 3 presents
the data and experimental design. Section 4 describes the pro-
posed methodology. Section 5 reports the empirical results.
Section 6 discusses practical and theoretical implications.
Section 7 concludes the paper.

2. RELATED WORK

2.1 Classical machine-learning approaches to spam filter-
ing

Spam filtering has long served as a canonical text-
classification problem. Foundational work by Sahami et al.
[14] demonstrated the practical utility of Bayesian learning
for junk-email filtering, while Androutsopoulos et al. [3]
provided one of the earliest systematic evaluations of Naive
Bayes anti-spam filtering under cost-sensitive conditions. The
Enron family of datasets later enabled more standardized
email-learning experiments by providing a large and realistic
enterprise email corpus [4][11]. Building on this broader text-
classification tradition, Joachims [9] established why support
vector machines are especially suitable for high-dimensional
sparse text data, a finding that remains highly relevant for
email classification.

Subsequent spam-filtering studies continued to confirm the

effectiveness of statistical and machine-learning models. Met-
sis et al. [12] compared multiple variants of Naive Bayes
on Enron-Spam data and showed that even closely related
Bayesian formulations may behave differently depending on
representation and update conditions. Cormack [6] reviewed
the field comprehensively and emphasized that practical spam
filtering should be evaluated not only as a generic learning
task but also as an adaptive decision problem shaped by user
utility and attack evolution. Caruana and Li [5] extended this
perspective by surveying emerging approaches beyond tradi-
tional filtering pipelines, including distributed, personalized,
and privacy-aware configurations.

2.2 Email mining, cybersecurity, and operational relevance

Email mining covers a broader set of tasks than spam fil-
tering alone, including categorization, contact analysis, net-
work analysis, and visualization [16]. Nevertheless, spam
and malicious-email detection remain central because they
directly affect the trustworthiness of enterprise communica-
tion channels. From a cybersecurity standpoint, email-based
threats are important because they can trigger downstream
compromise through malicious links, executable attachments,
fake invoices, impersonation, and credential-theft campaigns
[2][8]. Accordingly, spam and phishing detection should be
viewed not merely as inbox-cleanliness tasks, but as mecha-
nisms for preserving confidentiality, operational continuity,
and decision quality in information systems.

Several applied studies have proposed improved classifiers
for this purpose. Olatunji [13] presented an SVM-based
spam detection model and reported improvements over earlier
methods on a popular benchmark dataset. More recently,
Siddique et al. [15] evaluated Naive Bayes, SVM, CNN,
and LSTM models for spam detection and showed that deep
learning can offer competitive results under suitable language
and dataset settings. At the survey level, Dada et al. [7]
highlighted the continued relevance of machine learning for
spam filtering while also noting open research directions
involving adversarial robustness, evolving spam behavior,
and stronger evaluation practices.

2.3 Research gap and paper positioning

Despite the maturity of spam-filtering research, several prac-
tical limitations remain. First, a number of studies prioritize
predictive performance while offering limited interpretabil-
ity for security administrators. Second, reproducibility is
often constrained by inaccessible corpora, undocumented
preprocessing, or missing code details. Third, some recent
approaches favor increasingly complex models even when
simpler linear models may remain highly competitive on
sparse enterprise email data. For many institutions, especially
SMEs, universities, and public-sector organizations, transpar-
ent and computationally efficient models are more likely to
be adopted in production.

This paper addresses these limitations by positioning the
problem as one of spam and malicious-risk email detection
rather than narrow phishing attribution. This distinction is
important because the chosen public dataset is labeled as
spam versus ham. The proposed EHSF integrates sparse
textual representation with lightweight risk indicators, uses
a public and verifiable dataset, and reports results through a
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directly reproducible Python workflow.

3. MATERIALS AND EXPERIMENTAL DESIGN

3.1 Dataset

The experiments were conducted on a public Enron-Spam
dataset derived from the well-known Enron email corpus
[4][11]. The original Enron email collection contains approxi-
mately half a million messages from around 150 users, mostly
senior management staff at Enron [4]. For spam-classification
experiments, a cleaned public Enron-Spam release prepared
by Wiechmann was used because it consolidates the data into
a single machine-readable CSV representation suitable for
reproducible experimentation [17]. According to the dataset
documentation, this corpus contains 33,716 email messages
in total, including 17,171 spam messages and 16,545 non-
spam (ham) messages [17].

In the experiment conducted for this manuscript, the public
training file comprised 31,306 usable rows after removing
missing values. The available columns include the email text
and its binary label. Each message was mapped to one of
two classes: 1 for spam and 0 for ham. The use of a public
dataset ensures that reviewers and readers can later reproduce
the full preprocessing and model-training pipeline.

Table 1. Summary of the public Enron-Spam dataset used in this study.

3.2 Train–test partition and evaluation metrics

The cleaned dataset was split using a stratified 80/20 train–test
strategy with a fixed random seed of 42. Stratification ensured
that the class balance was preserved across the training and
testing partitions. The test set was kept fully held out during
model fitting and was used only for final evaluation.

The following metrics were used to evaluate the classifiers:
accuracy, precision, recall, F1-score, ROC-AUC, and confu-
sion matrix. While accuracy provides an overall correctness
measure, F1-score is more informative for spam filtering be-
cause it balances false positives and false negatives. Recall
is particularly important in cybersecurity screening tasks be-
cause missed risky emails may expose users to compromise.
ROC-AUC was additionally used to compare ranking quality
across models with probabilistic or calibrated outputs.

4. PROPOSED METHODOLOGY

4.1 Overview of the proposed framework

The proposed Explainable Hybrid SVM Framework (EHSF)
is illustrated in Figure 1. The framework consists of five
stages: public dataset ingestion, text cleaning and normal-
ization, hybrid feature construction, classification, and expla-
nation. The design philosophy is intentionally lightweight.
Rather than relying on deep architectures with substantial
training costs, the framework combines well-established
sparse text modeling with a small set of computationally
inexpensive risk indicators.

Figure 1. Overview of the proposed Explainable Hybrid SVM Framework
(EHSF).

4.2 Text cleaning and normalization

Each email message was first normalized using a rule-based
preprocessing pipeline. The following operations were ap-
plied in sequence: conversion to lowercase; replacement
of URLs with a generic URL token; replacement of email
addresses with a generic EMAIL token; normalization of
numeric strings into a generic NUM token; removal of non-
alphabetic symbols; and compression of repeated whitespace.
The preprocessing design aimed to preserve the semantic and
structural cues most relevant to spam discrimination while
reducing superficial noise. It also allowed the generated
explanatory indicators to remain interpretable for later discus-
sion.

4.3 Hybrid feature construction

The framework employs two complementary feature groups.
First, the cleaned email text was converted into a TF–IDF ma-
trix using unigram and bigram features. The vectorizer used a
maximum of 3,000 features, a minimum document frequency
of 3, and sublinear term-frequency scaling. This representa-
tion captures lexical salience and short phrase structure, both
of which are important in email classification. Second, ten
handcrafted indicators were extracted from each raw email:
total number of words, total number of characters, number of
URLs, number of email addresses, number of digits, number
of uppercase characters, exclamation-mark count, question-
mark count, suspicious-keyword count, and average word
length. The suspicious-keyword counter was derived from
a small lexicon including terms such as free, click, urgent,
winner, verify, account, password, money, and remove.

4.4 Classification models

Five classifiers were evaluated: Multinomial Naive Bayes
using TF–IDF only; Logistic Regression using the hybrid
feature set; Linear SVM using the hybrid feature set; Random
Forest using engineered features only; and a weighted soft
ensemble combining Logistic Regression, Multinomial Naive
Bayes, and a calibrated Linear SVM. Although the ensemble
was initially designed as the proposed architecture, the empir-
ical results showed that the Linear SVM with hybrid features
achieved the strongest overall test-set performance. The fi-
nal proposed model is therefore framed as an Explainable
Hybrid SVM Framework rather than as an ensemble-centric
approach.

4.5 Explainability layer

Because Linear SVM coefficients are not directly probabilis-
tic, the interpretability layer was derived using the coefficient
profile of the Logistic Regression model trained on the same
hybrid feature space. This allowed the study to identify the
most strongly spam-associated and ham-associated lexical
cues while keeping the main predictive model unchanged.
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The explanatory layer is therefore operationally useful for
administrators who need to understand why risky emails are
being flagged.

5. RESULTS

5.1 Comparative classification performance

Table 2 summarizes the predictive performance of the eval-
uated models on the held-out test set. The proposed EHSF
(Linear SVM with hybrid features) achieved the best overall
F1-score of 0.9855 and the highest ROC-AUC of 0.9981. Lo-
gistic Regression and the weighted ensemble showed nearly
identical performance, while Multinomial Naive Bayes re-
mained competitive but weaker. Random Forest trained only
on engineered numerical features performed substantially
worse, indicating that lexical content remains the dominant
signal on this dataset.

Table 2. Comparative results on the held-out test set.

Figure 2 visualizes the F1-score comparison. The figure
confirms that the top three models are tightly clustered, but
the Linear SVM maintains a slight performance advantage.
In practical settings, this is a favorable outcome because the
SVM remains simple, robust, and computationally efficient.

Figure 2. F1-score comparison across the evaluated models.

5.2 Confusion-matrix analysis

The confusion matrix of the proposed EHSF is presented in
Figure 3, and its values are also shown in Table 3. The model
correctly classified 3,037 ham messages and 3,133 spam mes-
sages. Only 58 ham emails were incorrectly flagged as spam,
while 34 spam emails were missed. This indicates a low
false-negative rate, which is desirable for security screen-
ing because missed malicious-risk emails can carry higher
operational cost than moderate false-positive burden.

Table 3. Confusion matrix of the proposed EHSF.

Figure 3. Confusion matrix of the proposed EHSF on the held-out test set.

5.3 ROC analysis

Figure 4 presents the ROC curves of the compared models.
The SVM, Logistic Regression, and weighted ensemble all
achieved near-ceiling ROC-AUC values, indicating excellent
ranking performance. The closeness of the curves suggests
that sparse textual information is highly discriminative in the
Enron-Spam setting. However, the SVM retains an important
practical advantage because it delivers the best F1-score with-
out requiring a more complex multi-model inference process.

Figure 4. ROC curves of the evaluated models on the held-out test set.

5.4 Interpretable lexical indicators

To provide insight into the classification behavior, the
strongest positive and negative coefficient terms from the
Logistic Regression explanation layer were extracted. Figure
5 shows the top ten spam-associated and ham-associated tex-
tual indicators. Spam-associated terms included no, remov,
http, your, softwar, medic, money, and site. Ham-associated
terms were dominated by enterprise-specific language such
as enron, thank, attach, houston, and schedul.

Figure 5. Most influential lexical indicators from the explainability layer.

These findings are operationally meaningful. They suggest
that the proposed framework does not merely memorize mes-
sage length or punctuation, but captures identifiable lexi-
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cal cues that distinguish promotional or link-oriented spam
from routine internal communication. This interpretability
strengthens the case for deployment in institutional environ-
ments where security teams often require justifiable filtering
behavior.

6. DISCUSSION

The results indicate that strong enterprise email screening
does not necessarily require deep or computationally heavy
models. On the public Enron-Spam benchmark used in this
study, a lightweight Linear SVM trained over hybrid sparse-
text and low-cost engineered features achieved the best over-
all performance. This is consistent with the long-standing suit-
ability of linear margin-based methods for high-dimensional
textual data [9], while also reinforcing later evidence that
SVM-based spam filtering remains competitive in practical
settings [13].

Several implications emerge from these findings. First, for cy-
bersecurity operations, the low false-negative count supports
the use of the model as a front-line triage mechanism for sus-
picious email streams. Second, for information management,
a transparent filtering layer can reduce message overload,
improve trust in organizational communication channels, and
support more reliable handling of email-based workflows.
Third, the combination of public data, straightforward pre-
processing, and standard open-source tooling makes the ap-
proach suitable for replication and adaptation in resource-
constrained institutions.

The study also contributes methodologically by emphasizing
reproducibility. The dataset source is public and documented
[4][17], the experimental pipeline is deterministic under the
chosen random seed, and the full manuscript package can
be edited directly in LATEX. This is particularly valuable for
Q4-level applied journals where practical reproducibility can
be as important as methodological novelty.

Nevertheless, the work has several limitations. The Enron-
Spam corpus is historical and may not fully represent mod-
ern phishing campaigns, business email compromise, or AI-
assisted fraud. The labels are binary spam/ham rather than
fine-grained threat categories, which means the model should
be framed as a spam and malicious-risk email detector rather
than a specialized phishing-attribution engine. Moreover,
while the lightweight engineered features aid interpretabil-
ity, the gains over strong linear text baselines are modest,
indicating that lexical sparse signals dominate this dataset.

Future work should therefore validate the proposed frame-
work on newer email-security corpora, incorporate richer
metadata such as sender reputation and header anomalies,
and extend the model to multilingual and spear-phishing sce-
narios. Active-learning feedback loops from administrators
and analysts may also help adapt the classifier to evolving
organizational threat environments.

7. CONCLUSION

In this paper, an Explainable Hybrid SVM Framework
(EHSF) of spam and malicious-risk email detection in en-
terprise information systems was presented. The model inte-
grates TF-IDF textual representation with light risk-oriented
features and tests the resulting model on one of the public

Enron-Spam databank to guarantee reproducibility. The em-
pirical findings showed that the Linear SVM-based version
had the highest overall held-out performance by a factor of
0.9853, precision of 0.9818, recall of 0.9893, F1-score of
0.9855 and ROC-AUC of 0.9981. The confusion-matrix anal-
ysis also indicated that the number of false-negatives is low,
which is a significant attribute in cybersecurity screening
activities. The paper also focused on interpretability and
practical applicability in addition to the raw predictive accu-
racy. The discriminative lexical indicators were extracted,
and it demonstrated significant differences between risky
promotional contents and legitimate enterprise communica-
tions, thus helping to establish more transparent administra-
tive decision-making processes.
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