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Abstract

Health care information has great potential for improving the health care system and also providing fast and
accurate outcomes for patients, predicting disease outbreaks, gaining valuable information for prediction in
future, preventing such diseases, reducing healthcare costs, and improving overall health. In any case,
deciding the genuine utilization of information while saving the patient's identity protection is an
overwhelming task. Regardless of the amount of medical data it can help advance clinical science and it is
essential to the accomplishment of all medicinal services associations, at the end information security is
vital. To guarantee safe and solid information security and cloud-based conditions, It is critical to consider
the constraints of existing arrangements and systems for the social insurance of information security and
assurance. Here we talk about the security and privacy challenges of high-quality important data as it is
used mainly by the healthcare structure and similar industry to examine how privacy and security issues
occur when there is a large amount of healthcare information to protect from all possible threats. We will
discuss ways that these can be addressed. The main focus will be on recently analyzed and optimized
methods based on anonymity and encryption, and we will compare their strengths and limitations, and this
chapter closes at last the privacy and security recommendations for best practices for privacy of
preprocessing healthcare data.

Keywords: Privacy; information security; risk management; confidentiality; integrity; availability;
HIPAA,; anonymity; privacy appliance;

1. Introduction

As we know the health care delivery system adopts technology and advances in IT, large amounts of
healthcare data are made available in digital form. Health care organizations commonly embrace data
innovation to decrease costs and improve proficiency and quality in the healthcare system to make it fast and
secure. Truth be told, with the help of the IT support the patient’s data are becoming now digital and patient
information is experiencing sensational and central changes in medical, working and plans of action and in
the money related world mostly. Medical researchers are now trying to work on clinical data and patient’s
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medical records to discover valuable knowledge from the huge size of healthcare data that is not known in
the health records of individual patients. Now by working on this clinical data will impact health care because
the patient’s data relies on a high degree of trust and confidence among the patient and physician. It is obvious
that Doctors and medical teams need accurate and complete information about the patient and his/her illness
in order to function constructively to help them. In any case, if patients don't believe the organization or the
doctor to secure the secrecy of their human services data, and not maintain privacy, they can hold or ask the
doctor not to record delicate data (California Healthcare Foundation, 1999) [4]. The company has clinical
operational capacity for analysis and the valuable data is absolutely at risk of having incomplete and wrong
information that can prevent the use of researchers for future research purposes. Transformation is a common
phenomenon in the world of healthcare. These changes are fueled by the increase in aging and lifestyle
changes. An increase in software and online devices like mobile, band new treatments, increasing main focus
on the healthcare data care and value of data, and pre-tested medicine in contrast of all-inclusive clinical and
medical decisions for healthcare - leading to providing valuable opportunities to support clinical decision-
making, health care system upgrade for management of data and policy making of data, disease surveillance,
resistance to adverse events, and improved treatment of multi-organ disease systems [1, 2]. Thus, a large-
scale analysis of health care data has many advantages, promises and possibilities for health reform, but has
many obstacles and challenges in the path. Indeed, concerns about the security of big health and Data
protection data are increasing exponentially from year to year. In addition, public health care companies have
discovered that an efficient, low-cost and innovative technologies-centric approach to the determination of
privacy and security needs is not strong enough to protect the institution as well as its patients [3]. Inspired
in this way, new techniques are required to prevent violations of confidential information as well as other
types of security tragedies like trying to hack in order to obtain the highest possible usage of health records.
Researchers would also discuss some of the related tasks as well as security of big health data and other new
technologies risks and start concentrating mostly on major issue of data confidentiality in universal health
care, by setting out the policies and regulations laid down by the Commission of the government and different
agencies [5]. Use of such information is governed by the laws and regulations of That very many government
healthcare services and health planners, payers, clearing and Research study related to risks such as the Health
Insurance Portability Privacy Rules under Accountability Act of 1996 (HIPAA) [8, 9]. Data mining, notably
when we have data from multiple sources, can cause real challenges. For instance, doctors and healthcare
professionals are often obligated to obtain reports of each of this patient information from the survey to the
community health database for a variety of purposes. All this may include patient 's mobile number, ethnicity,
date of service, birth date, Postcode, sexuality, diagnostic codes, as well as doctor’s Identifying number,
doctor's Mailing address, total fees, social security no, and many more information. This information is being
made publicly available to researchers and organizations. Since such compilations may not contain the
patient's both first and last name, address, mobile number or social security card number, individuals meet
the criteria as non-identified and unidentified. Disclosure of less risk to the privacy of the patient, therefore.
However, by linking this data to other public datasets, procedures such as data analysis can link a person to
specific diagnosis and treatment. Sweeney (1997) It describes how and when to recognize that kind info by
combining certain criteria with the candidate with the help of the publicly available databases. Even with
only the birthdate can be determined names and addresses of people who are up to 12%, if combine date of
birth and gender 29%, date of birth and with the help of the zip code can find up to 69% accuracy. and with
a local address and birthday 97%. Recent work has demonstrated the methods of identifying individuals by
finding information from individuals using the internet (Malin and Sweeney, 2001) (Malin et al., 2003). By
using Public hospital data for disease-related general illness. Data is collected mostly in the form of data that
is used by the Internet to access public health information, health services and medical products, threatening
privacy, but very few laws and regulations control Are using and disclosing this kind of data (Goldman and
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Hudson, 2000). We will dig deep into issues in the management of privacy of healthcare data and health-
related data security, by reviewing data on their core principles, Aspects and core values, and regulations
imposed by the government. We also examine relevant literature on technical issues related to the protection
of privacy.

2. PRIVACY AND SECURITY ANALYSIS OF HEALTHCARE INFORMATION

Many times, voluntary, odd, constructive, non-authentic or Surrounded by prescribed form and imperfection,
as well as morality Ideas and legal barriers, health care of patient characteristics

data make them "confusing”. Mainly Because they have evolved into one Direct patient care outcomes with
benefits assessments They should be used for patient, research, or administrative purposes. Improper
disclosure, data loss Integrity, or availability, can cause loss (Sios and Moore, 2002). Recently the Legislation
and regulations such as HIPAA (Health Insurance Portability and Accountability Act) provide legal
assistance to patients. patients' personal information such as health information and rights Establish
responsibilities to protect and limit healthcare organizations.

In addition, previous research has not considered the Balance among privacy and availability of the data.
There is a need to leverage multiple algorithms and a new privacy protection methodology that applies to a
type of data mining method that balances privacy and data availability [10]

2.1 Healthcare Data Privacy

The word "privacy" has lots of meanings like The interest of the individual in defending his or her personally
identifiable information as well as the respective duty of those individuals and entities who take part in the
system for the uses of the data transaction of such data and information to accept those interests through fair
information policies. Common meanings are to issue regulation of information to someone and to be free
from Infringement or turmoil in one's private life. Privacy respects the Suitable usage of client information.
The company could not sell its patient / user information to any third party without the user's prior permission.
To obtain health care, one must disclose and share Quite private and often quite sensitive information. Any
way we can influence the confidentiality of our medical information that we provide to our doctors and many
others in the public health system. Even before people share personal information to our doctors, we ‘re no
longer in charge of our privacy. Thus, the term "confidentiality” overlaps with the term "confidentiality”. It
is the right of the patient not to receive their information from other parties. To secure Information obtained
from patients goes through unauthorized access and disclosure. Privacy is the ability to determine what and
where a person's information is going.

2.2 Security in Healthcare Data

Although healthcare organizations create, store and transmit large amounts of confidential data to provide
effective and appropriate care, still due to lack of support from technical and low levels of security they are
vulnerable. Because of the Internet, information security has become highly important for our society.
Because of the complicated structure of big data, the healthcare industry is most vulnerable to Infringements
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of publicly disclosed data. In reality, attackers could use data mining processes and technologies to detect
and disclose sensitive information to the public and thereby causing data breach and infringements of data.
While this is a complicated process to implement the security measures that because of new methods of
security, security controls are becoming cleverer. It is therefore important for organizations to incorporate
solutions to health data security that protect critical assets and highly confidential data while satisfying health
care mandates. Various technologies, such as encryption, firewalls, etc. These are mainly used to prevent the
data from being compromised by vulnerabilities in systems in the company's database and technology. This
concern in healthcare is relatively new, but nowadays information technology and its security are a well-
established and well improved domain. There is a huge amount of knowledge available to protect health care
information from possible threats. A general brief understanding of the security can be understood by:

1. Data protection element.

2. Principles of Security.

3. Threats, security issues, policy laws and information security.

4. Security of Information: organizational, Physical, Technological Security.
2.2.1 Data protection elements

Security is mainly achieved by maintaining its elements like: confidentiality, integrity, availability and
accountability.

1. Confidentiality is one of the most important properties of Data protection elements for privacy of
healthcare data and related information. We have to make sure that data will not be made available or
disclosed to unauthorized persons or processes.

2. Integrity is also a property of the Data protection element mainly concerned with that data and information
that will not be destroyed in an unauthorized manner.

3. Availability of the data is also the property of a Data protection element and information is most accessible
and usable when it’s needed on demand by an authorized person at any time anywhere.

4. Accountability of data is the Capacity to review the behavior of all parties and methods interacting with
the data and to evaluate when action needs to be taken.

2.2.2 Principles of Security
Let's be clear on what data will be collected or even why.
1. To be transparent to people they have to inform them and give them choices about the use of the
medical data, organizations should make it easy to understand what data they collect, how it is used,

and why. It's being transparent.

2. Haven't ever sold sensitive personal information to anyone. Institutions are using the information
to make their product and services as helpful as feasible.
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3. Make it possible for consumers to exercise control over their personal information. Whenever it
comes to privacy, humans understand that such a size of data doesn't fit all of it. Users can choose
the privacy that's right for them. And as technology advances, privacy settings and control also
change, making sure that privacy has always been a personal decision that every user has rights.

4. Planning to build the strongest technologies for security. Trust for the confidentiality of customers
involves defending the health information they truly respect. To keep all data, secure for users,
constantly improving the technology and updating its structure. This basically involves enhancing
built-in security innovations to identify and defend against advancing online threats ever since they
approach users’ personal information.

2.2.3 Security Threats, Security issues, Policy laws and Information security

There are many security threats possible to a computer system and electronic stored data which is produced
either inside and outside of organizations like hospitals. Security threats include malicious codes such as
viruses, Trojan horses and worms can be very dangerous to organizations if security is not maintained.
Malicious code mostly takes advantage of security vulnerabilities in the Database and Network system;
however, the situation also depends on organizational weaknesses like Failure to employ or use of hacked or
cracked software and in the use of fake and dummy antivirus software. Malicious code can harm the system
like starting to deny service attacks and deception Information theft and other data leaks. Attacks by malicious
code such as Virus exposes the risk of "hackers” such as: External agencies are willing to harm external
organizations and try to downplay network activities in general. Insider with Network Operations and
Privileges Saying nothing about workers who are not really trained against their employer is so painful that
they accidentally make mistakes.

2.2.4 Security of Information: organizational, Physical, Technological Security

Activities such as exposing the security threats and data loss risks can be managed by organizational,
Security, physical, and technological security:

These three classifications of security measures are most important. The HIPAA security standard briefly
describes "administrative security measures. "organizational roles, policy and procedure for managing the
collection, 'Production, implementation and management of safety measures Protecting and preserving digital
secure health information The workforce of the wunit concerned in regards to its security
Information”(Department of Health and Human Services, 2003, p. 261).Protection requires policy and
procedure such as threat assessment and management, allocation of responsibilities for data protection
develop such rules with procedures to provide security and access Information, admitting misconduct, for
fight with threat and provide security incidents and Implementing a safety training and awareness program
[41, 45].

2.3 Few Steps to Improve Privacy in Healthcare

Here are few Steps which can be to use for Improve Privacy in the Healthcare system and to provide Security
mainly by Attempting to avoid security breaches such as infringements requires a systematic, preventative
measures and the forward-looking approach, enough so security and privacy policies, risk management and
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prevention techniques are in position as soon as a risk turns up. The privacy and security capacities of the
organization are exponential, incremental and longstanding [11, 20].

We can Start with some of these following steps:

1. Construct the safety and protection practices of healthcare organizations on the industry-standard with
mainly top-down approach.

2. Create and improve best integrity and confidentiality practices, including relevant legislation, privacy
principles, data collection requirements, data analysis requirements, data preprocessing and data processing
needs. Discuss protection and privacy specifications for collection, Using, maintain, reveal and disposal of
data.

3. Incorporate a privacy and security vulnerability safety-based solution to help build a really well-targeted
and efficient solution that maximizes the organization’s restricted security and data protection plan and
maximizes loss of data prevention.

4. Reduce the risk of vulnerabilities as well as other security threats with a comprehensive, in - depth plan
that recognizes the entirety data protection threats.

5. Using the latest hardware-assisted security solutions to boost the accuracy and efficiency of technological
security protocols.

6. Increase the value of one's security protocols via a developing performance way of ensuring that the
security control system's hardware as well as software are suitable and live in collaboration to ensure
maximum confidentiality in medical information.

2.4 Technologies in use

Here are some of the variety of ways to ensure the confidentiality, data security and privacy of large-scale
medical data. Mostly used technique with help of technologies are as follow [22, 29],

1) Authentication

The term Authentication is mostly known for confirmation or validation which claims about the specific
topic, which is Valid and real. It serves important functionality in any organization like: having access to
systems, defending access to networks, protecting every users' identities as well as making sure the user is a
real witch who is assuming like he or she is.

2) Encryption

The term Data Encryption is an effective tool to prevent unauthorized access to sensitive data. From data
storage facilities to end-users (which also include mobile devices mainly used by doctors, practitioners and
administration staff) and its solutions in the cloud service, it protects and manages data ownership over its
life cycle. Encryption is useful in preventing breaches and data loss.

3) Masking Data
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Here masking the data means replacing sensitive data with unknown values. This is not really an encryption
technology, and because of this method original data value will not be returned from the original masked
value. Here we use techniques to identify data sets and suppress personal identifiers like names, social
security numbers and masking or semi-activators such as birth dates and postal codes. Therefore, Masking
the data is one of the most effective and popular approaches for data anomaly [33].

4) Access control

When a user is authenticated there only after the user can submit the information into the system, but the
user's access is still controlled by the access control policy, and by this effective, typically a powerful and
flexible mechanism that allows users to rely on each doctor authorized by a patient or granted as well as
trusted third party. Various methods have been proposed for this problem by many researchers to mainly deal
with security and access control issues. Some of them are like; Role-based access control (RBAC) [34] and
attribute-based access control (ABAC) [35, 36] which are mainly the most effective and powerful models for
EHR. Although RBAC and ABAC have some certain limitations when they are used mainly for the medical
related application and healthcare system. Paper [36] proposes an important and effective cloud-oriented
storage efficient dynamic access control scheme cipher text based on the CP-ABE and a symmetric
encryption algorithm (such as AES).

5) Auditing and Monitoring

Security surveillance gathers and investigates and some network events to capture intrusions. The audit and
monitoring is frequently recording of the health care system's user activities, such as maintaining logs for
each access and modifying the healthcare data. These are two alternative safety parameters to measure and
ensure the safety of the healthcare system [38].

6) Biometrics & Cryptographic Algorithms:

Various Cryptographic techniques like Symmetric Key [53], Encryption Algorithm [54] and Biometrics
techniques [55-56].

3.1 Methods for Privacy preserving in big data

Some of the traditional in use methods for preservation of privacy in big data like De-identification are briefly
described here.

3.1.1 Anonymized-identification

Anonymized-identification is the traditional method of prohibiting the revelation of maintaining
confidentiality of information in order to reject the information required by the first method of removing the
patient's specific identifiers, second statistical method of patient verification that Insufficient identifiers are
deleted [6]. However, a hacker may find more external and crucial information support to detect in big data.
As a result, we can say that de-identification alone is not enough to protect the privacy of big data [7]. This
is made possible by developing effective privacy-protection algorithms for de-identification to help reduce
the risk of re-detection of patient's data. The concepts of k-anonymity [46-47], t -gallogens [46, 50] and L-
variation [47, 49, 50] have been introduced to improve this old traditional method.
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k-anonymity

In the k-anonymity method, when the higher the k value will be, the lower the probability of re-detection will
be ensured. However, this leads to data distortion and therefore more and more information is lost due to K-
anonymity. In addition, high anonymity makes the data non useful for recipients because some of the analyzes
may be impossible or may yield biased and inaccurate results. In K-Anonymous, a semi-identifier containing
data to identify individuals is used to link other publicly available data, with one identifier (such as disease)
being sensitive.

L-variation

It is group-based anonymization used to protect the privacy of a data set by reducing the nuances of the
important healthcare data representation. This particular model (typical, entropy, iterative) [46, 47, 48] is an
updated version of k-anonymity, in which it uses methods including like generalization as well as suppression
to reduce the nuances of particular data representation, so that at least k records can be map the separate
records in data. The L-diversity model maintains some of the weakness in the k-anonymous model, in that
the preserved identity is not equivalent to protecting sensitive feelings that are normalized or suppressed to
the level of k-individuals. The main problem with this kind of method is that it depends on the sensitive kind
of feature. If we want to make the data L-variant, we must include binary heuristic data, even if there are no
different values for the sensitive attribute. It improves data security, but may cause problems during the data
analysis. Consequently, the L-Diversity method can be vulnerable to distortion and parity attacks [48] and
therefore does not prevent the disclosure of symptoms.

T-closeness

Another improvement of the anonymity of the L-Diversity group is T-intimacy. T -collections model (same
/ hierarchical distance) [47, 50] improve the L-variance model mainly by considering the values of a feature,
taking into account the distribution of data values for that attribute. This technique is mainly important for
when it accepts attribute disclosure, and its problem is most likely the size and variability increase, re-
detection increases highly.

4. PRIVACY-BASED DATA PREPROCESSING

Here we have advanced the differential security-based method for data pre-preprocessing with a
practical mechanism for clustering of distance-based. Adding Laplace noise to preprocessing data prevents
the appearance of differential privacy data. We try to accept an adaptive mechanism to minimize the impact
of the privacy budget parameter, adjust the distortion, and ensure the appropriate conditions for privacy
protection and data availability [30, 39].

Data preprocessing

Data taken from the real-world is rarely clean and complete, especially in the health care sector. The
data purge cleanup phase is related to the deal with missing values, errors and discrepancies in the healthcare
dataset. Various techniques and methods have been developed to solve this problem. The choice of
appropriate particular technique depends on various factors [5]. Proper management of incomplete data
includes some of the steps described below

1) Treatment of missing value
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Missing value (MV) is defined as the value of data that is not in the cell of the corresponding column
of the dataset into the database. Because of this MV in the health care context may be human defaults, not
applicable, not electronically recorded by sensors, patient not on a ventilator due to medical judgment,
patient's condition is a specific variable, power failure, unrelated to database synchronization and others. Any
statistical analysis or machine learning activities on MV data can give undesirable results or biased results,
and mismanagement of missing data can lead to misleading conclusions and this can be dangerous for patients
[6]. According to the survey [6] problems associated with MV can lead to loss of efficiency, difficulties in
managing and analyzing data. Before applying any treatment, we must identify missing samples. Handling
the MV can be used to ignore or disrupt missing data.

2) Releases missing values

The most common way to solve this problem is to ignore MVs. But this approach is not practical. If the
number of missing values in the dataset is low, we must ensure that the analysis does not produce bias
estimation bias for the remainder. Removal of MVs can be done in the following ways:

List-wise Removal (Row Removal): In this case a full case analysis is performed and eliminates all
cases observed with more than one missing value. But this approach helps in a small number of missing
cases. This works well and is rare when there are no MCAR models in the dataset.

Pair Removal: This method attempts to reduce errors in list-wise removal. If another feature is not used
as a case when analyzing the data, the attribute with MV is removed. This not only strengthens the diagnostic
power but creates other problems such as standard error output.

Exclusion of Symptoms: It is very rare and sometimes you can omit the symptom if the missing
observations exceed 60% and the symptom is very low in the analysis. Values that are missing due to high
values should be kept for a while.

e Survey section

Survey section Survey ltems Example of Questions Source/Publication of
Survey Item(s)

Section A - Technology

Supervision of the Data [ How to maintain data | [1-7]

privacy and Institutional | privacy with use of the

Review with permission | best technology available.

for each project.
Section B -Data use and Maintain the Ownership [8-20]
Ownership Data use Violations and | of Data gathered from

Penalties monitored over | individuals and make

time and extended upto | them secure for pre-

security knowledge and processing and prowde a

. secure Data storing

training for data processes | onvironment.
Section C -. Access Use good access control who have authority for [25-45]
control and policies. for violation of policy and | each session and personal
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many applicable policies | question asked to patent?

Comparisons

In Alberts C, Doroffe A. (2003). and Behlen, F.M., Johnson, S.B. (1999). shows that changes are fueled by
the increase in aging and lifestyle. An increase in software and online devices like mobile, we get huge
amount of healthcare data and value of data, and pre-tested medicine in contrast of all-inclusive clinical and
medical decisions for healthcare - leading to providing valuable opportunities to support clinical decision-
making, health care system upgrade for management of data and policy making of data, disease surveillance,
resistance to adverse events, and improved treatment of multi-organ disease systems.

According to Lowrance, W. (2002). Meany, M.E. (2001). Murphy, S.N., Chueh, H.C. (2002). Oliveira,
S.R.M., Zalane, O.R. (2003) and South Tyneside NHS Foundation Trust and Indiana Health Information
Exchange. http://www:.ihie.org/. Here are few Steps which can be used to Improve Privacy in the Healthcare
system and to provide Security mainly by Attempting to avoid security breaches such as infringements
requires a systematic, preventative measures and the forward-looking approach, enough so security and
privacy policies.

Department of Health and Human Services (July 13, 2004) and Ferris, T.A., Garrison, G.M., Lowe, H.J.
(2002). is providing a traditional method of prohibiting the revelation of maintaining confidentiality of
information in order to reject the information required. However, a hacker may find more external and crucial
information support to detect in big data. As a result, we can say that de-identification alone is not enough to
protect the privacy of big data.

In this research made possible by developing effective privacy-protection algorithms for de-identification to
help reduce the risk of re-detection of patient's data. The concepts of k-anonymity, t -glogens and L-variation
have been introduced to improve this old traditional method. K-anonymity and Machanavajjhala A, Gehrke
J, Kifer D, Venkitasubramaniam M. L -diversity 2006. Li N, etal. and Samarati P. Sweeney L. t-Closeness,
Ton A, Saravanan M. Ericsson research.

5. CONCLUSION

An authoritative approach to managing the use and disclosure of personal health information is best for
patients, individual researchers, healthcare organizations and society also. For those who do not follow good
security and privacy practices, the risk is higher. Improper use or disclosure of future laws and regulations
may increase data loss and data breach for harmful purposes. Despite the increasing emphasis on research,
organizations should apply the same general policies to support the conduct of healthcare for research.

"Researchers do not have the right to review patient data. As described here, in addition to developing a
strategy to reduce patient risk, researchers take general steps to ensure that users meet the requirements”
(Burman, p. 33,2002). A recent publication recommended: "First, sensitive data, such as identifiers, names,
addresses and social security no must be edited, changed or truncated from the original database, so that
anyone who receives the data cannot compromise the privacy of the patents. Second, data mining algorithms
also may be compromised from the database due to such knowledge being compromised by data privacy into
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the database itself. The key to securing data is to make sure that private data remains private even after the
data goes through the mining process.

Apart from this when we have such a good system but still, they are not sufficient for healthcare data mining.
Mostly the original data is available as it is, there is still a risk to the privacy, Dignity and Accessibility of
the data. Therefore, an effective privacy program relies on the implementation of strong security controls.
Medical data miners must use several important safety techniques, as mentioned below:

1. compulsory supervision of the Data privacy and Institutional Review Board must be established
with permission for each project.

2. violations and Penalties should really be monitored over time and extended to security knowledge
and training. process.

3. Establish robust audit procedures.

4. Sanctions shall apply to violation of policy and many applicable policies.

5. Use good access control and authority for each session and question asked to patent.
6. Training is required for all theoretical researchers to strengthen their responsibilities.

7. If possible, delete useless common identifiers (such as age, names, addresses, data of birthday) of
data contents or hide data from the user.
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