Fusion: Practice and Applications (FPA) Vol 5, No. 1, PP. 8-20, 2021

ASPG

American Scientific Publishing Group

Multi-source Heterogeneous Ecological Big Data Adaptive Fusion
Method Based on Symmetric Encryption

Manal Nasir ", Ahmed N. Al-Masri?

! Department of Information Technology , Georgia Gwinnett College, Georgia, USA
2 College of Computer Information Technology, American University in the Emirates, Dubai, UAE

Emails: Mnasirl@ggc.edu , ahmed.almasri(@auc.ae

Abstract

In recent years, with the rapid development of the domestic economy, the concept of sustainable development has
been paid more and more attention. Ecological environment protection is more and more important, and the
ecological environment is closely related to economic development. How to measure the relationship between the
two is very important. Whether it is to build ecological environment protection or to ensure sustainable development
of the economy, we should take the green development concept as a guiding concept, promote ecological economic
development, and study the integration of ecological data is of great significance for solving these problems. The
research of this thesis studies the multi-source heterogeneous (MSH) ecological big data (BD)adaptive fusion based
(FM) based on symmetric encryption. This paper sets up a comparative experiment, multi-sensor (MS) data fusion
based (DFM) based on Rough set theory, MSH data fusion based on data information conversion. The method is
compared with the symmetric fusion MSH BD adaptive FM proposed in this paper. The results show that the MSH
DFM based on Rough set theory has the highest confidence of 0.812; the MSH DFM based on data information
conversion has the highest confidence of 0.68; based on symmetric encryption MSH BD The fusion confidence of
the adaptive FM is up to 0.965, and the MSH ecological BD adaptive FM based on symmetric encryption is
superior.
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1.Introduction

The two concepts of sustainable development and EC construction are aimed at understanding the resources
and ecological environment problems that have seriously affected human health development since the 20th century,
and in the process of understanding the various factors that affect these factors. The formation of theoretical results
and strategic thinking [1-4]. The construction of EC is based on the theory of sustainable development and from the
civilization of human society. The historical vision of transformation and the inherent requirements for adhering to
and developing the overall layout of socialist theory with Chinese characteristics emphasize the harmony between
people and people and nature [5-6]. In terms of connotation, sustainable development and EC are in the same line.
Sustainable development is the premise foundation for the construction of EC, and the construction of EC is the
promotion and expansion of sustainable development. In practice, the two are connected and unified. Only by
building an EC can we accelerate the pace of sustainable development; adhering to the path of sustainable
development can build an EC. As a science to study the interaction between human society and the natural
environment, MSH ecology has attracted widespread attention from sociologists and extended to all aspects of social
life [7-8]. The use of the concept of biological ecosystems to describe the connection between human and objective
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matter can reflect the concepts of social ecological balance and social ecological cycle from a better theoretical
level. The popularity of the Internet has generated a large amount of data. With the advent of the era of BD, the
government will be promoted to ecological governance, and more social forces can be gathered in the social
governance problem [9-12]. In the era of the Internet and BD, individuals and businesses have also become key
players in government governance. Weibo and WeChat enable people to interact with government leaders. Based on
this analysis of social sensational BD, government leaders can understand many policies in real time. Feedback. In
addition, government leaders need to work with enterprises in the era of BD to explore new models of social
governance. A variety of portable devices exist in large numbers, generating a large number of multi-source
ecological heterogeneous data. We can foresee that in such a large netizen. In the face of quantity, more and more
data is generated, but there is still no effective Internet ecological heterogeneous data integration scheme, so it is
necessary to study it [13-16]. Using DFM to integrate MSH ecological data, it is convenient for researchers to see
the trend of data and ecological development more intuitively, and some data need to be kept secret to avoid stealing
from other countries. Based on this, this paper proposes a kind of MSH ecological BD adaptive FM based on
symmetric encryption is of great significance for solving the current ecological sustainable data processing and
fusion [17-18].

BD fusion has created tremendous value and has become a research hotspot. However, in the era of BD, data
presents features of large capacity, speed, and accuracy, especially diversity, also known as heterogeneity. Multiple
different data sources result in data heterogeneity. MSH data brings opportunities and challenges to BD
convergence. Yanbo Han introduced the method of BD fusion and heterogeneous data fusion, and focused on the
application of deep learning method in MSH data fusion. Yanbo Han has discussed the challenges of MSH data
fusion [19-23]. With the rapid growth of user-generated data from social networks, wikis, and social tagging
systems, it is necessary to understand high-level semantics and user subjective perception from such a large amount
of data. In the era of BD flooding, how to integrate the emotional calculation results of massive data and obtain
effective conclusions and decisions becomes a problem. Wafa M has combined D-S evidence theory with data fusion
to effectively solve the evidence conflict problem in D-S evidence theory by introducing Bhattacharyya distance,
evidence credibility and improved combination rules. The results of Wafa M experiments show that the improved
DFM can obtain the results of data fusion, with high accuracy and credibility [24-25]. A fundamental problem with
sensor fusion is the detection and removal of outliers, as sensors often produce inconsistent measurements that are
difficult to predict and model. Detecting and removing spurious data is critical to sensor fusion quality by avoiding
the inclusion of spurious data in the sensor fusion pool. For any redundant distributed sensor network, F. Wang has
proposed a general data fusion framework in which inconsistent data is identified simultaneously. The framework is
capable of fusing multiple related data sources, directly blending linear constraints, and detecting and rejecting
outliers without any prior information. The method proposed by F. Wang, called the Covariance Projection (CP)
method, aggregates all state vectors into a single vector in the extended space. The method then projects the mean
and covariance of the aggregated state vector onto the constrained manifold, which represents the constraints
between the state vectors that must be satisfied, including the equality constraints [26-29]. In order to explore the
development potential of current measurement and control equipment, Patrick Bogaert built a more accurate
underwater measurement and control integrated network according to the working characteristics of the system.
Patrick Bogaert proposed a centralized data fusion and positioning of underwater measurement and control network
based on Chan algorithm. algorithm. Patrick Bogaert used the weighted least squares (WLS) estimation method to
roughly calculate the target position based on the arrival time; then constructed a new error vector based on the
relationship between position and delay information; finally, Patrick Bogaert used the vector solution to re-use the
target position. WLS method. Patrick Bogaert's research results show that the algorithm achieves data fusion of
multiple underwater monitoring and control devices, which can improve the positioning accuracy in a global scope.
Compared with the data fusion localization algorithm based on arrival time alone, the positioning accuracy of this
method is significantly improved [30-32]

This paper first expounds the importance of sustainable ecological development. The integration of ecological
data plays an important role in sustainable development. This paper introduces symmetric encryption technology.
Based on this, this paper proposes a MSH ecological based on symmetric encryption. Data adaptive FM for
processing ecological data. This paper sets up a comparative experiment, MSH DFM based on Rough set theory,
MSH DFM based on data information conversion and multi-source based on symmetric encryption proposed in this
paper. Heterogeneous BD adaptive FMs are compared. The research results show that the fusion confidence based
on symmetric encryption MSH BD adaptive FM is as high as 0.965, which is relatively superior and has great
advantages in computational timeliness.

2.Proposed Method
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2.1 Symmetric Encryption

(1) Overview of symmetric cryptography

Compared with the asymmetric encryption algorithm(EA), the symmetric EA has the characteristics of low
computational complexity, small computational complexity, and high security when using long keys. The specific
implementation process is shown in Figure 1. According to different encryption methods, symmetric cryptosystems
can be divided into two categories: Stream cipher and Block cipher. The Stream cipher encrypts the data packet
stream character by character. The Block cipher splits the data packet into data groups and encrypts each group of
data.

Plaintext Ciphertext Original plaintext

ﬁ Encryption cﬁ Decrypt cﬁ

Figure 1. Encryption and decryption process
We can see from Figure 1, the complete encryption and decryption system consists of at least the following five
parts:
1) Message (plaintext) space M : all possible packets to be encrypted ;
2) Ciphertext space C : a collection of all possible encrypted messages ;
3) Key space K : Each set of keys Ki includes an encryption key Ke and a decryption key Kd pair, that is,
Ki =< Ke, Kd >, so the set of Ki =< Ke, Kd > is the key space K ;

4) EA Encryption: The corresponding transformation of M and C space is realized by a mathematical
reasoning, physics and the like.

(2) Commonly used symmetric EAs

1) SMS4 EA On June 1, 2016, China released the SMS4 EA. The SMS4 EA is a type of packet symmetric EA,
and its packet length and key length are both 128 bits. The basic process is as follows: each encrypted data length is
16 bytes, 16 bytes of input data are equally divided into 4 groups of lengths of bytes, and cyclic operations are
performed to produce 32 sets of 4-byte length round keys.

2) DES EA and deformation

In 1970, IBM Development Corporation developed the Data Encryption Standard (DES). In 1977, it was the
United States Federal Information Processing Standard (FIPS46), which was a type of block cipher algorithm.

Single DES algorithm: Input 8 bytes of data is X|, X,, X;,..., X, and after 8 bytes of length key K

encryption, the output data},Y,,Y,..., Y;is obtained. See the formula (1) for the encryption formula and the

formula (2) for the decryption formula:
Y, = DES(K X, ] )
-1
X, =DES (K )[Yl ](2)
The Single DES algorithm 56-bit key has complexity, but there is also the risk of being deciphered. In order to

improve its security, 3DES avoids attacks by increasing the key length. 3DES EA: triple data EA, that is, three times

: . : =\K, |K
DES encryption of data. The 3DES algorithm divides the 16-byte length key into two parts,K ( L” R).

Suppose the input data is X , X encrypted ciphertext block ¥ , the encryption formula is shown in equation (3), and
the decryption formula is shown in equation (4):

v =DES(K, | DES™ (K, JDES (K, [X])] 5,

Y = DES™ (K, \DES(K , \DES™ (K, [X])] 4

3) AES Advanced Encryption (AES)

As an improvement of the DES algorithm, its security and speed are faster than the DES algorithm, but the
hardware cost is high. Therefore, without considering the hardware cost, the overall performance of AES has
obvious advantages compared to other symmetric EAs. The AES EA differs in the length of the key, and the number
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of rounds of encryption is different, and 10, 12, and 14 rounds are available. AES belongs to the block encryption
standard. The block length of AES is fixed to 128 bits, and the key length can be 128/192/256 bits. The algorithm

works on a 44 intermediate state matrix. When encrypting data, " bit block is used.

The AES EA mainly involves the substitution/displacement wheel operation. Each round consists of three parts:
a) non-linear part: byte replacement by S-boxes by non-linear replacement function, replacing each input byte with a
corresponding one. The output byte plays a chaotic role; b) the linear blending part: Shift Rows (State) operation is
performed by shifting each row of the matrix, and each column of the matrix obtained in the first step is mixed by
linear transformation, that is, linear mixing Mix Columns (State); c¢) Key plus part: Sub-key XOR or Add Round
Key (Sate, Expanded Key). The order of transformation of the encryption process is: byte transform, row transform,
column confusion, round key addition, but the last round of no column confusion. The order of transformation of the
decryption process is: retrograde displacement transformation, retrograde byte transformation, round key addition,
retrograde confusion, but the last round has no retrograde confusion. The tenth round consists of retrograde
displacement transformation, retrograde byte transformation, and round encryption. The implementation principles
of the above four transformations are described below.
multiplication of

GF(2)

The byte conversion Sub Bytes first finds that the input 8-bit binary number is inversed by the

8 .8 4 3
the finite field GF(2 )lower modulus m(x)_ XX +x +x+1and the affine transformation under

and then the binary sequence ‘01100017 is added, see equation (6).

’ 8 8 4 3
For VX € GF(2 ), find the multiplication inversion of ¥MOd = X" + X" +x" + X +1 gefined as follows:

P (x)',x' %0
! —
0,x'=0 )
8
In GF (2 ), the element component is (xo’xl’ Y25 X35 Xg, X5, X6, X7 ), and the affine transformation is defined
as follows:

y=L,xx+v=

O = R = = = OO
e e e e e = I e N
e e e e = R = T s B
— e = OO O = =
=
w
O == OO D = =

©C OO = == =

O O = = == = O

—_— 0 O O = =

_ O O O = = = =
=

- L4 e

Where LAis an affine transformation matrix.

Line Shift Row Shift Rows row shift is a cyclic right shift transformation of the intermediate state State, and is
only related to the state. Different rows have different displacement schemes. When the packet length and key length
are 128 bits, the intermediate state matrix is a state matrix of 44, and each row has four 32-bit words. The row
displacement is transformed as follows:

SOO SOI SOZ SO3 IrSOO SOl SOZ SO3
SlO Sll Slz Sl3 Row displacement transformation N Sll Slz Sl3 SlO
Sw Sy Sy Sy [S Sy Sy Sy
S30 S3l S32 S33 S33 S30 S31 S32 (7)

Column confusion transforms MixColums. The column blending operation is a linear transformation of the

plain state matrix, the input blending transformation matrix a , and the output blending transformation matrixb . We
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can get:
b(x)=a(x)e c(x)mod(x4 + 1)(8)
The above expression can get the equation:
b, 02 03 01 Olfa,
b | |01 02 03 01} aq
b,| |01 01 02 03|a,
b, 03 01 01 02|a, )

The round key Add Round Key has a key length of 128 bits, and the state matrix State and the round key
8

perform an addition operation in the finite field GF (2 ) .

4) IDEA

The International Data EA (IDEA) is a block cipher algorithm with a packet length of 64 bits and a key length
of 128 bits. In 1992, Lai and Massey created the IDEA EA in the process of improving PES. This algorithm is
similar to the 3DES EA. It can also solve the security problem caused by DES due to key length. It is mainly used
for email PGP security or file system. Safety.
2.2 DFM

(1) Basic principles of data fusion

DFM Data fusion is also called MSH information fusion. Data fusion is a research on information processing of
a MSH system. Data fusion is the coordinated optimization and comprehensive processing of information from
multiple sensors or multiple sources to generate valuable information to obtain more accurate and reliable
information. The data. The hardware foundation of data fusion is MSH system. The processing object of data fusion
is multi-source information. The core of data fusion is coordinated optimization and comprehensive processing. The
purpose of fusion is to obtain more accurate and safe and reliable data information. Data fusion is a basic function
that is ubiquitous in humans and biological systems. Humans instinctively integrate the information (environment,
sound, smell, etc.) observed by various organs (eyes, eyes, noses, etc.) with prior knowledge in order to timely
respond to the surrounding environment and ongoing Time to make an estimate. Because human senses have
different metrics, various phenomena occurring in the spatial range can be measured from different angles, and
transformed into valuable interpretations of the environment through the fusion of different features.

(2) Hierarchy of data fusion

Data fusion can be divided into three categories: data layer, feature layer and decision layer fusion according to
its abstraction level at the sensor processing level. Data layer fusion is also called sensor layer fusion. It is the lowest
level of fusion. It refers to the direct processing of the data detected by the sensor, and the processing and analysis of
the most original information collected by the sensor. The advantage of this type of processing is that it retains as
much of the original useful information as possible and provides detailed information that cannot be provided by
other levels of fusion models, with less loss of data and high precision. Since the fusion of data levels is carried out
at the lowest level, affected by the incompleteness of information acquired by each sensor and the unstable changes
of the external environment, the fusion system needs to have strong fault tolerance and robustness. The model of its
fusion is shown in Figure 2.

Joint
Sensor 2 attribute
Data la F i Jjudgment
Relation atalayer| | Feature Attribute

fusion extraction judgment

Figure 2. Data layer fusion structure
We can see from Figure 2, the data layer fusion first collects data information by multiple sensors, filters out
the associated data information and transmits it to the data layer for fusion, performs feature extraction and attribute
determination, and finally performs joint attribute decision and outputs related data.
Feature layer fusion mostly adopts distributed or centralized fusion structure. The specific model is shown in
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Figure 3.

Data layer Relation
fusion

Figure 3. Feature layer fusion structure

We can see from Figure 3, feature layer fusion refers to extracting locally representative data information from
different sensors, and then combining these local data to obtain a vector with significant features. These feature
vectors are then comprehensively analyzed and processed. In general, the feature information extracted by each
sensor is a sufficient statistic of the data information, so the feature layer fusion model will lose some of the useful
information more or less, and the fusion performance will be reduced. The advantage lies in the large compression
processing of the original data, which is conducive to real-time processing.

Decision-making layer fusion is a high-level fusion. The specific model is shown in Figure 4.

Sensor 1

Decision level

Data layer Relation
fusion

attribute decision

Attribute
judgment

Figure 4. Decision layer fusion structure

We can see from Figure 4, preliminary information on the object is formed after the basic processing operations
such as preprocessing, feature extraction, and judgment recognition are performed locally on the information of
different types of sensors. Then the fusion center will further integrate the local decision results. Because the
decision-making layer is the overall decision result obtained by the fusion process based on the results of each
sensor decision. This fusion model has the largest amount of data loss and the lowest accuracy. The advantage lies in
the low dependence of the system on the sensor and the strong anti-interference ability.
2.3 Adaptive FM Based on Symmetric Encryption MSH BD

(1) Time and space accumulation information acquisition
First, a set named X is given, and the definition of the set X is transformed by the Bel function:
P(X ) — [(),1] is a digital assignment of each uniformity subset in the set X , the number range is [O,l], for each

uniformity The element A in the subset P(X )is defined by the Bel function, and Bel(A)can be obtained, that is,
the reliability of any element in the subset P(X ) Assuming that the homogeny from the subset P(X ) is
{A, B,C } then its power set P'(X ) is:
, {4,8,C}.{4,B}.{4.C}
P(x)=
(8.CL UL BLICLD ] 1o
In the formula, there are 2N elements, which represent the number of elements of the power set P'(X ) Then,

the basic probability assignment function7z is used to perform the matching of the probability values for the
elements in the power set P'(X ), and the mapping set of the unit interval to the power set P'(X ) subset is

obtained: m-P'(X )—) [0,1], then the mapping set of the element A is m(A) Among them, the subset whose
assignment function has a basic probability greater than 0 is the focus element, Bel(A) is the total reliability
assigned to 4, m(A)mainly reflects the reliability of A itself, and uses the basic probability assignment function
m for these reliability-related functions. Perform orthogonal summation. Letm,,m,be two basic probability

assignment functions on the power set P'(X ), and their focus element sets are {Aj,i =l,2,...,l},
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{Bi,l' =12,..., l}, then their orthogonal sums are:

Zml @mz(B)

A;NB;

Zml @mz( )

A;NB; =0 (11)

m(C)=m, ®m,(C

Where (C) represents their orthogonal sum.
Their orthogonal sum is a separate data structure, so they use the Dempster rule to effectively fuse their

orthogonal and spatio-temporal data: suppose the MSH is used to detect the same subject (X ), and the power set
P(X )is used to represent all the subsets to be tested. The set, in the power set P(X ), each subset is relatively
independent, using an empty set to represent the conflict information, and assigning the value m; (k - l)m;.k to the

empty set, and obtaining new accumulated information through the Dempster rule. After the MSHs complete the
calculation of the accumulated information, the accumulated information is combined to obtain the spatio-temporal
accumulation information of the MSH data. The specific acquisition methods are as follows:

m" (k) =

m'(k —l)j m'’, Ok
1= m),
=
m, (A[ )mz (Bj)
1->"m' (k-1)
J#l (12)

Where: m"™ (k )represents spatiotemporal accumulation information of MSH data; % represents accumulated

Ok =

information combination coefficient. Repeat this step for multiple sensors to obtain time and space accumulation
information for all MSH data.

(2) Establishment of adaptive fusion sensor model based on symmetric encryption MSH BD

The MSH data intelligent fusion model is established by using the acquired MSH data spatio-temporal
accumulation information, and a symmetric fusion MSH BD adaptive fusion sensor model is established.

The model consists of four levels, including object fusion, potential fusion, data source fusion, and process
fusion. Among them, the object fusion combines the identity information, the parameter information and the location
information to describe the individual in detail, the purpose is to realize the consistent conversion of the MSH data
coordinates and the unit; the potential state fusion is to fuse the relationship information of the object; the data
source Fusion is the fusion of MSH data sources; process fusion is an intermediate process, mainly to control the
performance of data fusion, and to identify the information to improve the fusion effect. After completing these four
levels, multi-level and step-like processing of multi-source data can be realized, and intelligent fusion of MSH data
is completed.

3.Experiments
3.1 Setting up the Experiment

In order to detect the adaptive FM based on symmetric encryption MSH BD in the agricultural internet of
things proposed in this paper, a comparative experiment is designed. The experiment will use MSH DFM based on
Rough set theory and MSH data based on data information conversion. The FM is compared with the symmetric
fusion MSH BD adaptive FM proposed in this paper.

3.2 Experimental Parameter Settings and Device Settings

The experimental parameter settings are shown in Table 1.
Table 1. Experimental parameters

Project Parameters / scope of execution
Sensor node transmission radius. /m 100
Data acquisition radius/m 20
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Transmission packet size/ (b/s) 500

Node-to-node transmission/ (kb/s) 100

Number of non-intersecting routes. 3

The experimental parameters of the designed experiment can be seen from Table 1. The sensor node has a
transmission radius of 100/m, the data acquisition radius is 20/m, the transmission packet size is 500b/s, and the
node transmission bandwidth is 100kb/s, which is disjoint. The number of routes is 3. The equipment configuration
used in the experiment is shown in Table 2.

Table 2. Experimental equipment

Experimental configuration MS Windows 7 system | 4GB RAM,i5-3470 Intel Core
processor
Testing facility 1 coordinator node, 1 | 1 PC terminal

routing node, 6 terminal
acquisition nodes

The connection mode between the | gorge line There are two formats for
coordinator and the PC terminal serial port printing data

Table 2 shows the experimental equipment and its configuration used in the experiment. The experimental
configuration used is MS Windows 7 system (4GB RAM, i5-3470 Intel Core processor); the test equipment is 1
coordinator node, 1 router Node, 6 terminal collection nodes, 1 PC terminal; the link mode between the coordinator
and the PC terminal is the serial port, and the format of the serial port print data is two.

3.3 Experimental Process

Using one PC terminal and one coordinator node, one routing node, and six terminal acquisition nodes as the
test equipment for MSH data fusion confidence of this experiment, using Matlab as the platform of this experiment,
MSH data Convergence. In order to ensure the effectiveness of this experiment, the MSH DFM based on Rough set
theory, the MSH DFM based on data information conversion and the FM based on symmetric encryption MSH BD
adaptive FM are proposed. Confidence comparison. Then compare the calculation timeliness of the three methods,
the experiment divides the data into four groups, and expands the data to take 1GB, 12GB, 24GB, 120GB
respectively, and the adaptive FM based on symmetric encryption MSH BD and other The two methods are
compared experimentally, and the parallel training consumption time is compared. Finally, the data sets of different
sizes are set and run on clusters of different size nodes respectively, and the formula obtains the acceleration ratio
experiment result.

4.Discussion
4.1 Analysis of Convergence Contrast Analysis of Experimental Fusion

Convergence confidence comparison is shown in Figure 5.
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ree
mmetric encryption | | [

Fusion conlidence

2 L L L
0 5 10 15 20 25 30 35 40 45 50
Number of evidences

Figure 5. Convergence Confidence Comparison
It can be seen from Figure. 5 that the fusion confidence of MSH DFM based on Rough set theory is up to
0.812; the fusion confidence of MSH DFM based on data information conversion is up to 0.68; based on symmetric
encryption MSH BD The fusion confidence of the adaptive FM is up to 0.965. By comparison, the fusion confidence
based on symmetric encryption MSH BD adaptive FM is the highest, and the superiority of the proposed method is
verified.
4.2 Algorithm Performance Analysis

(1) Comparative analysis of algorithm timeliness

From the aspect of calculation timeliness, this experiment divides the data into four groups, and takes the data
expansion to take 1GB, 12GB, 24GB, 120GB respectively, using MSH DFM based on Rough set theory and MSH
based on data information conversion. The DFM is compared with the symmetric fusion MSH BD adaptive FM. The
result is shown in Figure 6.

2 1000} l
0 2 21 T
Data volume /GB

Figure 6. Data processing efficiency comparison

It can be seen from Figure 6 that the MSH DFM based on Rough set theory, the MSH DFM based on data
information conversion and the comparative analysis method based on symmetric encryption MSH BD adaptive FM
are analyzed by Figure 6 shows that when the data processing capacity is 1GB and 12GB, the processing time used
by the three methods is not much different. When the data processing capacity reaches 24GB, the symmetric fusion
MSH BD adaptive FM proposed in this paper is It shows the advantage of timeliness. When the data processing
capacity reaches 120GB, the MSH DFM based on Rough set theory takes 1500s, and the MSH DFM based on data
information conversion takes 1350s, based on symmetric encryption. The processing time of the MSH BD adaptive
FM is only 500s, and the time used is almost one-third of the other two algorithms. It is enough to see the time-
dependent aspect of the symmetric fusion MSH BD adaptive FM. Superiority.

(2) Contrast training consumption time comparison
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MSH DFM based on symmetric encryption MSH BD adaptive FM and Rough set theory
The method and the MSH DFM based on data information conversion parallel training consumption time
comparison results are shown in Table 3 and Figure 7.
Table 3. Parallel operation consumption time comparison result table

. Data size .
Algorithm (GB) Time (S)
1GB 278.54
12GB 384.96
MSH DFM based on Rough Set Theory YAGB 576.77
120GB 1477 .4
1GB 263.56
MSH DFM based on data information 12GB 357.68
conversion 24GB 516.35
120GB 1350.67
1GB 253.21
Adaptive FM of MSH BD based on symmetric [12GB 374.45
encryption 24GB 427.29
120GB 514.33
1GB

1500

1000

500

120GB 0 12GB
24GB

Multi-sensor data fusion method based on Rough Set Theory

Multisensor data fusion method based on data information conversion

Figure 7. Parallel operation consumption time comparison chart

It is known from Table 3 and FIG. 7 that the MSH DFM based on symmetric encryption MSH BD and the
MSH DFM based on Rough set theory and the MSH DFM based on data information conversion consume time
comparison results We can see from Table 3 and Figure 7, the parallel training time consumption based on the
symmetric encryption MSH BD adaptive FM is lower than the time consumed by the other two methods, the
efficiency is higher, and the data processing amount is larger. The superiority of the symmetric fusion MSH BD
adaptive FM is more obvious.
4.3 Acceleration Ratio Experiment Results

Set data sets of different sizes and run them on clusters of different size nodes respectively. The results of the
acceleration ratio are shown in Figure 8.
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s

Speedup ratio

Cluster node / set

Figure 8. Acceleration ratio experiment results
It can be seen from FIG. 8 that when the data set is small, the data processing efficiency is not significantly
different. As the amount of data increases, the system platform exhibits an efficient processing rate. Based on the
symmetric encryption MSH BD adaptive FM, the processing time growth trend is linear, and the cluster is nearly
three times faster than other processing methods. This indicates that the symmetric fusion MSH BD adaptive FM
can meet the performance requirements of ecological heterogeneous BD fusion processing.

5.Conclusions

EC is the foundation of the social civilization system. It is important to integrate MSH ecological BD and
organize data for sustainable development. Based on this, this paper proposes based on symmetric encryption. MSH
ecological BD adaptive FM, and this method is compared with MSH DFM based on Rough set theory and MSH
DFM based on data information conversion. The MSH ecological BD adaptive FM is more advantageous.

In this paper, the contrast experiment is set up, and the MSH DFM based on Rough set theory and the MSH
DFM based on data information conversion are compared with the MSH ecological BD adaptive FM based on
symmetric encryption proposed in this paper. The experimental results show that the MSH DFM based on Rough set
theory has the highest confidence of 0.812; the MSH DFM based on data information conversion has the highest
confidence of 0.68; based on symmetric encryption MSH BD adaptive The FM has a fusion confidence of up to
0.965. By comparison, the fusion confidence based on symmetric encryption MSH BD adaptive FM is the highest,
and the superiority of the proposed method is verified.

In addition, the MSH DFM based on Rough set theory and the MSH DFM based on data information
conversion are combined with the MSH ecological BD adaptive FM based on symmetric encryption. Comparing, the
results show that when the amount of data processed is not large, the processing time used by the three methods is
not much different. When the amount of data reaches a certain level, the MSH DFM based on Rough set theory is
obviously superior to the other two methods. Sexuality, timeliness is higher.
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