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Abstract

Security plays a major role in most fields including the pharmaceutical field. Authorization and Authentication are
the key concepts in supporting notable areas of the cyber-health world. HIPAA's (Health Insurance Portability and
Accountability Act) ultimate focus is to preserve the privacy of the health records of an individual without
disclosing it and preventing the data from unauthorized access. A complaint key management solution is applied to
the patient's health records to reduce the risk factor while engaging with cryptographic mechanisms. Though there
are many existing cryptographic algorithms such as Elliptic curve cryptography, and Elgammal's key exchange
algorithm which provides security to the access of patient's health records, the proposed key management solution
will overlay the same variant of security to the Electronic Health Records (EHR). This paper provides the
countermeasures for improving security and suggests a key recovery mechanism for the protection of keys used in
the security mechanism.

Keywords: Health Insurance Portability and Accountability Act (HIPAA); Electronic Protected Health Information
(ePHI); Key management; RFID cards

1. Introduction

The Health Insurance Portability and Accountability Act (HIPAA) is the most widely used regulation that protects
the person's health information and prevents unauthorized access by ensuring health information security and patient
privacy. With the emergence of technology, manual paper-based health record maintenance has been changed to
electronic record maintenance. This simplifies the paperwork such as arranging, organizing and searching for
medical records on demand. Though, electronic-based health record maintenance provides huge advantages it comes
with certain threats. The security and privacy of electronic health record (EHR) is vital. EHR may be targeted by
hackers, viruses, and worms unexpectedly even without the knowledge of the administrator. Electronic Health
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Records (EHRs) are electronic versions of the paper charts available with the doctor or other health care provider's
office. An EHR may include detailed information about your medical history, observations, prescriptions, and other
information about your health including your symptoms, diagnoses, medications, lab results, vital signs,
immunizations, and reports from diagnostic tests such as x-rays. Patients’ EHR can be accessed from several
websites through proper channels. These privacy and security regulations increase the availability and
confidentiality of health information. A brief discussion on the problems associated with the privacy and security
regulations is discussed to offer a possible solution to the current obstacles. As accuracy and confidentiality
increase, there are certain potential threats to the confidentiality of information. Hence, there occurs a need to
implement technical measures to guard against unauthorized access in this environment. The purpose of integrity
controls is to ensure that the ePHI data is not altered during transmission. Encryption serves to be the best approach
for this which is not easily readable or decrypted without proper authorization.

The main cognitive content of security [1, 2] are confidentiality, availability, and integrity where Confidentiality is
the process of ensuring that information is accessible only to those authorized to have access to it, and Integrity is
the process of ensuring the information is accurate and it is not modified in an unauthorized fashion and Availability
refers to the process of being accessible and useable upon demand by an authorized entity. The Protected Health
Information (PHI) consists of name, address, telephone number, medical record number, and patient's present, past,
and future behavior. Authorization refers to the that each healthcare institution must obtain an individual's
permission while using and/or disclosing an individual's PHIs.

The cryptographic system provides the security of the PHI proposed by the HIPAA [3-7]. A compliant key
management solution is used to reduce harm and risk in managing and transmitting health care records electronically
while providing cryptographic mechanisms. Lee's method offers a cryptographic solution for preserving a patient's
privacy. But this was found to be inefficient as patients cannot freely change their passwords.

Patient records are stored in the hospital after the initial creation of the record and preserved for future use. Consent
exception cases are also discussed in our method if a patient is unable to authorize access. This includes emergency
cases like if the patient is unconscious etc. For this, the key recovery mechanism is used for decryption to reveal the
encrypted PHI. This fosters trust between patients and healthcare institutes. ECC (Elliptic Curve Cryptography) is an
emerging public-key cryptosystem that offers a high level of security with smaller key sizes.

There are plenty of existing schemes that use smart cards. Smart cards are found to be ineffective because of
problems including highly expensive and also found to be established by malicious attacks and are not reusable. The
proposed method uses Radio Frequency Identification (RFID) cards for storing encrypted data of the patient [3].
Authorization is performed by the patient's RFID cards that have patient detailed information stored in them. The
key is valid only within a consistent period. The proposed method provides a key management scheme that handles
keys for controlling patients' access to ePHI. Also, can revoke access if the authorization is not in between the valid
period.

The entire paper is organized in the following way consisting of Section 2 which deals with the related works. The
proposed methodology is elaborated in Section 3. The performance metrics of the proposed methodology are
explained in Section 4, and finally, the conclusions are summed up in Section 5.

2. Related Works

Cryptographic key management [8] solution is proposed to meet the challenges of privacy/security issues. This
method improves healthcare quality and product a patient's privacy. The patient's health information is stored in a
smart card. They provide a key recovery mechanism to solve the problem of consent exception which describes the
use and disclosure of a patient's details without the patient's permission for life-saving purposes. To achieve these,
they provide digital signatures for verification of the signature. Secure hash algorithm (SHA-256) data integrity. To
provide unauthorized access to patients' health records asymmetric cryptosystem (AES) with 256-bit keys that
ensure confidentiality and overhead. Patients cannot freely change their passwords and don't support multiple
access.

A novel key management solution [9-12] is proposed for ensuring privacy and security in health records. Propose a
protection model for decrypting medical images from unauthorized access. Implementation of this model includes
an asymmetric cipher, a one-way hash function, and identification watermark generator, and a watermark
embedding extracting mechanism. Watermarking techniques are used to get high-quality medical images. This
prevents illegal distribution tracking. The method used was secure and feasible.
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A novel model [3-5] was proposed by using a smart card and protected health recorders. The public key
infrastructure used here was DSA. To provide confidentiality of health records symmetric encryption/decryption is
used. For authorization purpose, hash algorithms and DES was used.

Elliptic curve cryptography an efficient key management solution was proposed that guarantees security [6]. This
has the advantage of using smaller key sizes and faster computation than a smart card-based cryptographic solution.
Patients can freely update their passwords. Consent exception cases can be solved. For encrypting data, AES was
used and the disadvantage of using this method is only one authorized user can access his/her medical record at a
time.

A hybrid public key infrastructure solution [9, 10, 13] is introduced to comply with security/privacy regulations
which supports an e-health system environment. The disadvantage of this model was there was no solution for
consent exception and do not support foreign access. AES was used for encryption to control unauthorized access.
The medical center server [4] was located in each hospital instead of using a smart card for storing patient's PHI and
can be accessed by using the Internet. Public key certificates are maintained by a certificate authority. This ensures
patient's privacy even through the e-health system. It protects from replay attacks. The symmetric secret key is
generated using the Diffie Hellman algorithm where the communication and processing overhead is low compared
with other techniques.

3. Proposed Methodology

The proposed method describes HIPAA as an efficient key management scheme with a key recovery mechanism.
This method satisfies the privacy and security concerns issued by HIPAA. The proposed method consists of a
trusted server, a patient, and a hospital-associated. The trusted server is used to manage the keys used by all the
users in the system. The system permits all the users to authorize and revoke the hospitals within a time period
before the expiry date. The cryptographic system provides the security of the PHI proposed by the HIPAA. The key
management scheme used is the Master Key Approach. Keys are stored in Radio- frequency identification (RFID)
cards. In the existing system, they are solved in Smart cards. The project is all about improving the features of
Taiwan's Healthcare Certificate Authority by providing users with certain privileges. Also, the system does not
demand multiple encryptions of the data.

RFID cards have some advantages over smart cards [14-19].

Manipulation of data or information is permitted

RFID tags are more reusable

RFID card will have a card detecting range that is more than a contactless smart card

Cost-effective
It includes security features such as data encryption, password protection, and lay down to embrace a 'kill' facet to
permanently remove the data.

This has four phases [5-7, 20, 21] including,

Authorization: A patient can authorize a set of healthcare institutes to access his/her encrypted PHIs within a
specific time period by allowing these institutes to be able to obtain the encryption key within the period. Elliptic
curve cryptography was used to provide more efficiency. An advantage of using this method is that it has a smaller
key size and provides the same level of security as in RSA. Using the below-mentioned input and a master key
provided by a trusted server in HCA the patient authorizes the hospitals with the help of n- degree Lagrange
Polynomial. The signature (Cri, Cs) and a hash value (HMKi) are stored on the card.

Key Derivation: In each hospital, a patient's PHI is encrypted by an encryption key derived from the master key
MKi. To perform the decryption, MKi must be retrieved to obtain the encryption key. Interpolation polynomial is
reconstructed. And then using the private key of the hospital, the private key of the patient is retrieved. Using the
polynomial, Master Key is retrieved. The Master Key of the patient is MKi.

Authorization revocation/addition: When patient Pi intends to revoke a set RH of nRH hospitals from the
authorized list, two procedures are performed on Pi's enabled Pcard. The newly created random number is K;. N'th
LaGrange equation is constructed in which N should not represent any hospitals. And newly computed information
is replaced with the old information for revocation. N'th Lagrange equation is constructed with the help of the
private key of the hospital. A new hospital is added or an authorized hospital is removed.

Key Revocation: Key is recovered when consent exception takes place that is the PHI is accessed by an
unauthorized hospital without the authorization of the patient. Here the trusted server recovers the Master Key for
the unauthorized hospitals.
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Figure 1: When patients appear in the hospital during this period, no patients involvement is needed to decrypt PHIs
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Figure 2: Authorization and revocation

Consent exception cases

There may be situations where a patient is unconscious and unable to access her medical record, at that time for
the purpose of saving the life of the patient; privacy regulations state that the use and disclosure of PHI are possible.
In those situations, an unauthorized healthcare provider can obtain the encryption key under third-party supervision,
such as a governmental agency, to access patients' PHIs [22].

ECC (Elliptic Curve Cryptography) [23, 24-26] is a public key cryptographic technique that was found by Neal
Kobliz and Victor Miller in the year 1985. It is a promising alternative for public-key cryptography especially in
resource-constrained systems, pagers, PDAs, cellular phones, and smart cards. It provides a high level of security
with smaller keys. It ensures greater security and more efficient performance than the first-generation public key
technique (RSA and Diffie Hellman). It is used for key exchange and digital signature.160 —bit [27, 28] Elliptic
Curve Digital Signature Algorithm is equivalent to 1024 — bit DSA. Due to its smaller key size, it provides faster
computations, lower power consumption as well as memory and bandwidth savings. ECC is implemented by the
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Sun EC provider. The major aspect when implementing ECC is to find an appropriate trade-off between
performance and security.

‘ Trusted server

Figure 3: Key revocation

The mathematical background [27, 28, 29] of ECC is more complex than other cryptographic systems. First, the
plain text has to be mapped to a numerical value upon which mathematical operation can be performed which means
the message must be mapped to a point on an elliptic curve. To get the required cipher text it is necessary to perform
Elliptic curve operations' which make use of addition operations of elliptic curves and ECC's multiple additions are
the equivalent of RSA's modular exponentiation. An elliptic curve is generally given by y* = x* + ax® + bx + c.

Considering an elliptic curve over real numbers, which is a set of points (X, y) that can satisfy an elliptic curve

equation y* = x> + ax + b; where a, b, x, and y are real numbers. The elliptic curve changes with different choices of
the values of a and b. There are two types of fields namely prime fields and finite fields.
Let the message be encoded on the curve. As we cannot simply encode the message as x or y coordinate of the point
since not all such coordinates are in Ep (a, b) where Ep (a, b) denotes elliptic group mod p. The condition to be
satisfied is y* = x* + ax + b (mod p). The encryption/Decryption system requires a point p and an elliptic group as
parameters. Each user selects private key d and f generates a public key Q=d*p. d is said to be a random number. Q
is the public key. For encrypting message m to B, A chooses a random positive integer ‘k' from 1 to (n-1) and
produces cipher text as a pair of point

=
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Figure 4: Key Generation
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Algorithm to encrypt/decrypt the patients’ records

I

Take a large prime number of p and values for the coefficients a and b such that, 4a® + 27b’mod p is

not equal to 0.

Now let's consider an equation y? = (x> + ax + b) mod p.

Take all values of y between 0 to p-1 and calculate y2 mod p.

Take all values of x between 0 to p-1 and calculate (x* + ax + b) mod p.

Collect values of y from step 3 corresponding to values computed in step4.

Collect all points (x, y) from step 5.

Input a supposed value of g known here as the base point which belongs to points from step 6.

Calculate 2G, 3G......such that 2G=G+G, 3G=2G+G, and so on...

Computation of sender's (say, A) public key: Choose a large integer nA, so that it lies between 1 and

n. Compute PA = nAG

j- Computation of receiver's (say, B) public key: Choose a large integer nB, so that it lies between 1 and
n. Compute PB = nBG

k. Encryption: A will encrypt the message with B's public key — Let plain text Pm belongs to the point set
in computed in step 6. Let k be the random integer that lies between 1 and n. Compute — (kg, Pm+ kpg )

I.  Decryption: Compute kGnB. Compute Pm + k PB- kGnB to get Pm.

—~SemeoooT

Cn={C,, Cy}, where C.=k*P and C,=M+K*Q
The encoded message Cm will be sent. This encoded message is decrypted by using B multiplies the first point in
the pair by b's secret key and subtracts the result from the second point.
M=C,-d*Ca
In the above-described procedures, the initial stage begins with providing the RFID card bounded with the patient
information followed by which the card can be read by the doctors for a prescription, providing medication, report
writing, etc. Then the same can be given to the patient for futuristic use. The information stored in the RFID card
will have to go through all the above-said stages of operation and becomes secure.

K'ep q Send the point
Dirk an Caloulate {K*82,P+X*Pub Key) with
Pick aninteser
5 —H [~ publickey

norandomly (K]

Figure 5: Encryption of the patient’s record

4. Performance Analysis

In symmetric cryptosystems, any two parties interested have to share the same secret key. In asymmetric
cryptosystems, key exchange is easier as compared to symmetric cryptography systems. But the drawback of
asymmetric systems is speed and strength. In addition, asymmetric systems are slower than symmetric
cryptosystems. ECC (Elliptic curve cryptography) is the next-generation algorithm that provides stronger security
and better server utilization than current standard encryption methods. The cost of ECC can be compared with the
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existing RSA and it is observed that the cost of ECC is comparatively very less compared to RSA. The cost can be
found by adding the difference in the times and also the memories presented at starting the execution and after the
execution.
Performance metrics should be constructed to encourage performance improvement, effectiveness, efficiency, and
appropriate levels of internal controls. In symmetric cryptosystems, any two parties interested have to share the
same secret key. In asymmetric cryptosystems, key exchange is easier as compared to symmetric cryptography
systems. But the drawback of asymmetric systems is speed and strength. Also, asymmetric systems are slower than
symmetric cryptosystems. ECC (Elliptic curve cryptography) is the next-generation algorithm that provides stronger
security and better server utilization than current standard encryption methods.

The patient records are encrypted using the proposed encryption scheme and the series of stages to protect the
information bounded within the RFID card will have the below mentioned pseudo code.

I/l To encrypt the string using the public key

inputStream = new ObjectinputStream (new FilelnputStream (PUBLIC_KEY_FILE));

final PublicKey publicKey = (PublicKey) inputStream.readObject();

System.out.printin("publicKey "+publicKey);

final byte [] cipher Text = encrypt (r1, public Key);

HCA tarea. append (cipher Text+"\n");

cns.add (rl. trim ());

The mechanism of key derivation and key recovery during and after the transmission of information can be done
by using the following pseudo-code.

if (rl. equals("Hospitals™))

{

r1=(String)in. read Object ();

System.out.printin("Hospitals "+rl);

getKeyderivation(rl);

getKeyrecovery(rl);

time2= ((System.currentTimeMillis())); //whereas timel is computed using patient details

mem2= (runtime. total Memory () -runtime. free Memory ()); //memory space for patient will be calculated
separately

diffl=Math.abs(time2-timel);

diff2=Math.abs(mem2-mem1);

bwsl.write(diff1+"-"+diff2+"-"+(diff1+diff2)); }

The public and private keys to encrypt the message and to acquire privacy are done with the help of the following
code.

public void generatePublicPrivateKeys ()

{

privatekeyl=(int) ((Math. Random () *(20-2)) +2);

publickeyl=(int) (Math. Pow((int)p, privatekeyl));

With the help of the input keys and message, a message digest is created to enhance the integrity of the original
patients’ records.

for (int m=0; m<semilength's++)

{

Integer hi=new Integer(*""'+m);

double fx=(((masterkey)*((X-hi)/ (1))) +(hh*((X-hi)/ (1))));

}

String password =tsp;

MessageDigest md = MessageDigest.getinstance("SHA-256");

md.update (password. getBytes ());

byte byteData [] = md.digest();

StringBuffer sb = new StringBuffer ();
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for (inti = 0; i < byteData.length; i++)
{
sh. append (Integer.toString((byteData[i] & 0xff) + 0x100, 16). substring (1));

Similarly, key derivation and recovery have also been done for the valid records bounded within the RFID card
and securely maintaining the privacy of the records.

The graph gives a small description of the key sizes as compared to RSA. When key sizes for the current
encryption techniques like RSA increase exponentially as security level increase ECC key length increase linearly.
For example, 128-bit security requires a 3,072-bit RSA key. For ECC it is 256 —a bit ECC key. Security is not the
only attractive feature of elliptic curve cryptography.

18000

16000

14000
12000
10000 B RSA Keysize
8000 M ECC keysize
6000
4000
2000
80 112 128 192 256

Figure 6: Key size comparisons with RSA algorithm

Elliptic curve cryptosystems also are more computationally efficient than the first-generation public-key systems,
RSA and Diffie-Hellman. Although elliptic curve arithmetic is slightly more complex per bit than either RSA or DH
arithmetic, the added strength per bit more than makes up for any extra compute time. Time can be calculated by
finding the difference between the starting time when the process starts and then the execution time after the process
is completed.

Time = =

Time Performance
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Figure 7: Comparison of time with different algorithms
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The cost compared to the other cryptographic techniques is low in ECC. As key size increases the cost increases.
But in ECC even small key size is secured enough so the cost is less compared to the other cryptographic

techniques.

The cost can be found by adding the difference of the times (t2-t1) and also the memories presented at starting
execution and after the execution (m2-m1).

Cost = (t2-t1) + (m2-m1)

| Cost - o IEH
Cost
d 5,298,636
5,000,000
4,000,000
Lo
2] S
© 3,000,000
O
2,000,000
1,000,000
0
0 A
RSA Elliptic
Methods

Figure 8: Comparison of cost w.r.t to various algorithms

Conclusion

A compliant key management scheme was developed with a key recovery mechanism to solve the problem of
consent exception. Thus, even though EHRs do increase the accuracy and accessibility of patient's records, more
potential threats are there to the security and privacy of information. The proposed method helps in managing the
EHRs and ensuring complete security along the patient's records. The patient can add/revoke their authorization with
more than designated healthcare institutes. The advantages of RFID cards have a great impact on the security of our
proposed method. The reusability concept of RFID brings significant efficiency to the protection of the patient's
health record. ECC (Elliptic curve cryptography) ensures security with a smaller number of keys.
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