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Abstract 

Mathematical cryptography applies special properties of integers and number theory in encrypting and decrypting 

messages in our world which is increasingly in demand for information security, especially for social media and 

multimedia. The objective of this work is to generalize El-Gamal crypto algorithm to be applied by using symbolic 

2-plithogenic integers instead of classical integers. Also, we apply the novel algorithm to the encryption and the 

decryption of square 3 × 3 fuzzy matrices with rational entries, and fuzzy relations which can be represented as 

fuzzy matrices with rational entries. In addition, many examples with numerical data will be presented. 
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1. Introduction and Preliminaries 

The concept of fuzzy logic and fuzzy set was presented by Zadeh [10]. If X is a non-empty set. A fuzzy set 

(subset) μ of the set X is defined as a function μ: X → [0, 1], and if μ is a fuzzy subset of a set X. For t ∈ [0, 1], 

the set 𝑋𝑡= {𝑥 ∈  𝑋 ; 𝜇 ( 𝑥 )  ≥  𝑡}, then μ is called a t-level subset of the fuzzy subset μ [3]. 

The encryption and decryption of fuzzy matrices with rational entries was studied in [18-19] by using 

neutrosophic and refined neutrosophic number theory to build more complex generalizations of some public key 

crypto algorithms. 

In this paper, we give a push to the previous efforts for applying generalized versions of number theory in 

cryptology, where a symbolic 2-plitogenic version of El-Gamal algorithm. For more details about symbolic 

plithogenic algebra see [27-34]. We refer to that El-Gamal algorithm was extended to neutrosophic integer 

systems in [35]. 

Fuzzy matrices with rational entries have many applications in many scientific fields, from this point of view, the 

encryption and the decryption of these matrices is an important problem and will has a big effect on the 

evolution of intelligent systems and computer science. 
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Definition: 

Let 𝑅 be a ring, the symbolic 2-plithogenic ring is defined as follows: 

2 − 𝑆𝑃𝑅 = {𝑎0 + 𝑎1𝑃1 + 𝑎2𝑃2;  𝑎𝑖 ∈ 𝑅, 𝑃𝑗
2 = 𝑃𝑗 , 𝑃1 × 𝑃2 = 𝑃𝑚𝑎𝑥(1,2) = 𝑃2}. 

Smarandache has defined algebraic operations on 2 − 𝑆𝑃𝑅 as follows: 

Addition: 
[𝑎0 + 𝑎1𝑃1 + 𝑎2𝑃2] + [𝑏0 + 𝑏1𝑃1 + 𝑏2𝑃2] = (𝑎0 + 𝑏0) + (𝑎1 + 𝑏1)𝑃1 + (𝑎2 + 𝑏2)𝑃2. 

Multiplication: 

[𝑎0 + 𝑎1𝑃1 + 𝑎2𝑃2]. [𝑏0 + 𝑏1𝑃1 + 𝑏2𝑃2] = 𝑎0𝑏0 + 𝑎0𝑏1𝑃1 + 𝑎0𝑏2𝑃2 + 𝑎1𝑏0𝑃1
2 + 𝑎1𝑏2𝑃1𝑃2 + 𝑎2𝑏0𝑃2 +

𝑎2𝑏1𝑃1𝑃2 + 𝑎2𝑏2𝑃2
2 + 𝑎1𝑏1𝑃1𝑃1 = 𝑎0𝑏0 + (𝑎0𝑏1 + 𝑎1𝑏0 + 𝑎1𝑏1)𝑃1 + (𝑎0𝑏2 + 𝑎1𝑏2 + 𝑎2𝑏0 + 𝑎2𝑏1 +

𝑎2𝑏2)𝑃2. 

We say that 𝐴 ≤ 𝐵 if 𝑎0 ≤ 𝑏0, 𝑎0 + 𝑎1 ≤ 𝑏0 + 𝑏1, 𝑎0 + 𝑎1 + 𝑎2 ≤ 𝑏0 + 𝑏1 + 𝑏2. 

Theorem:  

𝐴 ≡ 𝐵(𝑚𝑜𝑑 𝐶) if and only if: 

{

𝑎0 ≡ 𝑏0(𝑚𝑜𝑑 𝑐0)

𝑎0 + 𝑎1 ≡ 𝑏0 + 𝑏1(𝑚𝑜𝑑 𝑐0 + 𝑐1)

𝑎0 + 𝑎1 + 𝑎2 ≡ 𝑏0 + 𝑏1 + 𝑏2(𝑚𝑜𝑑 𝑐0 + 𝑐1 + 𝑐2)
. 

 

2. Main Discussion 

Symbolic 2-Plithogenic Version of EL-Gamal algorithm: 

To build a symbolic 2-plithogenic version of EL-Gamal Algorithm, we substitute each integer 𝑡 by a positive 

symbolic 2-plithogenic integer 𝑡0 + 𝑡1𝑃1 + 𝑡2𝑃2 ;  𝑡0 > 0 , 𝑡0 + 𝑡1, 𝑡0 + 𝑡1 + 𝑡2 > 0 . 
The recipient (𝐵) picks a symbolic 2-plithogenic positive integer 𝑝 = 𝑝0 + 𝑝1𝑃1 + 𝑝2𝑃2, where 𝑝0, 𝑝0 + 𝑝1, 𝑝0 +
𝑝1 + 𝑝2 are large primes. 

(𝐵) picks a generator 0 < 𝑔 = 𝑔0 + 𝑔1𝑃1 + 𝑔2𝑃2 < 𝑝 = 𝑝0 + 𝑝1𝑃1 + 𝑝2𝑃2 − 1 , i.e 𝑔0 < 𝑝0 − 1, 𝑔0 + 𝑔1 <
𝑝0 + 𝑝1 − 1, 𝑔0 + 𝑔1 + 𝑔2 < 𝑝0 + 𝑝1 + 𝑝2 − 1. 

(𝐵) picks 0 < 𝑥 = 𝑥0 + 𝑥1𝑃1 + 𝑥2𝑃2 < 𝑝 = 𝑝0 + 𝑝1𝑃1 + 𝑝2𝑃2 − 2 , i.e 𝑥0 < 𝑝0 − 2, 𝑥0 + 𝑥1 < 𝑝0 + 𝑝1 −
2, 𝑥0 + 𝑥1 + 𝑥2 < 𝑝0 + 𝑝1 + 𝑝2 − 2 and then computes 𝑋 = 𝑔𝑥(𝑚𝑜𝑑 𝑝) = 𝑔0

𝑥0(𝑚𝑜𝑑 𝑝0) + 𝑃1[(𝑔0 +
𝑔1)𝑥0+𝑥1(𝑚𝑜𝑑 𝑝0 + 𝑝1) − 𝑔0

𝑥(𝑚𝑜𝑑 𝑝0)] + 𝑃2[(𝑔0 + 𝑔1 + 𝑔2)𝑥0+𝑥1+𝑥2(𝑚𝑜𝑑 𝑝0 + 𝑝1 + 𝑝2) − (𝑔0 +
𝑔1)𝑥0+𝑥1(𝑚𝑜𝑑(𝑝0 + 𝑝1)]. 
The publish key is (𝑔, 𝑋). 

Assume that (𝐴) will send 𝑚 = 𝑚0 + 𝑚1𝑃1 + 𝑚2𝑃2 to (𝐵). 

(𝐴) should pick 0 < 𝑟 = 𝑟0 + 𝑟1𝑃1 + 𝑟2𝑃2 < 𝑝 = 𝑝0 + 𝑝1𝑃1 + 𝑝2𝑃2 − 2 and compute: 

𝑅 = 𝑔𝑟(𝑚𝑜𝑑 𝑝) = 𝑔0
𝑟0(𝑚𝑜𝑑 𝑝0) + 𝑃1[(𝑔0 + 𝑔1)𝑟0+𝑟1(𝑚𝑜𝑑 𝑝0 + 𝑝1) − 𝑔0

𝑟0(𝑚𝑜𝑑 𝑝0)] + 𝑃2[(𝑔0 + 𝑔1 +
𝑔2)𝑟0+𝑟1+𝑟2(𝑚𝑜𝑑 𝑝0 + 𝑝1 + 𝑝2) − (𝑔0 + 𝑔1)𝑟0+𝑟1(𝑚𝑜𝑑(𝑝0 + 𝑝1)]. = 𝑡0 + 𝑡1𝑃1 + 𝑡2𝑃2. 

The shared key 

𝐾 = 𝑋𝑟(𝑚𝑜𝑑 𝑝) = 𝑔0
𝑥0𝑟0(𝑚𝑜𝑑 𝑝0) + 𝑃1[(𝑔0 + 𝑔1)(𝑥0+𝑥1)(𝑟0+𝑟1)(𝑚𝑜𝑑 𝑝0 + 𝑝1) − 𝑔0

𝑥0𝑟0(𝑚𝑜𝑑 𝑝0)] +

𝑃2[(𝑔0 + 𝑔1 + 𝑔2)(𝑥0+𝑥1+𝑥2)(𝑟0+𝑟1+𝑟2)(𝑚𝑜𝑑 𝑝0 + 𝑝1 + 𝑝2) − (𝑔0 + 𝑔1)(𝑥0+𝑥1)(𝑟0+𝑟1)(𝑚𝑜𝑑(𝑝0 + 𝑝1)] = 𝑘0 +
𝑘1𝑃1 + 𝑘2𝑃2. 

(𝐴) encrypts its message as follows: 

𝑆 = 𝑚 × 𝑘 = (𝑚0 + 𝑚1𝑃1 + 𝑚2𝑃2)(𝑘0 + 𝑘1𝑃1 + 𝑘2𝑃2) = 𝑚0𝑘0 + 𝑃(𝑚0𝑘1 + 𝑚1𝑘1 + 𝑚1𝑘0) + 𝑃2(𝑚0𝑘2 +
𝑚1𝑘2 + 𝑚2𝑘2 + 𝑚2𝑘0 + 𝑚2𝑘1). 

The other side (𝐵)decrypts the message as follows: 

𝑚 = 𝑅−𝑥(𝑚𝑜𝑑 𝑝); 𝑅−1 = 𝑡0
−1(𝑚𝑜𝑑 𝑝0) + 𝑃1[(𝑡0 + 𝑡1)−1(𝑚𝑜𝑑 𝑝0 + 𝑝1) − 𝑡0

−1(𝑚𝑜𝑑 𝑝0)] + 𝑃2[(𝑡0 + 𝑡1 +
𝑡2)−1(𝑚𝑜𝑑 𝑝0 + 𝑝1 + 𝑝2) − (𝑡0 + 𝑡1)−1(𝑚𝑜𝑑(𝑝0 + 𝑝1)]. 
Example. 

Consider that (B) has picked 𝑝 = 5 + 6𝑃1 + 2𝑃2, the generator 𝑔 = 3 + 2𝑃1 + 𝑃2, the secret key is 𝑥 = 2 + 5𝑃1 +
𝑃2. 

𝑋 = 𝑔𝑥(𝑚𝑜𝑑 𝑝) = 32(𝑚𝑜𝑑 5) + 𝑃1[(5)7(𝑚𝑜𝑑 11) − 32(𝑚𝑜𝑑 5)] + 𝑃2[(6)8(𝑚𝑜𝑑 13) − (5)7(𝑚𝑜𝑑 11)] =
4 − 𝑃1. 

The public key is (𝑔, 𝑋) = ( 3 + 2𝑃1 + 𝑃2, 4 − 𝑃1). 

Assume that (A) has decided to send 𝑚 = 4 + 7𝑃1 − 𝑃2 to (B). 

The first side (A) Picks 𝑟 = 2 + 𝑃1 + 2𝑃2, and computes 

𝑅 = 𝑔𝑟(𝑚𝑜𝑑 𝑝) = 32(𝑚𝑜𝑑 5) + 𝑃1[(5)3(𝑚𝑜𝑑 11) −  32(𝑚𝑜𝑑 5)] + 𝑃2[(6)5(𝑚𝑜𝑑 13) −  (5)3(𝑚𝑜𝑑 11)] =
4 − 2𝑃2. 

The shared key is: 
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𝐾 = 𝑋𝑟(𝑚𝑜𝑑 𝑝) = (4 − 𝑃1)2+𝑃1+2𝑃2(𝑚𝑜𝑑 𝑝) = 42(𝑚𝑜𝑑 5) + 𝑃1[(3)3(𝑚𝑜𝑑 11) −  42(𝑚𝑜𝑑 5)] +
𝑃2[(3)5(𝑚𝑜𝑑 13) −  (3)3(𝑚𝑜𝑑 11)] = 1 + 4𝑃1 + 4𝑃2. 

The encrypted message is 

𝑆 = 𝑚𝐾 = (4 + 7𝑃1 − 𝑃2)(1 + 4𝑃1 + 4𝑃2) = 4 + 51𝑃1 + 35𝑃2. 

The second side (B) decrypts the message as follows: 

𝑚 = 𝑅−𝑥𝑠(𝑚𝑜𝑑 𝑝) = (1 + 8𝑃1 − 6𝑃2)(4 + 51𝑃1 + 35𝑃2)(𝑚𝑜𝑑 𝑝) = (4 + 491𝑃1 − 225𝑃2)(𝑚𝑜𝑑 5 + 6𝑃1 +
2𝑃2) = 4 + 7𝑃1 − 𝑃2. 

3. 3× 𝟑 Fuzzy Matrices as symbolic 2-plithogenic points 

Definition: 

Let A be a fuzzy 3 × 3 matrix with rational entries:  

𝐴 = (

𝑎11 𝑎12 𝑎13

𝑎21 𝑎22 𝑎23

𝑎31 𝑎32 𝑎33

) , where 𝑎𝑖𝑗 ∈ 𝑄 ∩ [0,1].  

Then A can be written in term of a 3-dimensional symbolic 2-plithogenic point as follows: 

𝐴𝑃 = (𝑎11 + 𝑎12𝑃1 + 𝑎13𝑃2, 𝑎21 + 𝑎22𝑃1 + 𝑎23𝑃2, 𝑎31 + 𝑎32𝑃1 + 𝑎33𝑃2). 

Example: 

Consider the following fuzzy matrix: 

A=(
0,2 0,4 0,6
0,5 0,1 0,9
0,8 0,1 0,3

), then A can be written in the following form: 

𝐴𝑃 = (0,2 + 0,4𝑃1 + 0,6𝑃2, 0,5 + 0,1𝑃1 + 0,9𝑃2, 0,8 + 0,1𝑃1 + 0,3𝑃2). 

4. The encryption/decryption of a fuzzy 𝟑 × 𝟑 matrix: 

Let A be a fuzzy 3 × 3 matrix with rational entries  

A=(

𝑎11 𝑎12 𝑎13

𝑎21 𝑎22 𝑎23

𝑎31 𝑎32 𝑎33

), assume that the sender (X) has decided to send the matrix A to the recipient (Y) as a 

cipher text. 

As a first step, (X) should transform the fuzzy matrix A to a 23-dimensional symbolic 2-plithogenic point as 

follows: 

𝐴𝑃 = (𝑎11 + 𝑎12𝑃1 + 𝑎13𝑃2, 𝑎21 + 𝑎22𝑃1 + 𝑎23𝑃2, 𝑎31 + 𝑎32𝑃1 + 𝑎33𝑃2) , then (X) picks a weight 𝑤 ∈ 𝑍+ with 

the property: 𝑤𝑎𝑖𝑗 ∈ 𝑍+. This implies that 𝑤(𝑎11 + 𝑎12𝑃1 + 𝑎13𝑃2), 𝑤(𝑎21 + 𝑎22𝑃1 + 𝑎23𝑃2), 𝑤(𝑎31 + 𝑎32𝑃1 +

𝑎33𝑃2) ∈ 2 − 𝑆𝑃𝑍, and (X) should send w to (Y). 

The recipient (Y) generates the public key as we explained above in symbolic 2-plithogenic El-Gamal algorithm 

and shares his/her key with (X). 

(X) decrypts the 𝑤(𝑎11 + 𝑎12𝑃1 + 𝑎13𝑃2), 𝑤(𝑎21 + 𝑎22𝑃1 + 𝑎23𝑃2), 𝑤(𝑎31 + 𝑎32𝑃1 + 𝑎33𝑃2) by using the key, 

and sends the cipher neutrosophic point to (Y). 

(Y) decrypts the message as we have shown previously, and divide it by the weight w. Then (Y) rearranges the 

values into matrix rows to get the plain text. 

Example: 

We explain the validity of the novel scheme by the following example. 

Consider the following fuzzy matrix: 

A=(
0,2 0,4 0,6
0,5 0,1 0,9
0,8 0,1 0,3

), then A can be written in the following form: 

𝐴𝑃 = (0,2 + 0,4𝑃1 + 0,6𝑃2, 0,5 + 0,1𝑃1 + 0,9𝑃2, 0,8 + 0,1𝑃1 + 0,3𝑃2). 
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(X) picks w=10 and computes the new point 𝑤𝐴𝑃 = (2 + 4𝑃1 + 6𝑃2, 5 + 𝑃1 + 9𝑃2, 8 + 𝑃1 + 3𝑃2), then (X) 

shares w=10 with (Y). 

Assume that the recipient (Y) has generated the public key as follows: 

Consider the (𝑌)has picked 𝑝 = 5 + 6𝑃1 + 2𝑃2, the generator 𝑔 = 3 + 2𝑃1 + 𝑃2, the secret key is 𝑥 = 2 + 5𝑃1 +
𝑃2. 

𝑋 = 𝑔𝑥(𝑚𝑜𝑑 𝑝) = 32(𝑚𝑜𝑑 5) + 𝑃1[(5)7(𝑚𝑜𝑑 11) − 32(𝑚𝑜𝑑 5)] + 𝑃2[(6)8(𝑚𝑜𝑑 13) − (5)7(𝑚𝑜𝑑 11)] =
4 − 𝑃1. 

The public key is (𝑔, 𝑋) = ( 3 + 2𝑃1 + 𝑃2, 4 − 𝑃1). 

(𝑋) will send 𝑤𝐴𝑃 = (2 + 4𝑃1 + 6𝑃2, 5 + 𝑃1 + 9𝑃2, 8 + 𝑃1 + 3𝑃2) to (𝑌). 

𝑟 = 2 + 𝑃1 + 2𝑃2, and computes 

𝑅 = 𝑔𝑟(𝑚𝑜𝑑 𝑝) = 32(𝑚𝑜𝑑 5) + 𝑃1[(5)3(𝑚𝑜𝑑 11) −  32(𝑚𝑜𝑑 5)] + 𝑃2[(6)5(𝑚𝑜𝑑 13) −  (5)3(𝑚𝑜𝑑 11)] =
4 − 2𝑃2. 

The shared key is: 

𝐾 = 𝑋𝑟(𝑚𝑜𝑑 𝑝) = (4 − 𝑃1)2+𝑃1+2𝑃2(𝑚𝑜𝑑 𝑝) = 42(𝑚𝑜𝑑 5) + 𝑃1[(3)3(𝑚𝑜𝑑 11) −  42(𝑚𝑜𝑑 5)] +
𝑃2[(3)5(𝑚𝑜𝑑 13) −  (3)3(𝑚𝑜𝑑 11)] = 1 + 4𝑃1 + 4𝑃2. 

The encrypted message is: 

𝑆 = 𝑤𝐴𝑃 × 𝐾 = (2 + 4𝑃1 + 6𝑃2, 5 + 𝑃1 + 9𝑃2, 8 + 𝑃1 + 3𝑃2)(1 + 4𝑃1 + 4𝑃2) = 

(2 + 28𝑃1 + 78𝑃2, 5 + 25𝑃1 + 105𝑃2, 8 + 37𝑃1 + 63𝑃2). 

(𝑌) decrypts the message as follows: 

The plain text is 𝑤𝐴𝑃 = 𝑅−𝑥𝑠(𝑚𝑜𝑑 𝑝) = (1 + 8𝑃1 − 6𝑃2)(2 + 28𝑃1 + 78𝑃2, 5 + 25𝑃1 + 105𝑃2, 8 + 37𝑃1 +
63𝑃2) = (2 + 4𝑃1 + 6𝑃2, 5 + 𝑃1 + 9𝑃2, 8 + 𝑃1 + 3𝑃2). 

Now, (Y) should divide the plain text by w=10, and rearrange it as rows of a matrix to get: 

A=(
0,2 0,4 0,6
0,5 0,1 0,9
0,8 0,1 0,3

). 

 

5. Applications to fuzzy relations 

 

Let 𝑋 = {𝑥1, 𝑥2, 𝑥3},𝑌 = {𝑦1, 𝑦2, 𝑦3} be two sets with two elements, with a fuzzy relation R(X,Y) defined on X as 

follows: 

𝑓𝑖𝑗(𝑥𝑖 , 𝑦𝑗) = 𝑎𝑖𝑗 ∈ [0,1]. Then this relation can be represented as a fuzzy 3 × 3 matrix  

A=(

𝑎11 𝑎12 𝑎13

𝑎21 𝑎22 𝑎23

𝑎31 𝑎32 𝑎33

), , so that by using symbolic 2-plithogenic El-Gamal algorithm we can encrypt it as a secret 

message. 

Example: 

Assume that we have the following fuzzy relation,𝑓(𝑥1, 𝑦1) = 0.2,  
𝑓(𝑥1, 𝑦2) = 0.4, 𝑓(𝑥1, 𝑦3) = 0.6, 𝑓(𝑥2, 𝑦1) = 0.5, 𝑓(𝑥2, 𝑦2) = 0.1, 𝑓(𝑥2, 𝑦3) = 0.9, 𝑓(𝑥3, 𝑦1) = 0,8, 𝑓(𝑥3, 𝑦2) =
0.1, 𝑓(𝑥3, 𝑦3) = 0.3.  

So, it can be described by the following fuzzy matrix with rational entries: 

A=(
0,2 0,4 0,6
0,5 0,1 0,9
0,8 0,1 0,3

), then A can be written in the following form: 

𝐴𝑃 = (0,2 + 0,4𝑃1 + 0,6𝑃2, 0,5 + 0,1𝑃1 + 0,9𝑃2, 0,8 + 0,1𝑃1 + 0,3𝑃2). 

(X) picks w=10 and computes the new point 𝑤𝐴𝑃 = (2 + 4𝑃1 + 6𝑃2, 5 + 𝑃1 + 9𝑃2, 8 + 𝑃1 + 3𝑃2), then (X) 

shares w=10 with (Y). 

Assume that the recipient (Y) has generated the public key as follows: 

Consider the (𝑌)has picked 𝑝 = 5 + 6𝑃1 + 2𝑃2, the generator 𝑔 = 3 + 2𝑃1 + 𝑃2, the secret key is 𝑥 = 2 + 5𝑃1 +
𝑃2. 

𝑋 = 𝑔𝑥(𝑚𝑜𝑑 𝑝) = 32(𝑚𝑜𝑑 5) + 𝑃1[(5)7(𝑚𝑜𝑑 11) − 32(𝑚𝑜𝑑 5)] + 𝑃2[(6)8(𝑚𝑜𝑑 13) − (5)7(𝑚𝑜𝑑 11)] =
4 − 𝑃1. 

The public key is (𝑔, 𝑋) = ( 3 + 2𝑃1 + 𝑃2, 4 − 𝑃1). 

(𝑋) will send 𝑤𝐴𝑃 = (2 + 4𝑃1 + 6𝑃2, 5 + 𝑃1 + 9𝑃2, 8 + 𝑃1 + 3𝑃2) to (𝑌). 

𝑟 = 2 + 𝑃1 + 2𝑃2, and computes 
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𝑅 = 𝑔𝑟(𝑚𝑜𝑑 𝑝) = 32(𝑚𝑜𝑑 5) + 𝑃1[(5)3(𝑚𝑜𝑑 11) −  32(𝑚𝑜𝑑 5)] + 𝑃2[(6)5(𝑚𝑜𝑑 13) −  (5)3(𝑚𝑜𝑑 11)] =
4 − 2𝑃2. 

The shared key is: 

𝐾 = 𝑋𝑟(𝑚𝑜𝑑 𝑝) = (4 − 𝑃1)2+𝑃1+2𝑃2(𝑚𝑜𝑑 𝑝) = 42(𝑚𝑜𝑑 5) + 𝑃1[(3)3(𝑚𝑜𝑑 11) −  42(𝑚𝑜𝑑 5)] +
𝑃2[(3)5(𝑚𝑜𝑑 13) −  (3)3(𝑚𝑜𝑑 11)] = 1 + 4𝑃1 + 4𝑃2. 

The encrypted message is: 

𝑆 = 𝑤𝐴𝑃 × 𝐾 = (2 + 4𝑃1 + 6𝑃2, 5 + 𝑃1 + 9𝑃2, 8 + 𝑃1 + 3𝑃2)(1 + 4𝑃1 + 4𝑃2) = 

(2 + 28𝑃1 + 78𝑃2, 5 + 25𝑃1 + 105𝑃2, 8 + 37𝑃1 + 63𝑃2). 

(𝑌) decrypts the message as follows: 

The plain text is 𝑤𝐴𝑃 = 𝑅−𝑥𝑠(𝑚𝑜𝑑 𝑝) = (1 + 8𝑃1 − 6𝑃2)(2 + 28𝑃1 + 78𝑃2, 5 + 25𝑃1 + 105𝑃2, 8 + 37𝑃1 +
63𝑃2) = (2 + 4𝑃1 + 6𝑃2, 5 + 𝑃1 + 9𝑃2, 8 + 𝑃1 + 3𝑃2). 

Now, (Y) should divide the plain text by w=10, and rearrange it as rows of a matrix to get: 

A=(
0,2 0,4 0,6
0,5 0,1 0,9
0,8 0,1 0,3

). 

Now, (Y) should divide the plain text by w=10, and rearrange it as rows of a matrix to get: 

A=(
0,2 0,4 0,6
0,5 0,1 0,9
0,8 0,1 0,3

). This means that (Y) is able to reform the secret fuzzy relation in the original form   

𝑓(𝑥1, 𝑦1) = 0.2,  
𝑓(𝑥1, 𝑦2) = 0.4, 𝑓(𝑥1, 𝑦3) = 0.6, 𝑓(𝑥2, 𝑦1) = 0.5, 𝑓(𝑥2, 𝑦2) = 0.1, 𝑓(𝑥2, 𝑦3) = 0.9, 𝑓(𝑥3, 𝑦1) = 0.8, 𝑓(𝑥3, 𝑦2) =
0.1, 𝑓(𝑥3, 𝑦3) = 0.3. 

Example: 

 Assume that we have the following fuzzy relation,𝑓(𝑥1, 𝑦1) = 0.1,  
𝑓(𝑥1, 𝑦2) = 0.4, 𝑓(𝑥1, 𝑦3) = 0.7, 𝑓(𝑥2, 𝑦1) = 0.1, 𝑓(𝑥2, 𝑦2) = 0.1, 𝑓(𝑥2, 𝑦3) = 0.1, 𝑓(𝑥3, 𝑦1) = 0.2, 𝑓(𝑥3, 𝑦2) =
0.1, 𝑓(𝑥3, 𝑦3) = 0.3.  

So, it can be described by the following fuzzy matrix with rational entries: 

A=(
0,1 0,4 0,7
0,1 0,1 0,1
0,2 0,1 0,3

), then A can be written in the following form: 

𝐴𝑃 = (0,1 + 0,4𝑃1 + 0,7𝑃2, 0,1 + 0,1𝑃1 + 0,1𝑃2, 0,2 + 0,1𝑃1 + 0,3𝑃2). 

(X) picks w=10 and computes the new point 𝑤𝐴𝑃 = (1 + 4𝑃1 + 7𝑃2, 1 + 𝑃1 + 𝑃2, 2 + 𝑃1 + 3𝑃2), then (X) 

shares w=10 with (Y). 

Assume that the recipient (Y) has generated the public key as follows: 

Consider the (𝑌)has picked 𝑝 = 5 + 6𝑃1 + 2𝑃2, the generator 𝑔 = 3 + 2𝑃1 + 𝑃2, the secret key is 𝑥 = 2 + 5𝑃1 +
𝑃2. 

𝑋 = 𝑔𝑥(𝑚𝑜𝑑 𝑝) = 32(𝑚𝑜𝑑 5) + 𝑃1[(5)7(𝑚𝑜𝑑 11) − 32(𝑚𝑜𝑑 5)] + 𝑃2[(6)8(𝑚𝑜𝑑 13) − (5)7(𝑚𝑜𝑑 11)] =
4 − 𝑃1. 

The public key is (𝑔, 𝑋) = ( 3 + 2𝑃1 + 𝑃2, 4 − 𝑃1). 
(𝑋) will send 𝑤𝐴𝑃 = (2 + 4𝑃1 + 6𝑃2, 5 + 𝑃1 + 9𝑃2, 8 + 𝑃1 + 3𝑃2) to (𝑌). 

𝑟 = 2 + 𝑃1 + 2𝑃2, and computes 

𝑅 = 𝑔𝑟(𝑚𝑜𝑑 𝑝) = 32(𝑚𝑜𝑑 5) + 𝑃1[(5)3(𝑚𝑜𝑑 11) −  32(𝑚𝑜𝑑 5)] + 𝑃2[(6)5(𝑚𝑜𝑑 13) −  (5)3(𝑚𝑜𝑑 11)] =
4 − 2𝑃2. 

The shared key is: 

𝐾 = 𝑋𝑟(𝑚𝑜𝑑 𝑝) = (4 − 𝑃1)2+𝑃1+2𝑃2(𝑚𝑜𝑑 𝑝) = 42(𝑚𝑜𝑑 5) + 𝑃1[(3)3(𝑚𝑜𝑑 11) −  42(𝑚𝑜𝑑 5)] +
𝑃2[(3)5(𝑚𝑜𝑑 13) −  (3)3(𝑚𝑜𝑑 11)] = 1 + 4𝑃1 + 4𝑃2. 

The encrypted message is: 

𝑆 = 𝑤𝐴𝑃 × 𝐾 = (1 + 4𝑃1 + 7𝑃2, 1 + 𝑃1 + 𝑃2, 2 + 𝑃1 + 3𝑃2)(1 + 4𝑃1 + 4𝑃2) = 

(1 + 24𝑃1 + 83𝑃2, 1 + 9𝑃1 + 17𝑃2, 2 + 13𝑃1 + 39𝑃2). 

(𝑌) decrypts the message as follows: 

The plain text is 𝑤𝐴𝑃 = 𝑅−𝑥𝑠(𝑚𝑜𝑑 𝑝) = (1 + 8𝑃1 − 6𝑃2)(1 + 24𝑃1 + 83𝑃2, 1 + 9𝑃1 + 17𝑃2, 2 + 13𝑃1 +
39𝑃2) = (1 + 4𝑃1 + 7𝑃2, 1 + 𝑃1 + 𝑃2, 2 + 𝑃1 + 3𝑃2). 

Now, (Y) should divide the plain text by w=10, and rearrange it as rows of a matrix to get: 

A=(
0,1 0,4 0,7
0,1 0,1 0,1
0,2 0,1 0,3

). 

This means that (Y) is able to reform the secret fuzzy relation in the original form   
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𝑓(𝑥1, 𝑦1) = 0.1,  
𝑓(𝑥1, 𝑦2) = 0.4, 𝑓(𝑥1, 𝑦3) = 0.7, 𝑓(𝑥2, 𝑦1) = 0.1, 𝑓(𝑥2, 𝑦2) = 0.1, 𝑓(𝑥2, 𝑦3) = 0.1, 𝑓(𝑥3, 𝑦1) = 0.2, 𝑓(𝑥3, 𝑦2) =
0.1, 𝑓(𝑥3, 𝑦3) = 0.3.  

Now, we show a comparison of time duration between symbolic 2-plithogenic El-Gamal system, and classical 

system. 

Table 1: A Comparison of time duration between symbolic 2-plithogenic El-Gamal system, and classical system. 

 

Time Duration measured by 

m.sec 

El Gamal Crypto System Symbolic 2-plithogenic system 

Around 1,0031 for classical system 

Around  1,04358787251    For the 

novel system 

For  

500000 < 𝑔 < 1000000 

For  

500000 < 𝑔0, 𝑔0 + 𝑔1, 𝑔0 + 𝑔1

+ 𝑔2

< 1000000 

Around 9,12001 for the classical 

system 

Around 767,533023 For the novel 

system 

For  

 5000000 < 𝑔 < 10000000 

For  

5000000 < 𝑔0, 𝑔0 + 𝑔1, 𝑔0 + 𝑔1

+ 𝑔2

< 10000000 

Around 25,3241 for the classical 

system 

Around  16257,5906 for the novel 

system 

For  

10000000 < 𝑔 < 30000000 

 

For  

1000000 < 𝑔0, 𝑔0 + 𝑔1, 𝑔0 + 𝑔1

+ 𝑔2

< 30000000 

Around 223,1348 for the classical 

system 

Around  11329689.544475 for the 

novel system 

For  

100000000 < 𝑔 < 300000000 
 

For  

10000000 < 𝑔0, 𝑔0 + 𝑔1, 𝑔0 + 𝑔1

+ 𝑔2

< 300000000 

 

 

The previous table explains the complexity of the new algorithm compared to the classical algorithm. 

 

Table 2: A Comparison between refined neutrosophic El-Gamal algorithm and symbolic 2-plithogenic system: 

Time Duration measured by 

m.sec 

Symbolic 2-plithogenic system Refined Neutrosophic El Gamal 

Crypto System 

Around 1,0031 for classical system 

Around  1,04358787251    For the 

refined neutrosophic system 

For  

500000 < 𝑔0, 𝑔0 + 𝑔1, 𝑔0 + 𝑔1

+ 𝑔2

< 1000000 

For  

500000 < 𝑔0, 𝑔0 + 𝑔2, 𝑔0 + 𝑔1

+ 𝑔2

< 1000000 

Around 9,12001 for the classical 

system 

Around 767,533023 For the refined 

neutrosophic system 

For  

5000000 < 𝑔0, 𝑔0 + 𝑔1, 𝑔0 + 𝑔1

+ 𝑔2

< 10000000 

For  

5000000 < 𝑔0, 𝑔0 + 𝑔2, 𝑔0 + 𝑔1

+ 𝑔2

< 10000000 

Around 25,3241 for the classical 

system 

Around  16257,5906 refined 

neutrosophic system 

For  

1000000 < 𝑔0, 𝑔0 + 𝑔1, 𝑔0 + 𝑔1

+ 𝑔2

< 30000000 

 

For  

1000000 < 𝑔0, 𝑔0 + 𝑔2, 𝑔0 + 𝑔1

+ 𝑔2

< 30000000 

Around 223,1348 for the classical 

system 

Around  11329689.544475 for the 

refined neutrosophic system 

For  

10000000 < 𝑔0, 𝑔0 + 𝑔1, 𝑔0 + 𝑔1

+ 𝑔2

< 300000000 

For  

10000000 < 𝑔0, 𝑔0 + 𝑔2, 𝑔0

+ 𝑔1 + 𝑔2

< 300000000 

 

6. Conclusion 

In this paper, we have used the basics of symbolic 2-plithogenic number theory and classical El-Gamal crypto-

system to present symbolic 2-plithogenic EL-Gamal algorithm. In addition, we use the novel algorithm to encrypt 

and decrypt messages that contain 3 × 3 fuzzy matrices with rational entries. 
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