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Abstract

While an Automated Intrusion Response System (AIRS) chooses and initiates a suitable reaction from the pool of
response groups based on specific response choice requirements to reduce the intrusion immediately, an Intrusion
Detection System (IDS) finds the intrusions and generates alerts. The accurate assessment of the critical weight of all
responses chosen and the prioritization of the incursion response set are the biggest hurdles when creating an AIRS.
This study suggested a multi-criteria decision-making (MCDM) method for ranking intrusion responses. The TOPSIS
method is an MCDM method used to rank the alternatives. The TOPSIS method integrated with the single-valued
neutrosophic set (SVNS) to overcome uncertainty. This study used 16 criteria and 10 alternatives to be evaluated by
experts and decision-makers. The sensitivity analysis shows the rank of other options under different cases. The
criteria weights are changed under 17 cases. The results of sensitivity analysis show the rank of alternatives is stable.
The suggested method was compared with other MCDM methods to show its effectiveness and robustness.

Keywords: Intrusion Detection System; Security; Multi-Criteria Decision Making; Neutrosophic Logic; Intrusion
Response.

1. Introduction

The increased reliance on Internet services has led to a rapid rise in infiltration risks. The PWC Global State of
Information Security Survey 2016 reports that there has been a 38% rise in intrusion events over the previous year. A
robust defense mechanism is required to prevent organizational loss due to increased occurrences. IDS looks for
intruders, finds them, and sends the network administrator notifications. The network administrator manually chooses
the best answer using the organization's security policy and response selection criteria. Because the IDS generates a
lot of warnings, it takes a lot of effort for the network administrator to review each alert and decide on the best course
of action quickly[1], [2]. The time the administrator takes to determine the proper action in response to a specific
warning directly correlates with how long the attacker compromises the target system. Because of this, an automated
intrusion response system is needed to quickly choose and initiate the appropriate reaction, preventing the attacker
from having additional time to compromise the target system. To neutralize the assault with the least penalty cost, an
AIRS aims to choose the appropriate reaction for the warnings automatically. Several models and frameworks are
suggested for the AIRS, considering different answer selection criteria. Four answer selection criteria that the different
domain researchers most often use are discovered and chosen in this work[3]-[5].

The main challenge is determining the precise quantitative relevance weight for every criterion so that the correct
answer may be chosen. According to the literature review, most of the AIRS models in use manually assigned a weight
to each criterion without doing more research. It should be possible to solve this issue in a well-defined manner.
Prioritizing the set of replies by the specified criteria is another challenging task that must be completed before the
AIRS can choose the best response[6]-[8].
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The Decision Maker (DM) chooses the best option based on several factors. It is necessary to comprehend the issue
to rank the solution mathematically. Multi-criteria decision-making (MCDM) may be helpful in this situation[9]-[12].
When making decisions, it might be challenging to determine which different answer to rank or pick optimally since
it relies on several competing factors[13]-[15]. Finding the weight of the criteria is a significant component of the
DMs. Integrating decision experts' opinions into linguistic grading is the initial phase in the decision-making process.
The decision experts may take doubt, reluctance, and ambiguity into account. Therefore, the language evaluation may
only sometimes be converted to a set scale. In this scenario, the researchers must resolve the response ranking issue
using MCDM approaches in a reluctant, unclear setting[16]-[18]. Fuzzy Sets (FS) theories are useful for handling
unclear or inconsistent data, but they could be better at handling other types of information[19]-[21]. Therefore,
sophisticated computational tools such as Intuitionistic Fuzzy Sets (IFSs) and Neutrosophic Sets (NSs), are a
generalization of FSs[22]-[24].

Whether the total of the single-valued neutrosophic components is less than 1, greater than 1, or equal to 1, NS is an
extension of IFS. When applying the neutrosophic aggregation operators to the case where the sum of the components
is 1 as in IFS, the results differ from those obtained when applying the intuitionistic fuzzy operators because the latter
ignore indeterminacy, whereas the former take it into account on the same level as truth-membership and falsehood-
non-membership. In addition to handling independent components, NS is also more adaptable and efficient than IFS
since it can also handle partially dependent and partially independent components [22]. In this work, we handle our
intrusion detection model using the NS to ensure the best possible response from the arranged response set.

1.1 Intrusion Response System

When an attack is identified, intrusion response systems respond differently to minimize its impact on the system
under protection. Despite its obstacles, difficulties, and limits, developing sophisticated autonomous intrusion
response systems has lately attracted much attention in light of this survey research. This is because new security
needs are imposed by the open, unsecured nature of device connection in critical infrastructures today. These
requirements may be met by using the advantages of autonomous intrusion response systems. One of the automated
IRS's advantages is that it can operate without human assistance, so there won't be any waiting between discovering
an assault and taking appropriate action[25]-[27]. Another advantage is that they may be used for various
infrastructures. Additionally, with their recent advancements in applying reinforcement learning solution techniques,
they can handle the prevalent scalability problem. Furthermore, automated IRS respond in a way that is flexible and
adaptable to the circumstances of the present situation. Real-time response to various assault situations is another
crucial component of autonomous IRS. Additionally, automated IRS saves time and effort by eliminating the need for
human investigations of various security breaches. Lastly, installing an automatic IRS may minimize reaction risk and
expense while safeguarding your system from unavoidable assaults[28]-[30]. Based on intrusion detection system
(IDS) warnings, an intrusion response system (IRS) continually checks the system's health to enable efficient handling
of malicious or unauthorized activity. This involves taking the necessary steps to stop issues from worsening and
restore the system to a healthy state. A notification system generates alerts upon detection of an assault. Information
such as the attack description, attack time, source IP address, and user accounts utilized in the attack may all be
included in an alert. Depending on the kind of assault, an IRS automatically carries out a predetermined set of reaction
activities. Unlike intrusion detection systems (IDS), which need human involvement after intrusion detection, an
automated technique doesn't require human intervention[31]-[33].

The rest of this paper is organized as follows: section 2 presents the suggested methodology under SVNS. Section 3
presented the results of this study. Section 4 presented the sensitivity analysis. Section 5 presented the comparative
analysis. Section 6 presented the managerial implications. Section 7 presented the conclusions of this study.
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Figure 1: The steps of the SVN-TOPSIS method.

1.2 Preliminaries
Florentin Smarandache invented the neutrosophic theory in 1998. Definitions of single-valued neutrosophic sets,
trapezoidal neutrosophic numbers, and neutrosophic sets are presented. [22].

Definition 1 Let X be a space of points and x€X. A neutrosophic set A in X is defined by a truth-membership
functionT,(x), an indeterminacy-membership function 1,(x) and a falsity-membership function F,(x), T,(x), 1,(x) and
F4(x) are real standard or real nonstandard subsets of ]-0, 1+[. That is T,(x):X—]-0, 1+[l4(x):X—]-0, 1+[and
F,(x):X—]-0, 1+[. There is no restriction on the sum of T,(x), I,(x) and F,(x), so 0— < sup (x) + sup x <3+.

Definition 2 Let X be a discourse universe. An object of the form A={(x, T4(x), I,(x), F4(x),):x€X}, is a single-valued
neutrosophic set A over X, where T,(x):X— [0,1], I,(x):X— [0,1] and F,(x):X—[0,1] with 0< T, (x) + L,(x) + F,(x)
<3 for all x€X. The intervals T,(x), I4(x) and F,(x) represent the truth-membership degree, the indeterminacy-
membership degree, and the falsity membership degree of x to A, respectively. For convenience, a Single Valued
Neutrosophic (SVN) number is represented by A= (a, b, ¢), where a, b, c€ [0, 1] and a+b+c<3.

Definition 3 Leta; , 05, Bz €[0,1]and a4 , a, , a3 , ase R, where a; < a, < a5 <a,. Then, asingle-valued trapezoidal
neutrosophic number a=((a, , a, , as, a,); az , 05 , Ba) is a special neutrosophic set on the real line set R, whose
truth-membership, indeterminacy-membership, and falsity-membership functions are defined as:

Xx—a
ag (az_all) (a; € x < ay)

a; (a, <x<aj)
az—x
- <x<
%] (a4_a3) (a3 =x<a,)
0 otherwise.

Ta (x)=
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(az—x+0z(x—ayq)) (a1 <x< az)

(az—az)
I _ ag (a, <x<ay)
a (x) - (x—az+0z(ad4—x)) ( <y < )
(as—a3z) 3= %=
1 otherwise. ,
(az—x+Bg(x—aq1))
Pl ol Al LA <x<
(@z-ar) (@ < x < a,)
3 _ a (a; £x<aj3)
Fa (x) - (x—a3+ﬁa(a4—X)) (a <x<a )
(ag—as) 3=2 =
1 otherwise.

The maximum truth-membership degree, minimum indeterminacy-membership degree, and minimum falsity-
membership degree are represented by the symbols «; , 85 and 8; , respectively.

2. The proposed Approach

This section introduces the TOPSIS method under single valued neutrosophic sets to overcome uncertainty[34], [35].
The TOPSIS method is used to rank the alternatives. TOPSIS method is used under single-valued neutrosophic
numbers (SVNNs) to evaluate the criteria and alternatives[36], [37]. The steps of the TOPSIS method are shown in
Figure 1. The following are the steps of the suggested methodology:

Step 1. Devise the decision matrix. Construction of a decision matrix between criteria and alternatives as

X = ey

X11 x1ml
Xn1 0 Xnm

Where n refers to the number of alternatives (ith) and n refers to the number of criteria (jth)
This study used the SVNNs as shown in Table 1

Table 1: Single valued neutrosophic scale.
Linguistic Variables SVNNSs

(0.9,0.1,0.1)
(0.8,.2,0.15)
(0.7,03,0.2)
(0.6,0.4,0.3)

(0.5,0.5,0.5)
(0.4,0.6,0.55)
(0.30.7,0.6)
(0.2,0.8,0.7)
(0.1,0.9,0.8)

Step 2. Appoint the criteria weights. The criteria weights are computed by using the average method where

m

j=1 W] =1.

Step 3. Normalize the decision matrix as

Yij = - 2
=1 xizj
Vim0 Yim
y=|: =~ 3
Yn1i 7 Yam
Step 4. Formulate the weighted normalized decision matrix.
Ujj = W, 4)

Step 5. Conclude the positive and negative ideal solutions as
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(miaxuijj € Cb) .
W= (minugj e c,). (= @k ) (5)
j=12,..,m
(miinuijj € Cb) .
u” = (mfxuij]' € C). = (uy,uz, .., Up) 6)

j=12,..,m
Where C,, refers to the positive criteria and C, refers to the negative criteria
Step 6. Compute the separation measures.

(7
®)

€))
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Simple

Gagicle
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Cryptography
Intrusion Detection !:j:f'hh.-n i

Intrusion Prevention Systemn

m Intrusion Detection Prevention System
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Figure 2: The intrusion criteria
3. Results and Discussions

This section introduces the results of the suggested method for ranking intrusion response using the TOPSIS method.
This study used 16 criteria and 10 alternatives. Figure 2 shows the criteria used in this study.
Step 1. Formulate the decision matrix by using Eq. (1) as shown in Table 2. The SVNNs are shown in Table 1. The
experts evaluate the criteria and alternatives by using SVNNs.
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Table 2: Decision matrix by the first expert.
IDR; IDR> IDR3 IDR4 IDRs IDRs IDR; IDRs IDRy IDR1o
(0.2,08 (05,05, (0.3,0.7, (0.6,0.4, (0.9,0.1, (0505 (0.9,0.1, (0.6,04, (0505, (0.30.7,
,0.7) 0.5) 0.6) 0.3) 0.1) 0.5) 0.1) 0.3) 0.5) 0.6)
(0.2,08 (0.6,0.4, (0.3,0.7, (0.5,0.5 (0505 (0.6,0.4, (0.505, (0.30.7, (0505, (0.1,0.9,
,0.7) 0.3) 0.6) 0.5) 0.5) 0.3) 0.5) 0.6) 0.5) 0.8)
(0.3,0.7 (0.5,0.5, (05,05, (01,09, (0.30.7, (0505, (09,01, (0901, (0505, (0.50.5,
,0.6) 0.5) 0.5) 0.8) 0.6) 0.5) 0.1) 0.1) 0.5) 0.5)
(0.5,05 (0.5,0.5, (05,05 (06,04, (0505, (04,06, (0.90.1, (04,06, (0604, (0.2,0.38,

Eilii

$ 2

Eiliiﬁiliiiilii

0.5) 0.5) 0.5) 0.3) 05)  0.55) 01)  0.55) 0.3) 0.7)
(0.80.2 (0307, (0.604, (0505 (0505 (0505 (0802, (0.406, (0802 (0.90.1,
0.15) 0.6) 0.3) 0.5) 0.5) 05 015  055)  0.15) 0.1)

-9 (0406 (0505, (0505 (0.604, (0505 (0.802 (07,03, (08,02, (0.406, (0.80.2,
Ce ,0.55) 0.5) 0.5) 0.3) 05)  0.15) 02) 015  055)  0.15)
17 (0307 (0307 (0604, (0208 (0406, (0901, (0901, (0208, (0505 (0.4,0.6,
Cr 0.6) 0.6) 0.3) 07)  0.55) 0.1) 0.1) 0.7) 05)  0.55)

(0505 (0505 (0505 (01,09, (0505 (07,03, (0.1,09, (0.604, (0.30.7, (0.8,0.2,
0.5) 0.5) 0.5) 0.8) 0.5) 0.2) 0.8) 0.3) 06)  0.15)
0901 (0.90.1, (0.406, (0505 (0.80.2 (0802 (07,03, (0.604, (0505 (0505,
0.1) 01)  0.55) 05 015  0.15) 0.2) 0.3) 0.5) 0.5)

Eiliiﬁilii

-3 (0505 (0.7,0.3, (0505, (0.90.1, (0.80.2, (0.50.5, (0.80.2, (0.50.5, (0.90.1, (0.9,0.1,
Cuwo 0.5) 0.2) 0.5) 01)  0.15) 05)  0.15) 0.5) 0.1) 0.1)
10| (0406 (0901, (0604, (0703, (0406, (0208 (0.406, (0.604, (0.802 (0.4,0.6,
o1 ,055) 0.1) 0.3) 02)  0.55) 07)  055) 03) 015)  0.55)
-3 (0307 (0.80.2, (0.60.4, (0.80.2, (0.90.1, (0.50.5, (0.50.5, (0.50.5, (0.6,0.4, (0.80.2,
Cu 0.6)  0.15) 03)  0.15) 0.1) 0.5) 0.5) 0.5) 03)  0.15)

(0802 (0.90.1, (0505 (0.604, (0505 (0.208, (0.604, (0.604, (0505 (0.50.5,
0.15) 0.1) 0.5) 0.3) 0.5) 0.7) 0.3) 0.3) 0.5) 0.5)
T3 (0703 (0604, (0604, (0.90.1, (0505 (0901, (0307, (0505 (0.604, (0.80.2,

0O 5|05

0.2) 0.3) 0.3) 0.1) 0.5) 0.1) 0.6) 0.5) 03)  0.15)
11| (0604 (0604, (0901, (0505 (0307 (0.406, (0307, (01,09, (0.604, (0.2,0.8,
Cis 0.3) 0.3) 0.1) 0.5) 06)  0.55) 0.6) 0.8) 0.3) 0.7)
-0 (0901 (0505, (04,06, (0.90.1, (0.20.8 (0.208 (0505 (0.604, (0.703, (0.4,0.6,
Cis 0.1) 05)  0.55) 0.1) 0.7) 0.7) 0.5) 0.3) 02)  055)

Step 2. Assign the criteria weights as shown in Figure 3.
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Figure 3: The criteria of intrusion response weights.
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IRC: 002583 0.02902 0.01581 0.01981 0.01581 0.00769 0.02099 0.02099 0.01581 0.01581
3 6 8 8 8 9 1 1 8 8
IRC: 002046 0.01736 0.01744 0.02659 0.01445 0.02711 0.01002 0.01445 0.01744 0.02354
4 3 5 4 1 6 8 1 5 2
IRC: 002364 0.02343 0.03467 0.01890 0.01171 0.01638 0.01153 0.00442 0.02335 0.00848
5 1 9 3 5 7 6 9 1
IRC: 003408 0.01857 0.01610 0.03401 0.00929 0.00833 0.01857 0.02242 0.02670 0.01610
6 9 7 5 6 9 9 3 7

Step 3. Normalize the decision matrix by using Egs. (2 and 3) as shown in Table 3.

Step 4. Formulate the weighted normalized decision matrix by using Eq. (4) as shown in Table 4

Step 5. Determine the positive and negative ideal solutions by using Egs. (5 and 6). All criteria are positive.

Step 6. Compute the separation measures by using Egs. (7 and 8).

Step 7. Compute the closeness values by using Eq. (9) as shown in Figure 4. Alternative 7 is the best and alternative
10 is the worst. Table 5 shows the advantages and disadvantages of intrusion-based neutrosophic sets and classical
sets.

12
10

o N B O

=
IDR7

IDR1 IDR2 IDR3 IDR6 IDR8 IDR9 IDR10

Figure 4: The rank of alternatives is based on closeness by the TOPSIS method.

Table 5: Advantages and disadvantages of intrusion detection based on neutrosophic set and classical approach.
Linguistic intrusion detection based on neutrosophic intrusion detection based on classical
Variables set set
Advantage It has three membership degrees. -
It has an indeterminacy value.

Overcome uncertainty and vague data.

It has truth, indeterminacy, and falsity degrees

Dis-advantage -

Cannot deal with uncertainty.
It cannot deal with uncertainty.
It has one value

4. Sensitivity Study

This section shows the rank of alternatives under sensitivity analysis. The criteria weights are changed under
sensitivity analysis with 17 cases. In the first, the criteria weights are equal. Then, the first criterion is put with 0.07,
and the other criteria are equal. The criteria weights are shown in Figure 5. Then, the closeness values are computed
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by the single-valued neutrosophic TOPSIS method, as shown in Figure 6. The rank of alternatives is shown in Figure
7. The sensitivity analysis results show alternative 7 is the best in all cases. Alternative 10 is the worst in all cases
except 6, 9, 15. Alternative 5 is the worst in cases 6, 9, and 15.

Case 1 Case 2 Case 3 Case4 —o0—Case5 —o0—Caseb
—0—Case 7 —@—(Case8 —@—(Case9 —@— Case 10 —@— Case 11 —@—Case 12

—@— Case 13 —@— Case 14 —@— Case 15 —@— Case 16 —@—Case 17

Figure 5: The criteria weights under sensitivity analysis.
0.6

0.5

0 |||||| ||| | | ‘| “ | " “‘“ II‘

IDR1 IDR2 IDR3 IDR4 IDR5 IDR6 IDR7 IDR8 IDR9 IDR10
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>

0

w

0

N

0

[EEN

HMCasel HMCase2 MCase3 HMCased4 mMCase5 HMCase6 HMCase7 HMCase8 MCase9

M Case 10 m Case 11 m Case 12 m Case 13 m Case 14 1 Case 15 11 Case 16 ' Case 17

Figure 6: The closeness values under sensitivity analysis
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Figure 7: The rank of alternatives under sensitivity analysis.
5. Relative Analysis

This section shows the comparative analysis between the suggested method and other MCDM methods. The suggested
method is compared with VIKOR, MABAC, and EDAS. Figure 8 shows the rank between the suggested method and
other MCDM methods.

12

10

IDR1 IDR2 IDR3 IDR4 IDR5 IDR6 IDR7 IDR8 IDR9 IDR10

(o]

)]

>

N

M Proposed Model ®VIKOR m MABAC EDAS

Figure 8: The rank of alternatives under comparative analysis.
6. Administrative Effects

This section can provide many benefits for managers who deal with intrusion detection responses by ranking the
reaction in this paper as follows:

Detects network-based assaults and outside hackers.

Provides centralized administration to enable correlation of dispersed assaults.

It allows the system administrator to measure the impact of assaults.

Confers an extra degree of defense.

Offers a comprehensive defense.

Businesses may more easily comply with security laws by having more network visibility.

242

DOT: https://doi.org/10.54216/1JNS.230320
Received: July 12, 2023 Revised: November 15, 2023 Accepted: February 09, 2024


https://doi.org/10.54216/IJNS.230320

International Journal of Neutrosophic Science (IINS) 1ol 23, No. 03, PP. 233-244, 2024

e  Businesses may also use their IDS logs to demonstrate that they adhere to compliance obligations. Intrusion
detection systems may also enhance security responses.

7. Conclusions

This study used the MCDM methodology for ranking intrusion response. The MCDM method is used under a single-
valued neutrosophic set to deal with uncertainty. The TOPSIS method is an MCDM methodology used for ranking
alternatives. This study used ten alternatives and 16 criteria. The experts evaluated the requirements and alternatives
based on their opinions. Then, this study used the single-valued neutrosophic numbers to assess the requirements and
alternatives. The criteria weights are computed to rank the priories in importance. Then, the TOPSIS method was
applied to show the rank of other options. The rank of alternatives is calculated by using the closeness value. The
sensitivity analysis was conducted in this study using seventeen cases. The criteria weights are changed under
sensitivity analysis. Then, the closeness value is computed. The results show the rank of alternatives is stable under
different cases. The suggested method was compared with other MCDM methods to show its effectiveness. The results
show the suggested method is robust compared with other MCDM methods.
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